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2. ,  TCP/IP. 

3. " " , .

4. IP Spoofing. 

1.  "Ping of Death"  "Teardrop"  TCP/IP 

- .



 OMNI ADSL LAN 

   10-5

1-a  Ping of Death -  ("ping")  IP-

,  65,536 ,  IP. 

, ,

.

1-b  Teardrop  IP 

.  IP- .

 IP, ,

, , ,  "  200  400 

 ( )  IP."  Teardrop  IP-

.

, ,

.

2.  TCP/IP  "SYN Flood"  "LAND".

 ( ),

.

. 10-2 

, ,  SYN 

( ) - .   ACK ( )

 SYN,  ACK ( ).

.

2-a  SYN " " -  SYN- .

 SYN-ACK .  ACK 

SYN-ACK,  SYN-ACK  (backlog queue). 

SYN-ACK  ACK 

( ). ,

 SYN, 

.
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. 10-3 SYN Flood 

2-b LAND,  SYN-  IP-

,  IP- . -

, , .

3. " ",  "Smurf",  IP, 

, ,

. , ,

 - -  ICMP (

).  IP-  broadcast-

,  ICMP . -

,  ICMP. 

 IP- -  ICMP, 

ICMP  -" ", -" ".

,

.
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. 10-4  Smurf

 ICMP 

 ICMP ,

 IP.  ICMP, 

:

. 10-2  ICMP, 

5 REDIRECT 

13 TIMESTAMP_REQUEST 

14 TIMESTAMP_REPLY 

17 ADDRESS_MASK_REQUEST 

18 ADDRESS_MASK_REPLY 

 (NetBIOS  SMTP) 

 NetBIOS - .

. 10-3  NetBIOS 

MESSAGE:

REQUEST: 

POSITIVE: 

NEGATIVE:

RETARGET: 
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KEEPALIVE:

,  SMTP .

. 10-4  SMTP 

AUTH DATA EHLO ETRN EXPN HELO HELP MAIL NOOP 

QUIT RCPT RSET SAML SEND SOML  TURN VRFY  

Traceroute

Traceroute - , ,

. , ,

, ,

.

4.  DoS ,  "IP Spoofing" (  IP). IP Spoofing 

,

 DoS. IP Spoofing 

,

,

 ( ) .

, ,

-

. OMNI ADSL  IP. 

10.5

, ,

. , , proxy-

, .

" " . ,

.  OMNI ADSL 

.

,  ZyWALL, ,

. ,

:

.

.
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. 10-5 

 OMNI ADSL, .  A 

 Telnet- , .

 Telnet, , .

10.5.1

, ,

 TCP  WAN .  TCP 

,

:

1.  ( ) .

2.

 ( ).

3.

.

,

.

, , ,

, The default action for packets not matching 

following rules ( ,

) ( . Figure 12-4).
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4. ,

, ,

 WAN. 

, .

5. .

6. , . ,

.

,

.

7. ,

.

, ,

.

8. ,

,

; .

9. ,

.

10.5.2  OMNI 
ADSL

, , ,

. , , :

i. ,  IRC (Internet Relay Chat), 

.

ii. -

.

iii.  web- , .

iv. ,  Telnet, 

.

,  IP-

 IP- ,  IP, 

, .
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.
.

.
.

.

 ( , TCP),  OMNI 

ADSL (  " ",  UDP  ICMP).  

10.5.3  TCP 

OMNI ADSL ,  TCP. 

 SYN ,  ACK ; -" ". ,

,  " ", ,

 TCP.  

-" ", , -

. ,

 ( . " " ), .

- , , -

. ,

 ( ), .

, . . IP- ,  TCP, . .

 OMNI ADSL  (

) .

 ( ,

).

10.5.4  UDP/ICMP 

 UDP  ICMP  ( ).

, ,  IP-  ( ). UDP 

,  ICMP - .  "

" .

,  UDP, , .  IP-

.  UDP  IP  UDP 

.

 ICMP,  OMNI ADSL 

. , - -
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,  - ,

.

ICMP, 

. ,  ICMP- ,

.

10.5.5

 (  FTP  RealAudio) 

. ,  "

" ,  " ",

.

 FTP. 

.

.  FTP 

, .

, OMNI ADSL  FTP .

,  "PORT", , ,

. ,  PORT 

, .

, ,  case-by-case. 

 Web-  Custom Ports. 

10.6

1. , ,  Web- .

2. ,

. ,

,

.

3. ,  telnet- .

4.  (SNMP  NTP), .

.

.



 OMNI ADSL LAN 

   10-13

5. .

, .

6.  IP- .

7.  ( ) .

10.6.1

. ,

,

. ,

.

1. / .

.

.

, .

, .

2.  DSL  “always-on” 

(" ") ,

. , , .

3. ,

.

4. , , . .

.

5.  web- ,  web-

.

 (Internet Explorer 3.02  Netscape 3.0 ).  Web-

, .  web-

.

6.  IP- ,

. ,

.  BackOrifice - 

 " ". 

7. . , .

, ,

 %  #. 
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8. . ,

Web- , .

.

9.  “chat rooms” ( )  IRC-

, .

10. - .

,

.

11. , ,

. ,

,  . 

10.7

 OMNI ADSL 

.

10.7.1 :

.

, ,

,

- .

 IP. 

1. /  MAC- .

2. /  IP,  TCP, 

UDP,  ICMP. 

3. /  (  WAN  LAN),  (  LAN 

WAN) /  "A" /  "B". 

 A  B,  B  A. 

,  IP- .

4. /  IP trace route. 
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10.7.2

.

, ,

,  (  IP) .

.

, ,

. , ,

, .

, . . ,

.

, ,

.

1.  DoS .

2.  IP-

, , .

3. /

- / . ,

 IP- .

4. ,

.

5.

.

6.  URL, .

 URL .
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Chapter 11

 OMNI ADSL.  OMNI 
ADSL LAN H/HW  OMNI ADSL LAN H-E. 

11.1

,  ( .

), :

 (

).

 LAN.

11.2

Advanced Setup, Firewall, Config .

Firewall Enabled ( ) Apply  (

).
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.. 11-1 

11.3  E-Mail  

Advanced Setup,

Firewall, E-mail. .

E-Mail  OMNI ADSL 

, , , /

 OMNI ADSL .  "End of Log" ( )

, .

. 11-2 

.

. 11-1 E-mail 

Address Info ( )
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  11-3

. 11-1 E-mail 

Mail Server 
(

)

 IP-
, . ,

.

Subject ( ) ,  " "
,

 OMNI ADSL.

E-mail Alerts To 
(  e-mail 

)

,
. ,

.

Return address 
(

)

 e-mail  OMNI ADSL  e-
mail , . .  return-to-sender ( )

.

Log Schedule 
(

)

 " "
:

Daily 

Weekly 

Hourly 

When Log is Full 

None.  

 Weekly ( ) Daily ( ), ,
.

Weekly ( ),
. When Log is Full (

),
. None,

Day for Sending 
Alerts (

)

,
.

Time for Sending 
Alerts(

)

 24-  ( , 23:00 
 11:00 ), .
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11-4  

. 11-1 E-mail 

Back ( ) Back ( ) .

Apply 
( )

Apply ( ) .

Cancel ( ) Cancel ( )
.

11.4

 DoS. 

Attack Alert, ,

.  DoS  OMNI ADSL 

, .

.

.

11.4.1

 -  ( ), 

. Attack 

Alert ( . 11-3 - Generate alert when attack detected)

Rule Config ( . .12-5). ,

, ,

Log Settings ( . ).

11.4.2

- , ,

. , ,

.

:

1. .

2. .

3. .
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4. .

5. .

, - ,

,  ( ,

), .

.

11.4.3

 (

)  Denial of Service.  TCP " "

, , . .  TCP-

 ( . . 10-2).  UDP, " " ,

.

OMNI ADSL ,

. , TCP  UDP, 

.

.

(max-incomplete high), OMNI ADSL 

. ,

,  ( )  (max-incomplete low).

 (one-

minute high), OMNI ADSL 

. ,

,  ( )

 (one-minute low).  - ,

.

 TCP Maximum Incomplete  Blocking Time 

 Denial of Service , - .

 (TCP Maximum Incomplete), Pestige 

:
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1. Blocking Time  0 ( ), OMNI ADSL 

.

.

2. Blocking Time  0, OMNI ADSL 

, . OMNI 

ADSL 

Blocking Time.

OMNI ADSL TCP Maximum Incomplete.

 TCP-

. Advanced Setup ( ), Firewall (

) Alert ( ) .

. 11-3 

.

. 11-2 
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LABEL DESCRIPTION 

Generate alert 
when attack 
detected
(

)

.

Denial of Services Thresholds ( )

One Minute Low  ,
.
,

, .
 "80". 

One Minute High  ,
.

 "100". 
, OMNI ADSL 

. OMNI ADSL 
,

One Minute Low.

Maximum
Incomplete Low  

,
 (

 "80").  
,

,
.

Maximum
Incomplete High

,
 (

 "100"). 
, OMNI ADSL 

. OMNI 
ADSL ,

Maximum Incomplete Low.
Maximum Incomplete High ,

Maximum Incomplete Low.
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. 11-2 

LABEL DESCRIPTION 

TCP Maximum 
Incomplete

 TCP  IP-
 (  "10"), 

 IP- . 1 250.

, .

Blocking Time  TCP Maximum Incomplete
. Blocking Time, 

, (
) ,

.

,
.

(min) Blocking Time ( )  (1-256). 
 "0".

Back ( ) Back ( ) .

Apply 
( )

Apply ( ) .

Cancel ( ) Cancel ( )
.
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Chapter 12

.
 OMNI ADSL LAN H/HW  OMNI ADSL LAN 

H-E.

12.1

 LAN .

 OMNI ADSL 

, , ,

. ,

.

.
.

, :

,  IRC (Internet Relay Chat), 

.

, ,

.

 web- , .

,  Telnet, 

.

 IP-

 IP- ,  IP, 

, .

.
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12.2

, ,
.

12.2.1

1. . : "  IRC 

”. : "  Lotus Notes 

 Notes .” 

2. ?

3. : ?

4.  IP ?

5. ?

6. ?

. ,

, ,

.

12.2.2

, ,

:

1. -

? ,  IRC , ,

?

2. , ? ,  IRC 

, , ,

.

3. ,

, ? ,

 FTP (TCP 20, 21) ,

 FTP- .

4. ?
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Rules Web- .

12.2.3 :

Action ( )

Block Forward

“Block” ( ) , .

Service. ,

. .

 12.6.

; ,  IP, 

IP

; ,  IP, 

IP

12.3

LAN  WAN  WAN  LAN. 

12.3.1  LAN - WAN 

 LAN  WAN ,

.

 Policy -> LAN to WAN -> ( ), ,

. . .
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. 12-1  LAN - WAN 

12.3.2  WAN - LAN 

,  WAN  LAN, 

 ( ).

, .

. .

.. 12-2  WAN - LAN 
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12.4

 - , ,

, , /

 ( . .12-5).
- . .

,

E-mail ( . ). 

-

.

Advanced Setup ( ), Firewall ( ),

Logs Logs.

. 12-3 

.

. 12-1 
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No. .
 128  0  127. 

,
, .

Time 
( )

.

 24.10. 

dd:mm:yy ( : : ),
, Jan 01 0; 

hh:mm:ss ( : : ),
, 00:04:28 

Packet
Information
(

)

: IP-
,

.

Reason 
( )

;
. ., , .

 (<X, Y>,  X=1,2; 
Y=00~10), .

:  1 (X = 1) 
 LAN - WAN  2 (X = 2) 
 WAN - LAN. Y 

.  10 
 (Y = 01  10).  "00" 

.

not match 

<1,01> dest IP 

,
 IP-

 1 
 1. 

 (
)

 src IP 
(IP- ),
dest port (

), src port 
(

) .

 DoS. attack land, ip spoofing, 
icmp echo, icmp 

vulnerability, NetBIOS, 
smtp illegal command, 

traceroute, teardrop 
syn flood. Chapter 10 

.
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. 12-1 

Action  ( . . ),
 (Block, Forward None).

None ,
.

Block, Forward 
None

Back Back ( ) .

Previous
Page

Previous Page ( ),
.

Refresh Refresh ( ) .
.

Clear Clear ( ) .

Next Page Next Page ( ),
.

12.5

Rule Summary ( ) Local Network 
( ), Internet ( ),

, .

Firewall, Rule Summary .

. ,

.

,
.
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Figure 12-4 :

.

. 12-2 :
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. 12-2 :

The default action for 
packets not matching 
following rules 

Block (
) Forward ( ) ,

.

Default Permit Log  ACL 

.  "
".  tab ,

.

No. . ,
. Move ( )

.
.

Source IP . ,  "source" 
 "destination address" Any.

Destination IP . ,
"source"  "destination address" Any.

Service , . . .
12-3.

Action , Block ( ) Forward
( ) .

Log ,
, :  (Match),
(Not Match),  (Both)

 (None).

Rules Reorder .

.
, .

To Rule Number .

Move Move ( ) .

Back Back ( ) .

Apply Apply ( )
.
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. 12-2 :

Cancel Cancel ( )
.

12.6

Available Services Edit Rule  ( . .12-5)

,  OMNI ADSL. 

.  IP (TCP, UDP  ICMP). 

 -  IP . ( ,  IP 

.  “(DNS)”.

(UDP/TCP:53)  UDP-  53  TCP-  53.  128 . ,

, , Custom 

Ports.

. 12-3 

AIM/NEW_ICQ(TCP:5190) ,
 AOL,  ICQ  " "

.

AUTH(TCP:113) ,

BGP(TCP:179)   BGP ( ).

BOOTP_CLIENT(UDP:68)   DHCP. 

BOOTP_SERVER(UDP:67)   DHCP. 

CU-SEEME(TCP/UDP:7648, 
24032)  

 White 
Pines Software. 

DNS(UDP/TCP:53)  , ,  web-
( www.zyxel.com)  IP- .

FINGER(TCP:79)  Finger -  UNIX ,
.

FTP(TCP:20.21)  ,
, ,

.

H.323(TCP:1720)  Net Meeting. 

HTTP(TCP:80)   - /
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. 12-3 

 WWW. 

HTTPS ,
- .

ICQ(UDP:4000) .

IPSEC_TRANSPORT/TUNN
EL(AH:0)

 IPSEC AH (
).

IPSEC_TUNNEL(ESP:0)  IPSec 
ESP ( ).

IRC(TCP/UDP:6667) .

MSN Messenger(TCP:1863)  Microsoft.

MULTICAST(IGMP:0) 
,

- .

NEWS(TCP:144)  .

NFS(UDP:2049)   - NFS, 
/ ,

.

NNTP(TCP:119)  ,
 USENET. 

PING(ICMP:0) ,
ICMP .

POP3(TCP:110)  3, 
 POP3, 

 (TCP/IP ).

PPTP(TCP:1723) ,
. .

PPTP_TUNNEL(GRE:0) ,
. .

RCMD(TCP:512)  .

REAL_AUDIO(TCP:7070)  ,
.
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. 12-3 

REXEC(TCP:514)  .

RLOGIN(TCP:513)  .

RTELNET(TCP:107)  .

RTSP(TCP/UDP:554)  (RTSP), 

.

SFTP(TCP:115)  .

SMTP(TCP:25)  ,
. SMTP 

.

SNMP(TCP/UDP:161)  .

SNMP-
TRAPS(TCP/UDP:162)  

 SNMP (RFC:1215). 

SQL-NET(TCP:1521)  ,
, ,

,  UNIX 
.

SSDP(UDP:1900)  SSDP ( )
 "Plug and Play" 

,  UDP 1900. 

SSH(TCP/UDP:22) .

STRMWORKS(UDP:1558)   Stream Works. 

SYSLOG(UDP:514)
 UNIX. 

TACACS(UDP:49)  
.

TELNET(TCP:23)  Telnet - ,
 UNIX,  TCP/IP. 

,
- .

TFTP(UDP:69)  ,
,  FTP,  UDP (
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. 12-3 

),  TCP (
).

VDOLIVE(TCP:7000)  .

12.7

 (No.)

.
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.12-5

.

.12-4

Source Address 
( )

SrcAdd , SrcEdit
SrcDelete .
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.12-4

Destination Address 
(

)

DestAdd , DestEdit 
DestDelete .

Services ( ) Available Services
, >>.

Selected Services . ,
Selected Services <<.

Edit Available 
Service

(
)

 " ,
".

.  14 .

Action for Matched 
Packets (

)

Block (silently 
discard) ( ) Forward ( )

, .

Log ( ) ,
, :  (Match),

 (Not Match),  (Both)
 (None).

Alert
( )

Alert ( ). ,
.

Apply ( ) Apply ( ) .

Cancel ( ) Cancel ( )
.

Delete ( ) Delete ( ) .

12.7.1

,

SrcAdd  DestAdd.

, SrcEdit  DestEdit.

.
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. 12-6 /

.

.12-5 /

Address Type 
( )

IP- ,  - ,
 IP-  ( , 192.168.1.10 - 192.169.1.50), 

IP- .
: Single Address ( ), Range Address 

( ), Subnet Address ( ) Any Address (
).

Start IP 
Address(

 IP- )

 IP-  IP- .

End IP Address 
(  IP-

)

 IP- .

Subnet Mask 
( )

, .

Apply 
( )

Apply ( ) .

Cancel ( ) Cancel ( )
.
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12.8

Timeout ,
.

12.8.1 ,

, , ,

 – .  11.4.2. Timeout Local 

Network Internet.

. 12-7 

.

. 12-6 

TCP Timeout Values 
(

 TCP) 
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. 12-6 

Connection Timeout 
(

)

 (  30), 
 OMNI ADSL 

TCP .

FIN-Wait Timeout 
(

FIN)

 (  60), 
 TCP 

 FIN-exchange (
 TCP). 

Idle Timeout ( -
)

 (
3600), ,
TCP ,  OMNI ADSL .

UDP Idle Timeout 
( -
UDP)

 (  60), 
,  UDP 

,  OMNI ADSL .

ICMP-Timeout (
 ICMP) 

 (  60), 
 ICMP 

ICMP.

Back ( ) Back ( ) .

Apply ( ) Apply ( )
.

Cancel ( ) Cancel ( ) .
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Chapter 13

,
.  OMNI ADSL LAN H/HW 

OMNI ADSL LAN H-E. 

13.1 :

,

OMNI ADSL ( . .12-5).

IANA ( ). 

.  12.6.
Edit Available Service (

) .
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13-2 Customized Services 

. 13-1 

.

. 13-1 

Customized Services )

No. .
Firewall Customized Services Config 

( )
.

Name ( ) .

Protocol ( )  IP (TCP, UDP Both ( ) .

Port ( ) , .

Back ( ) Back Firewall Edit Rule (
).

13.2 /

.

.
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Customized Services  13-3

. 13-2 /

.

. 13-2 /

Service Name 
(

)

.

Service Type 
( )

 IP (TCP, UDP TCP/UDP)
.

Port Configuration ( )

Type ( ) Single Range
.

Port Number 
( )

,
.

Back ( ) Back ( ) Firewall Customized 
Services.

Apply 
( )

Apply ( ) .

Cancel ( ) Cancel ( ) .

Delete ( ) Delete ( ) .

13.3

 “My Service” .

Step 1. Rule Summary ( ) Internet to Local Network Set 

( ).

Step 2. .

Step 3. Any Source Address, ScrDelete.
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13-4 Customized Services 

. 13-3 

Step 1. ScrAdd Rule IP Config.

Apply.

. 13-4  IP 

Step 5. Edit Available Service Edit rule,

Firewall Customized Services Config.

.
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. 13-5  "MyService" 

, ,  "*" 
Services  Rule Summary.

Apply.
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13-6 Customized Services 

Step 4. , .

, ,

.

. 13-6 

 MyService. 



 OMNI ADSL LAN 
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Step 6. , Rule Summary

, , .

Apply

 OMNI ADSL. 

. 13-7 

 MyService 

Apply 
( )
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Chapter 14

-
- .

 OMNI ADSL LAN H/HW  P650H-E.

14.1 -

-

.

-  Web-

 ( ),  URL. 

 OMNI ADSL - ,  IP- , ,

- .

14.2

,  URL ,

. ,  "bad", OMNI 

ADSL ,  URL ,  URL 

http://www.website.com/bad.html,  Filter List ( ).  

 OMNI ADSL 

URL- Content Filter Keyword. .
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14-2  

. 14-1 - :

.

. 14-1 - :

Enable Keyword Blocking 
(

)
.

Block Websites that 
contain these keywords in 
the URL(
Web- ,
URL-

):

 OMNI ADSL.

Delete ( ) Delete
.

Clear All ( ) Clear All .
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. 14-1 - :

Keyword (
)

.  64 .
.

Add Keyword (
)

Add Keyword ( ) .
.

 127 .
,  URL-

, , -
.

Back ( ) Back ( ) .

Apply ( ) Apply ( )
.

Cancel ( ) Cancel ( )
.

14.3

,  OMNI ADSL - ,

Content Filter Schedule. .

. 14-2 - :
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14-4  

.

. 14-2 - :

Days to Block 
(

):

,  ( )
- .

Time of Day to 
Block (

):

-  24-
 ( All day ( )).

Back ( ) Back ( ) .

Apply 
( )

Apply ( ) .

Cancel 
( )

Cancel ( ) .

14.4 ,

, -

 OMNI ADSL Content Filter ( - ) Trusted (

). .
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. 14-3 - :

.

. 14-3 - :

Trusted User IP Range 
(  IP-

)

From ( )  IP-  (
 IP- ) ,

-
.

To ( )  IP-
,

- .
,

.

Back ( ) Back ( ) .

Apply ( ) Apply ( ) .

Cancel ( ) Cancel ( )
.

14.5

.

Content Filter Logs. .
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. 14-4 -

.

. 14-4 -

Page ( ) .

No. - .

Time ( ) .

Source IP 
(  IP) 

 IP- ,  Web- .

Reason 
( )

-
. :

(BLOCK_EXCEPT_TRUSTED_DOMAINS), (BLOCK_UNTRUST_DOMAIN), 
(BLOCK_KEYWORD), (BLOCK_ACTIVEX), (BLOCK_JAVA_APPLET), 
(BLOCK_COOKIE), (BLOCK_PROXY), (BLOCK_CYBERNOT). 
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. 14-4 -

Action ( )  - 
(FORWARD)  - (BLOCK).

Back ( ) Back ( ) .

Refresh
( )

Refresh ( ) .
.

Clear ( ) Clear .



VPN ( )/IPSec ( - )

V

Part V: 

VPN ( )/IPSec ( -

)

 VPN/IPSec 

.
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Chapter 15

 IPSec 
 IPSec 

.  OMNI ADSL LAN H/HW. 

15.1  (VPN) 
VPN (Virtual Private Network - )

 " " - " ".

/ , , ,

,

,  TCP/IP.  

15.1.1 IPSec ( - )

-  (IPSec) -  VPN, 

, .

IPSec ,

,  IP. 

15.1.2

Security Association (SA - )  - 

, .   

15.1.3

 - ,

,  ( )  " " .

,

.  - ,

: .

.
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15-2   IPSec 

. 15-1 

 IPSec 

.

 IPSec ,

, ,

.

 IPSec  IPSec- .

.

15.1.4  VPN 

OMNI ADSL  VPN. 

, ,

.

 NAT 

 NAT -

,

.  VPN 

,  IP-

.

 IP 

 IP  VPN.  
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 IPSec  15-3

. 15-2  VPN 

15.2  IPSec 
 IPSec .



 OMNI ADSL LAN 

15-4   IPSec 

. 15-3  IPSec 

15.2.1  IPSec 

ESP (Encapsulating Security Payload - )

(RFC 2406) AH (Authentication Header - ) (RFC 2402) 

,  (

).

,  DES 

(Data Encryption Standard - )  Triple DES (  DES). 

 HMAC-MD5 (RFC 2403)  HMAC-SHA-1 (RFC 2404) 

AH ESP. .

 16.2.

15.2.2

 IKE 

(ISAKMP), .



 OMNI ADSL LAN 

 IPSec  15-5

15.3
,  IPSec,  - 

.

. 15-4  IPSec: 

15.3.1

 IP.  IP 

 (AH ESP), 

 IP ,

(  TCP  UDP).  

ESP

, .  IP 

. ,

 IP- .

AH,

 IP, 

 IP  ( - ).

15.3.2

 IP- .

.

 IP, .

.

 " - "  " - ".

 IP: 

:  IP  IP-  VPN. 

:  IP  IP-

 VPN. 

 IP.  
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15-6   IPSec 

15.4 IPSec  NAT 
,  IPSec -

 OMNI ADSL. 

NAT AH , . VPN, 

 IPSec AH,  (

) - . AH  (

) .

 IPSec 

, , .  VPN 

,

- , .

VPN  " "  NAT ,

.

IPSec, ESP ,  (

)  IP- .  -  VPN 

,  -  VPN .

ESP  (

).  (

) - .

ESP  NAT, 

 " ",

 NAT . ESP

 NAT. 

. 15-1 VPN  NAT 

 NAT 

AH N

AH N

ESP N

ESP Y



 OMNI ADSL LAN 
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Chapter 16

 VPN 
 VPN. .

 IPSec. 

 OMNI ADSL LAN H/HW. 

16.1  VPN/IPSec 
 VPN-

.

16.2  IPSec 
ESP AH  (SA) -  IPSec VPN. 

, AH

ESP.  SA 

. ,  SA. 

16.2.1  AH (Authentication Header - 
)

AH (RFC 2402) ,

 ( ),

, ,

ESP.

,

,

AH. ,

.

16.2.2  ESP (Encapsulating Security Payload - 
)

ESP (RFC 2406) ,

AH.  ESP

AH,  IP 
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16-2   VPN 

. ESP ,

.

ESP  " ",

,

.

. 16-1  AH  ESP 

ESP AH 

DES ( )
Data Encryption Standard (

 - DES) - 
 ( )

.  DES  56-
64- .

MD5 ( )
MD5 (Message Digest 5)  128-

.

3DES
 Triple DES (3DES) 

DES
 (3 x 56 = 168 ),

 DES. 

SHA1 
SHA1 (Secure Hash Algorithm/

)  160-

.

DES,
, 3DES - .

NULL.

MD5
SHA-1 - .

16.3  IP-
My IP Addr  IP-  OMNI ADSL .

0.0.0.0,  VPN OMNI ADSL  IP-  OMNI 

ADSL  ( ). My IP Addr 

, OMNI ADSL  VPN.  

16.4
Secure Gateway Addr -  IP-

IPSec ( ). 
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 VPN  16-3

 IP- ,

Secure Gateway Address.

 ( ).  

Secure 

Gateway Address ( ) , 

 IP-  DDNS. OMNI ADSL 

 VPN   IP-

 ( ,  DDNS  IP-

).   

16.4.1

 IP-

 DDNS,  Secure Gateway Addr   0.0.0.0. 

.

,  VPN  

. .  16.16, .

 Secure Gateway IP Address  0.0.0.0 
IKE,  - 

.

16.5  VPN Summary 
 Web-

.

. 16-1  IPSec 

 IP .



 OMNI ADSL LAN 

16-4   VPN 

VPN Setup VPN Summary. ,

 ( )  ( )

 IPSec.  IPSec summary .  VPN, 

.

. 16-2  VPN Summary 

.

. 16-2  VPN Summary 

No.  VPN.  VPN 
.

Name ( )
VPN.

Active ( ) ,  VPN 
.  "Y" ,  VPN 

.
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. 16-2  VPN Summary 

Local Address 
(

)

 IP- (- ) ,  OMNI 
ADSL.

Remote Address 
(

)

 IP- (- ) ,
 IPSec router.  

Encap
( )

Tunnel Transport.

IPSec Algorithm 
(
IPSec)

,
SA.

 AH,  ESP  OMNI ADSL 
 ( ).

Secure Gateway 
IP (IP-

)

 IP-  IPSec. ,
 IP address , .

Back ( ) Back .

16.6  Keep Alive ( )
 IPSec  "keep alive", OMNI ADSL 

 IPSec SA ( .  16.10

). 

 IPSec   “ ” .

 IPSec  OMNI ADSL-

 ("keep alive"). 

 OMNI ADSL  IPSec 

,

 OMNI ADSL, .

. 1-1 Model Specific Features ( )  1, 

 IPSec SAs 

OMNI ADSL. 
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16-6   VPN 

 OMNI ADSL .

16.7
 ( . 16.10.1), OMNI ADSL 

 SA ,

.  OMNI ADSL 

,

 IPSec  IP- .

 OMNI ADSL  IPSec  ( .

16.17.2 )

 . 

 ( . 16.10.1)

.  OMNI ADSL  SA-

 IPSec  IP- .

OMNI ADSL  SA- ,

VPN  (DES  3DES), 

 (MD5  SHA1)  (DH1  DH2) ( .

 16.11). 

 SA- .

: , IP-  E-Mail ,  – 

.

. 16-3  " "

=

=

IP  IP-
,  OMNI ADSL 
 IP- .

DNS  (  31 )
OMNI ADSL. 

E-mail  E-Mail  (  31 )
OMNI ADSL. 

 E-Mail , Content,
.
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. 16-4  " "

=

=

IP  IP- ,
VPN ,  OMNI ADSL 

, Secure Gateway Address.

DNS  (  31 )
 IPSec. 

E-mail  E-Mail  (  31 )
 IPSec. 

 E-Mail , Content,
.  IP-

Secure Gateway Address.

16.7.1

 IPSec 

 VPN.  

 OMNI ADSL 

VPN. 

. 16-5 

OMNI ADSL A OMNI ADSL B 

Local ID type ( ): E-
mail

Local ID type ( ): IP 

Local ID content (
): tom@yourcompany.com 

Local ID content (
): 1.1.1.2 

Peer ID type (
): IP 

Peer ID type (
): E-mail 

Peer ID content (
): 1.1.1.2 

Peer ID content (
):

tom@yourcompany.com 

 OMNI ADSLs ,

 OMNI ADSL B Local ID type IP,

 OMNI ADSL A Peer ID type E-mail.  IPSEC LOG 

  “ID mismatched” (" ").
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16-8   VPN 

. 16-6 

OMNI ADSL A OMNI ADSL B 

Local ID type ( ):
IP

Local ID type (
):IP

Local ID content (
): 1.1.1.10 

Local ID content (
): 1.1.1.10 

Peer ID type (
):E-mail

Peer ID type (
): IP 

Peer ID content (
):

aa@yahoo.com 

Peer ID content (
): N/A 

16.8 Pre-Shared Key ( )
 1-

 (IKE) ( .  16.10

 IKE).  “ ”, 

.

16.9  VPN
 (No.) Summary  VPN.  
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 VPN  16-9

. 16-3  VPN



 OMNI ADSL LAN 

16-10   VPN 

.

. 16-7  VPN 

IPSec Setup  

Active ( ) ,  VPN. 

Keep Alive 
(

)

Yes No .

Yes
 OMNI ADSL SA- ,

.  IPSec 
.

Name ( )  32  VPN. 
, ,  OMNI ADSL 

.

IPSec Key Mode 
(

IPSec)

IKE Manual .

, - IKE.

Negotiation Mode 
(

)

Main Aggressive .
SA-

.

Encapsulation 
Mode (

)

Tunnel Transport . 

DNS Server (for 
IPSec VPN) 

(  DNS (
IPSec VPN)) 

 DNS,  VPN,  
IP- . OMNI ADSL  DNS 
DHCP  OMNI ADSL,  IP- ,

  IPSec, .

 DNS  VPN 
VPN  ( ) .
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. 16-7  VPN 

Local (
)

 IP-
 IP-  IPSec.

 SA-
 IP-  ( ) .  SA-

 IP- , .
 SA-

 IP- ,
.

Local Address Type 
(

)

Single
( ), Range ( ) Subnet ( ). Single

 IP- . RANGE.
 IP- ,

SUBNET.

Start IP Address 
(  IP-

)

 Local Address Type Single,  IP-
 ( ) ,  OMNI 

ADSL
.  Local Address Type Range,

 IP-  ( ) ,
 OMNI ADSL.  Local Address Type

Subnet,  IP-  ( ) ,
 OMNI ADSL. 

.

End / Subnet Mask 
(

/
)

Local Address Type Single,  IP-
IP Address Start.  Local Address Type Range,

IP- ,
OMNI ADSL. Local Address Type SUBNET,

,  OMNI 
ADSL.
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16-12   VPN 

. 16-7  VPN 

Remote
( )

 IP-
 IP-  IPSec. 

, Secure Gateway Address
0.0.0.0.  IPSec 

 VPN. 

 SA 
 IP-  ( ) .

 SA 
IP- , .

 SA  IP- ,
.

Remote Address 
Type (

)

Single
( ), Range ( ) Subnet ( ).  IP-

SINGLE. RANGE.
 IP- ,

SUBNET.

Start IP Address 
(  IP-

)

Remote Address Type Single,  IP-
 ( ) ,

IPSec. Remote Address Type Range,
 IP-  ( ) ,

 IPSec. Remote
Address Type Subnet,  IP-  ( )

,  IPSec.  

End / Subnet Mask 
(

/
)

Remote Address Type Single,  IP-
IP Address Start. Remote Address Type Range,

 IP-
( ) ,

 IPSec. Remote Address Type SUBNET,
,

 IPSec.

Address
Information
(

)
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. 16-7  VPN 

Local ID Type (

)

IP  OMNI ADSL 
 IP- .

DNS  OMNI ADSL 
.

E-mail  OMNI 
ADSL  E-Mail .

Content 
( )

Local ID Type IP,  IP-
,

 OMNI ADSL 
IP- .

Local ID Type DNS,
 (  31 )  OMNI ADSL.

Local ID Type E-mail,  E-Mail 
(  31 )  OMNI ADSL. 

 E-Mail , Content,
.

My IP Address 
(  IP-

)

 IP-  OMNI ADSL .
 0.0.0.0,  VPN OMNI ADSL 

 IP-  ( ).
 IP-  VPN .

Peer ID Type (

)

IP  IPSec 
 IP- .

DNS  IPSec 
.

E-mail
E-Mail .
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16-14   VPN 

. 16-7  VPN 

Content 
( )

IP Peer ID Type,  IP- ,
 VPN, 

,  OMNI ADSL 
Secure Gateway Address.

Peer ID Type DNS,
 (  31 )  IPSec. 

.

Peer ID Type E-mail,  E-Mail 
(  31 )  IPSec.  

 E-Mail , Content,
.

 IP-
Secure Gateway Address.

Secure Gateway 
Address (

)

 IP-  URL (  31 )
 IPSec,  VPN- .

 IPSec  IP-
, 0.0.0.0 ( Key Mode 

IKE).

Security Protocol 
(

)

VPN Protocol 
(  VPN)

ESP ,  ESP 
(Enacapsulation Security Payload - ).

 ESP (RFC 2406) ,
AH. ESP,

VPN Setup Authentication Algorithm (
).

Pre-Shared Key 
(

)

 . 

.  "
",

.  SA- 

.
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. 16-7  VPN 

Encryption 
Algorithm

(
)

DES, 3DES NULL.

DES ,
,

,
.  OMNI ADSL 

 DES  56- .  Triple DES (3DES) - 
 DES,  168- . ,

 3DES  DES. 
,

.
NULL. NULL

.

Authentication 
ALgorithm 
(

)

SHA1 MD5.
MD5

(Message Digest 5 -  5) SHA1 (Secure Hash Algorithm - 
).  SHA1 ,

MD5, . MD5
SHA-1 - .

Advanced 
(

)

Advanced ( )
 IKE.

Back ( ) Back ( ) .

Apply ( ) Apply ( ) .

Cancel ( ) Cancel ( ) .

Delete .

16.10   IKE 
 IKE (Internet Key Exchange - 

) –  1 ( )  2 ( ).  SA-

 IKE,  SA 

 SA-  IPSec. 



 OMNI ADSL LAN 

16-16   VPN 

. 16-4 /  SA  IPSec 

:

.

.

.

.

-

 (DH1 DH2).

 SA  IKE. 

 SA  IKE, 

.  SA  IKE 

.

 SA  IKE  SA  IPSec, 

.

:

,  (ESP AH).

.

 " " (Perfect Forward Secrecy, PFS) 

-  – .

 16.10.3.  PFS - None ( ).

Tunnel ( ) Transport ( ) . 

 SA 

IPSec.  SA  IPSec, 

. OMNI ADSL 

 SA  IPSec 

  SA  IPSec. OMNI ADSL 

SA  IPSec, 
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.   SA  IPSec 

 IPSec  SA, -

.

16.10.1

Negotiation Mode ( )  Security Association (SA 

- )  (IKE).  

Main Mode ( )

 (  1).  6 

, :  SA, -

.

 (

).  

Aggressive Mode ( )

 Main Mode

 (  1). ,

. ,

,

.

16.10.2 -  (Diffie-Hellman, DH) 

-  (DH) - ,

. -

 SA  IKE 

. -  768  (  1 - DH1)  1024 

 (  2 – DH2). -

,  SA  IKE .

.

16.10.3  (PFS) 

 PFS , .

 SA  IPSec 

- .  PFS, ,

, ,

. " "

- .

, ,

 OMNI ADSL  PFS  (None).  PFS 

,
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16-18   VPN 

 ( ), 

 SA  ( ,

- ). 

16.11   IKE
Advanced VPN IKE. VPN IKE- Advanced,

.

. 16-5  VPN: 

.
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. 16-8  VPN: 

VPN - IKE

Protocol
( )

 "1"  ICMP, "6"  TCP, "17"  UDP, . .. "0" - 
 " ". 

Enable Replay 
Protection

(

)

 VPN ,
 " " (DoS). ,

 IPSec, ,
, ,

, .
YES

NO .

Local Start Port 
(

)

"0" .
 0  65535.  IP-

: 21 - FTP; 53 - DNS; 23 - Telnet; 80 - HTTP; 25 - SMTP; 110 
- POP3. 

End ( ) , .
.

Local Start Port  0, End  0.

Remote Start Port 
(

)

"0" .
 0  65535.  IP-

: 21 - FTP; 53 - DNS; 23 - Telnet; 80 - HTTP; 25 - SMTP; 110 
- POP3.

End ( ) , .
.

Remote Start Port  0, End  0.

Phase 1 (  1)

Negotiation Mode 
(

)

Main Aggressive .
 SA 

.
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. 16-8  VPN: 

Pre-Shared Key 
(

)

 . 

.  "
",

.

 8  31  ASCII  16  62 
 ("0-9", "A-F"). 

 ( )  "0x” 
(" "  "x"),  (  16  32) 

. ,  "0x0123456789ABCDEF"  “0x” 
,

“0123456789ABCDEF” .

 VPN 
. ,

 “PYLD_MALFORMED” ( ).

Encryption 
Algorithm

(
)

DES 3DES.

 DES ,
,

,
.  OMNI ADSL 

 DES  56- .  Triple DES (3DES) - 
 DES,  168- . ,

3DES DES.
,

.

Authentication 
ALgorithm 
(

)

SHA1 MD5 . 
 MD5 

(Message Digest 5/  5)  SHA1 (Secure Hash Algorithm - 
).  SHA1 ,

 MD5, .  MD5 
SHA-1 - .
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. 16-8  VPN: 

SA Life Time 
(Seconds) 

(
 SA (

))

, ,
 SA-  IKE. 

 60  3000000  (  35 
).

 SA Life Time ,  VPN 
.

 VPN ,
,

.

Key Group (
)

. DH1
( ) -  1: 768-

. DH2 -  2: 1024- .

Phase 2 (  2)  

Active Protocol 
(

)

ESP AH.

Encryption 
Algorithm

(
)

DES, 3DES NULL.

 DES ,
,

,
.  OMNI ADSL 

 DES  56- .  Triple DES (3DES) - 
 DES,  168- . ,

 3DES  DES. 
,

.
 NULL.  NULL 

.

Authentication 
ALgorithm 
(

)

SHA1 MD5.
 MD5 

(Message Digest 5 -  5)  SHA1 (Secure Hash Algorithm - 
).  SHA1 ,

 MD5, . MD5
SHA-1 - .
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. 16-8  VPN: 

SA Life Time 
(Seconds) 

(
 SA (

))

, ,
 SA-  IKE. 

 60  3000000  (  35 
).

 SA Life Time ,  VPN 
.

 VPN ,
,

.

Encapsulation 
( )

Tunnel Transport.

Perfect Forward 
Secrecy 

(PFS)(

)

 SA-  IPSec  Perfect Forward 
Secrecy (PFS)  (None).

 IPSec, . DH1
DH2  PFS. DH1

-  1: 768- . DH2
-  2: 1024-  (1 )  ( ,

).

Apply ( ) Apply ( )  OMNI 
ADSL VPN IKE.

Cancel ( ) Cancel ( ) VPN IKE
.

16.12  
, -

IKE.

16.12.1  (Security Parameter Index, 
SPI)

SPI ,  SA 

 IPSec. 

 SA . SPI (Security Parameter Index)  IP-

 (Security Association, SA). SPI  VPN 



 OMNI ADSL LAN 

 VPN  16-23

 VPN. ,  VPN 

, ,

SPI.

 ZyXEL 
 SPI. 

16.13
VPN Manual Key (  VPN)

Manual Key Management ( ) VPN IKE.

VPN Manual Key, .
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16-24   VPN 

. 16-6  VPN 

.

. 16-9  VPN 
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. 16-9  VPN 

IPSec Setup 
(  IPSec) 

Active ( ) ,  VPN. 

Name ( )  32  VPN. 
, ,

 OMNI ADSL .

IPSec Key Mode 
(

IPSec)

IKE Manual.

, - IKE.

SPI (

)

 1  999999 
SPI ( ).

Encapsulation Mode 
(

)

Tunnel Transport .

DNS Server (for 
IPSec VPN) 

(  DNS (
IPSec VPN))

 DNS,  VPN,  
IP- . OMNI ADSL  DNS 
DHCP  OMNI ADSL,  IP- ,

  IPSec, .

 DNS  VPN 
VPN  ( ) .

Local (
)

 IP-
 IP-  IPSec.

 SA 
 IP-  ( ) .  SA 

 IP- , .
 SA 

 IP- ,
.
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. 16-9  VPN 

Local Address Type 
(

)

Single
( ), Range ( ) Subnet ( ). Single

 IP- . RANGE.
 IP- ,

SUBNET.

IP Address Start 
(  IP-

)

Local Address Type Single,  IP-
 ( ) ,  OMNI 

ADSL
. Local Address Type Range,

 IP-  ( ) ,
 OMNI ADSL. Local Address Type

Subnet,  IP-  ( ) ,
 OMNI ADSL 

.

End / Subnet Mask 
(

/
)

Local Address Type Single,  IP-
IP Address Start. Local Address Type 

Range,  IP-  ( )
,  OMNI 

ADSL. Local Address Type SUBNET,
,  OMNI 

ADSL.

Remote
( )

 IP-
 IP-  IPSec. 

, Secure Gateway Address
0.0.0.0.  IPSec 

 VPN. 

 SA 
 IP-  ( ) .

 SA 
IP- , .

 SA  IP- ,
.
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. 16-9  VPN 

Remote Address 
Type (

)

Single
( ), Range ( ) Subnet ( ).  IP-

SINGLE. RANGE.
 IP- ,

SUBNET.

Start IP Address 
(  IP-

)

Remote Address Type  Single,  IP-
 ( ) ,

IPSec. Remote Address Type Range,
 IP-  ( ) ,

 IPSec. Remote
Address Type Subnet,  IP-  ( )

,  IPSec.  

End / Subnet Mask 
(

/
)

Remote Address Type Single,  IP- ,
IP Address Start . Remote Address Type 

Range,  IP-
,

 IPSec. Remote Address Type SUBNET,
,

 IPSec.

My IP Address 
(  IP-

)

 IP-  OMNI ADSL .
0.0.0.0,  VPN OMNI ADSL 

 IP-  ( ).
 IP-  VPN .

Secure Gateway 
Address (

)

 IP-  URL (  31 )
 IPSec,  VPN- .

 IPSec  IP-
, 0.0.0.0 ( Key Mode 

IKE).

Security Protocol 
(

)



 OMNI ADSL LAN 

16-28   VPN 
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 IPSec  ESP (Encapsulation Security Payload - 
), ESP.  ESP 

(RFC 2406) ,
AH. ESP,

Authentication Algorithm ( ).

Encryption Algorithm 
(

)

DES, 3DES NULL.

 DES ,
,

,
.  OMNI ADSL 

 DES  56- .  Triple DES (3DES) - 
 DES,  168- . ,

 3DES  DES. 
,

.
NULL. NULL

.

Encapsulation Key 
(only with ESP) 

(

(
 ESP) 

DES,
 8 . 3DES,

 24 .
, , .

Authentication 
ALgorithm 
(

)

SHA1 MD5.
 MD5 

(Message Digest 5 -  5)  SHA1 (Secure Hash Algorithm - 
).  SHA1 ,

 MD5, . MD5
SHA-1 - .

Authentication Key 
(

)
 IPSec, .  16 ,

 MD5  20  - 
 SHA-1. ,

, .

Back ( ) Back .
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. 16-9  VPN 

Apply ( ) Apply ( ) .

Cancel ( ) Cancel ( ) .

Delete ( ) .

16.14   SA 
VPN  Monitor SA Monitor.

 VPN. 

Security Association (SA - ) - 

 VPN.  VPN. 

 VPN Refresh . 

. .

, SA-
.

 " "

 SA. .  16.6
 OMNI ADSL  SA 

 IPSec 
SA, .



 OMNI ADSL LAN 

16-30   VPN 

. 16-7  SA 

.

. 16-10  SA  

No .

Name ( )
VPN.

Encapsulation 
( )

: Tunnel  Transport.  

IPSec Algorithm 
(  IPSec) 

,
 SA.

 (AH  ESP)  
 OMNI ADSL  (

).
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. 16-10  SA  

Disconnect
( )

Disconnect ( )  SA-
Apply ( ) .

Back ( ) Back ( ) .

Apply 
( )

Apply ( ) .

Refresh
( )

Refresh ( )
 ( ) VPN.  

16.15
 OMNI ADSL VPN, Global 

Setting. .

. 16-8 

.

. 16-11 

Windows Networking 
(NetBIOS over TCP/IP) 
(

Windows (NetBIOS 
 TCP/IP)) 

NetBIOS ( / )
 TCP  UDP, 
.

 NetBIOS  VPN ,
.
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16-32   VPN 

. 16-11 

Allow NetBIOS Traffic 
Through All IP/Sec 
Tunnels (

 NetBIOS 

IP/Sec)

 NetBIOS 
 VPN. 

Back ( ) Back ( ) .

Apply ( ) Apply ( ) .

Cancel ( ) Cancel ( ) .

16.16   IPSec 
 IPSec Advanced Setup, VPN,  - Logs 

.

. 16-9  VPN

.
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. 16-12  VPN 

Back ( ) Back ( ) .

Previous Page 
(

)

Previous Page ( ),
.

Refresh
( )

Refresh ( ) .

.

Clear ( ) Clear (Clear) .

Next Page 
(

)

Next Page ( ),
.

. ,

.

 (!!) 
.

,

 (IKE).  

. 16-13 

Cannot find outbound SA for rule 
<#d>

 (#d), 
 1  2 

(  VPN) .

Send Main Mode request to <IP> 

Send Aggressive Mode request to <IP>

OMNI ADSL 
.

Recv Main Mode request from <IP> 

Recv Aggressive Mode request from 
<IP>

OMNI ADSL 

.

Send:<Symbol><Symbol>

Recv:<Symbol><Symbol>

IKE  ISAKMP ( . RFC2408 – 
ISAKMP) .
ISAKMP ,

 - .
. 16-15.
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16-34   VPN 

. 16-13 

Phase 1 IKE SA process done  1 .

Start Phase 2: Quick Mode  2  Quick 
Mode ( ).

!! IKE Negotiation is in process OMNI ADSL 
,

 (IKE) .

!! Duplicate requests with the same 
cookie

OMNI ADSL 
,

 IKE .

!! No proposal chosen ,
 1  2, .

. ,
 3DES, 

 DES, 
.

!! Verifying Local ID failed 

!! Verifying Remote ID failed

 IKE  2 
,
 IP-

. ,
.

!! Local / remote IPs of incoming 
request conflict with rule <#d> 

 “0.0.0.0”, OMNI 
ADSL

.
 IP ( )

,
.

!! Invalid IP <IP start>/<IP end>  IP-
.

!! Remote IP <IP start> / <IP end> 
conflicts

 “0.0.0.0”, OMNI 
ADSL

.

,
OMNI ADSL  VPN-

.
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. 16-13 

!! Active connection allowed 
exceeded

OMNI ADSL 
 SA 

 2. 
.

!! IKE Packet Retransmit OMNI ADSL 

.

!! Failed to send IKE Packet OMNI ADSL  IKE -
.

!! Too many errors! Deleting SA 

 OMNI ADSL  SA . 

,

.

. 16-14  IPSec 

!! WAN IP changed to <IP>  IP-  OMNI ADSL ,
,  “My IP Addr”, 

“0.0.0.0”..  0.0.0.0, 
 VPN OMNI ADSL  IP-

OMNI ADSL  (
).

!! Cannot find Phase 2 SA OMNI ADSL  SA  2, 
 SPI  (

); .

!! Discard REPLAY packet OMNI ADSL 
.

!! Inbound packet 
authentication failed 

.
.

!! Inbound packet 
decryption failed 

.
.
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16-36   VPN 

. 16-14  IPSec 

Rule <#d> idle time out, 
disconnect

 SA ,
,

, OMNI ADSL .

 ISAKMP ( . RFC-2408), 

. .  RFC. 

. 16-15 
 ISAKMP  RFC-2408 

SA

PROP

TRANS

KE

ID

CER

CER_REQ

HASH

SIG

NONCE

NOTFY

DEL

VID

16.17   VPN/IPSec 
,

VPN  OMNI ADSL  IPSec, 

 IP- .
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16.17.1 : ,
 VPN 

 VPN 

 OMNI ADSL, .

 IPSec ( ),  IP-

 ( ) . . . .

.

,  VPN, ,

.

 VPN 

 ( .  16.17.2 )

. 16-16 

My IP address: 0.0.0.0 (  IP- ,
-

)

 IP-

Secure Gateway 
IP Address:

 IP-
.

0.0.0.0  IP-
 IPSec 

.
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16-38   VPN 

. 16-10 ,  VPN 

16.17.2 ,
 VPN 

 ( . 16.10.1)  OMNI ADSL 

 VPN. 

 VPN 

 OMNI ADSL, .

 IPSec ( ),  IP-  (

) .

. , ,

 VPN 

VPN  OMNI ADSL, .  OMNI ADSL 

( )  VPN 

 VPN. 
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 VPN  16-39

. 16-11 ,
 VPN 

16.18
 VPN  (Telnet, FTP, WWW) 

 LAN   WAN  OMNI ADSL, 

.
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16-40   VPN 

 VPN  IP-  LAN  OMNI ADSL, 

LAN , WAN, LAN & WAN , LAN & 
WAN).

 VPN  IP-  WAN  OMNI ADSL, 

WAN ( LAN & WAN, LAN & WAN). 
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VI

Part VI: 

,

 Plug&Play 

,
 OMNI ADSL,  Plug and Play (UPnP) 

.
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  17-1 

Chapter 17

.

17.1

:

, /  ( )

 OMNI ADSL. 

 OMNI ADSL: 

 (

)

 (

)

 ( )

, Disable ( )

Service Access ( ).

17.1.1

:

1.  3.1 SMT (LAN)  11.5 (WAN), 

 Telnet, FTP  Web.  

2.

.

3.  IP- Secured Client IP  IP- .

OMNI ADSL  Telnet. 

4. .

5.  (Web, FTP  Telnet). 

.
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17-2  

6.  web  Telnet. 

web-  Telnet ; Telnet-  Web-

.

17.1.2

 NAT :

 IP-  OMNI ADSL 

;

 IP-  OMNI ADSL 

.

17.1.3

 ( )

,  telnet/web/FTP. 

- ,  24.1

sys stdio , OMNI ADSL 

,.

17.2 Telnet 

 Telnet  OMNI ADSL 

.

. 17-1  Telnet  TCP/IP  
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  17-3 

17.3 FTP 

 OMNI ADSL 

 FTP. 

-  FTP- .

17.4 Web 

 Web-  OMNI 

ADSL .  online .

17.5

Remote Management ( )

.

. 17-2 

.

. 17-1 
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17-4  

. 17-1 

Server Type 
(

)

,
 OMNI ADSL.

Access
Status
(

)

. : All ( ), LAN Only 
(  LAN), WAN Only (  WAN) Disable ( ).

Port ( )
. ,

.

Secured
Client IP 
(

IP- )

 0.0.0.0 
 OMNI ADSL. -

IP- ,  IP- ,
.

Apply 
(
)

Apply ( ) .

Cancel 
( )

Cancel ( ) .
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Chapter 18

 Plug&Play 
(UPnP)

 UPnP  Web- .

18.1  Plug&Play 

 Plug&Play (UPnP) 

,  TCP/IP  (

) .  UPnP 

,  IP- ,

. ,

,

.

18.1.1 :  UPnP?  

 UPnP  Network Connections 

( )  Windows XP.  UPnP, 

, .

, .

18.1.2  NAT 

 NAT  UPnP 

 NAT.  UPnP 

,

UPnP .

 NAT :

 IP-

 Windows Messenger ,

 NAT  UPnP.  
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18-2  Plug&Play (UPnP)  

 NAT .  (NAT) .

18.1.3  UPnP 

 NAT ,

, .

.

 UPnP 

.  UPnP, .

18.2  Plug&Play  ZyXEL 

 ZyXEL  UPnP,  Universal Plug and Play Forum Creates 

UPnP™ Implementers Corp. (UIC).  UPnP  ZyXEL 

 IGD 1.0 (Internet Gateway Device). 

 UPnP  ZyXEL  Windows Messenger 4.6  4.7, 

 Windows Messenger 5.0  Xbox - 

.

,  UPnP .

.  UPnP  Windows 

XP  Windows Me,  Windows. 

18.2.1  UPnP 

Site Map UPnP Advanced Setup 

.
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 Plug&Play (UPnP)  18-3 

. 18-1  UPnP 

.

. 18-1  UPnP 

Enable the Universal 
Plug and Play (UPnP) 
Service (

 Plug&Play 
(UPnP))

 UPnP. 
,  UPnP 

 Web-  IP-
OMNI ADSL ( -
Web- ).

Allow users to make 
configuration changes 
through UPnP 
(

UPnP)

 UPnP-
 OMNI ADSL, 

 OMNI ADSL, 
,  NAT, UPnP-

 NAT 
 UPnP, 

UPnP- .

Allow UPnP to pass 
through Firewall 
(
UPnP

)

.

 UPnP- .

 UPnP-  ( ,  MSN). 

Apply ( ) Apply ( )
OMNI ADSL. 

Cancel ( ) Cancel ( )
.

18.3  UPnP  Windows 

,  UPnP  Windows Me  Windows 

XP.  

18.3.1  UPnP  Windows Me 

 UPnP  Windows Me .
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18-4  Plug&Play (UPnP)  

Step 1. Start ( ) Control Panel (

). Add/Remove 

Programs ( / ).

Step 2. Windows Setup (

Windows) Communication

( ) Components ( ).

Details.

Step 3. Communications ( )

Universal Plug and Play Components.

Step 4. OK Add/Remove 

Programs Properties Next ( ).

Step 5. 
.

18.3.2  UPnP  Windows XP 

 UPnP  Windows XP .

Step 1. Start ( ) Control Panel 

( ).

Step 2. Network 

Connections ( ).

Step 3. Network Connections (

) Advanced

( )

Optional 
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 Plug&Play (UPnP)  18-5 

Networking Components 

(

)….

Windows 

Optional Networking Components 

Wizard ( -

 Windows).

Step 4. Networking Service 

( ) Components

( ) Details.

Step 5. Networking Services (

) Universal 

Plug and Play (

 Plug&Play).

Step 6. OK

- Windows Optional 

Networking Component Wizard 

Next.
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18-6  Plug&Play (UPnP)  

18.4  UPnP 
Windows XP 

,  UPnP  Windows XP. 

 UPnP  Windows XP,  UPnP - 

 OMNI ADSL. 

,  OMNI ADSL. 

 OMNI ADSL.  

18.4.1
UPnP

Step 1. Start ( ) Control Panel 

( ).

Network Connections (

).  Internet 

Gateway ( )

.

Step 2. 
Properties ( ).
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 Plug&Play (UPnP)  18-7 

Step 3. Internet Connection Properties 

( )

Settings ( )

.

Step 4. 
,

Add ( )

.
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18-8  Plug&Play (UPnP)  

 UPnP 
.

Step 5. Show icon in notification 

area when connected (

) OK.

.

Step 6. 

.

18.4.2  Web-

 UPnP  Web-  OMNI ADSL 

 IP-  . ,

IP-  OMNI ADSL .

 Web- .
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 Plug&Play (UPnP)  18-9 

Step 1. Start ( ) Control 

Panel ( ).

Step 2. Network 

Connections (

).

Step 3. My Network Places 

Other Places.

Step 4. 

 UPnP 

Local Network 

( ).

Step 5. 
,

 OMNI ADSL, 

Invoke 

( ).

 Web-

.
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Step 6. 
,

 OMNI ADSL, 

Properties ( ).

 OMNI ADSL.  
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Chapter 19

 OMNI ADSL .

P650H-E. . .

19.1

Web- / ,

 OMNI ADSL, 

 OMNI ADSL -  (  E-Mail ),

.

19.1.1

, .

: ,  ( )

 Web- . , System Errors 

( ), , .

View Log ( ). ,

 - .

19.2

 OMNI ADSL ,

, , /

 OMNI ADSL, Log Settings.

 OMNI ADSL Logs ( ), Log Settings 

( ). .



 OMNI ADSL LAN 

19-2 

. 19-1 

.
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  19-3 

. 19-1 

Address Info ( )

Mail Server (
)

 IP- ,
. ,

.

Mail Subject (
)

,  " "
,

 OMNI ADSL.

Send log to (
)

 E-mail , .
,

.

Send alerts to (

)

,
. ,

.

UNIX Syslog 
(
UNIX)

 UNIX  UNIX, 
.

Active ( ) Active ( )  UNIX. 

Syslog IP Address (IP-

)

 IP- ,
.

Log Facility (

)

.

. .  UNIX. 

Send Log ( )



 OMNI ADSL LAN 

19-4 

. 19-1 

Log Schedule (

)

 " "
:

Daily 

Weekly 

Hourly 

When Log is Full 

None  

 Weekly ( ) Daily ( ), ,
.

Weekly ( ),
. When Log is Full (

),
. None ( ),

.

Day for Sending Log 
(

)

,
.

Time for Sending Log 
(

)

 24-  ( , 23:00 
 11:00 ), .

Log ( ) , .
.

Send Immediate Alert 
(

)
 OMNI ADSL 

, Send Alerts To (
).

Back ( ) Back ( ) .

Apply ( ) Apply ( ) .

Cancel ( ) Cancel ( )
.

19.3

Logs ( ), View Logs ( ) View 

Logs ( ). View Logs ( )
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  19-5 

, Log Settings 

( ) ( .  19.2).  

, , .

.

.  ( ).  

. 19-2 

.

. 19-2 

Display 
( )

, Log Settings ( .
 19.2) .

. All Logs (
) , Log 

Settings ( ).

Time ( ) , . .

 OMNI ADSL. 

Message
( )

;
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. 19-2 

Source
( )

 IP- .

Destination 
( )

 IP- .

Notes
( )

.

Back ( ) Back ( ) .

Email Log Now 
(

)

Email Log Now ( )
 E-Mail ,

Log Settings ( ) ( , Address Info 
( ) Log Settings ( ) ,

.  19.2).

Refresh
( )

Refresh ( ) .

Clear Log 
(

)

Clear Log .

19.4  SMTP 

-

. .

- .

 E-mail  SMT 24.3.1  "SMTP action request failed. ret= 

??".  “??" .

. 19-3 
 SMTP 

-1 ,  OMNI 
ADSL

-2  tcp SYN fail

-3  smtp server OK fail
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  19-7 

. 19-3 
 SMTP 

-4  HELO fail

-5  MAIL FROM fail

-6  RCPT TO fail  

-7  DATA fail  

-8  mail data send fail  

19.4.1 ,

 "End of Log" ( ) ,

. ,

.

. 19-3 ,

Subject:
 OMNI ADSL 

:
        Fri, 07 Apr 2000 10:05:42 
   From:
        user@zyxel.com 
     To:
        user@zyxel.com 

  1|Apr  7 00 |From:192.168.1.1     To:192.168.1.255   |default policy
|forward
   | 09:54:03 |UDP     src port:00520 dest port:00520  |<1,00>          |       
  2|Apr  7 00 |From:192.168.1.131   To:192.168.1.255   |default policy
|forward
   | 09:54:17 |UDP     src port:00520 dest port:00520  |<1,00>          |       
  3|Apr  7 00 |From:192.168.1.6     To:10.10.10.10 |match           |forward 
   | 09:54:19 |UDP     src port:03516 dest port:00053  |<1,01>          |       
……………………………..{snip}…………………………………..
……………………………..{snip}…………………………………..
126|Apr  7 00 |From:192.168.1.1     To:192.168.1.255   |match
|forward
   | 10:05:00 |UDP     src port:00520 dest port:00520  |<1,02>          |       
127|Apr  7 00 |From:192.168.1.131   To:192.168.1.255   |match
|forward
   | 10:05:17 |UDP     src port:00520 dest port:00520  |<1,02>          |       
128|Apr  7 00 |From:192.168.1.1     To:192.168.1.255   |match
|forward
   | 10:05:30 |UDP     src port:00520 dest port:00520  |<1,02>          |       
End of Firewall Log 

-

-
- .

 "End of 
Log"
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Chapter 20

.

 OMNI ADSL H/HW. 

20.1

. ,  OMNI 

ADSL  ( )

. ,

 IP (VoIP), .

:

?

?

?

?

,

.

,  WAN  1000 / ,

 ADSL  1000 / .

/  ( ),

/  ( ).

20.2

 ( ).

 ( )
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20-2              

/ .

Class Configuration ( ) ( . 20.9.1)

,

..

.

. , ,

,

. OMNI ADSL 

.

Class Setup 

( ) ( . 20.9 ). 

,

, .

20.3

, , ,

.

20.4

 WAN,  640 / .

20.4.1

.  (VoIP, Web, FTP, E-

mail  Video)  128 / .
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. 20-1 

20.4.2

.  (Subnet A  Subnet B)  320 / .

. 20-2 

20.4.3

 (

). 
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20-4              

. 20-1 

 A  B 

VoIP 64 /  64 /

Web 64 /  64 /

FTP 64 /  64 /

E-mail 64 /  64 /

Video 64 /  64 /

. 20-3 

20.5

.  OMNI ADSL :

.

20.5.1

 OMNI ADSL 

.

, .

 ( )

.
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20.5.2

 OMNI ADSL 

,

.

20.6
 ( . . 20-7)

OMNI ADSL  (

, - )

, .

 OMNI ADSL ,

.  OMNI ADSL 

 (

- ) ,

 ( ) .

, OMNI ADSL .

,

OMNI ADSL  (

),  - , .

 OMNI ADSL .

20.6.1
,

, ,

 OMNI ADSL. 

.

Maximize Bandwidth Usage (

).

,

 ( . 20.7).

20.6.2

 OMNI ADSL 

.
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20-6              

, .

.  10 / .

 2 / .  2 /

, ,

.

. 20-4 

. OMNI ADSL 

 2 / ,

.  1 /

 2 / ,  OMNI ADSL 

 1 / , . , OMNI ADSL 

 3 /

, .

, , ,

, .

.

 1 /  2 

/ .

 Sales  Marketing 

 (6).  1,5 /

, OMNI ADSL  3 /
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  20-7 

 sales  marketing (  1,5 /  3,5 

/ ), .

 R&D ,

 2 / ,

 sales 

marketing, .

OMNI ADSL , ,

.

. 20-5 

20.7

(" ") ,

 " "

.

.

, .
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20-8              

 (" " ),

. , ,

 ( .  20.7.1).

,

, .  OMNI ADSL 

,

.

20.7.1

.

, .
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. 20-6 

 Bill  " "

 Sales USA,  Bill 

.
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 Bill  " "

 Sales,  Sales USA 

.

 Bill  " "

,  Sales 

.

 Amy  " "

 Sales USA,  Amy 

.

 R&D Software  Hardware  " "

 R&D, 

.

 R&D Software  Hardware  " "

,  R&D 

.

20.7.2

,  - 

,  OMNI ADSL .

1. OMNI ADSL 

.

2.  OMNI ADSL 

,

. OMNI ADSL 

.

3. OMNI ADSL 

,

. OMNI ADSL 

.

4. OMNI ADSL 

,

.
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20.8

BW Manager ( ) , Summary ( )

Summary.

.

. 20-7 : Summary (
)

.

. 20-2 : Summary (
)

LAN
WLAN 
WAN

 ( )
.

Active
( ) .
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. 20-2 : Summary (
)

Speed (kbps) 
( ,

/ )

,

.

 ( . 20.9).
,

. ,
 WAN  1000 / ,

 ADSL 
 1000 / .

Scheduler 
( ) Priority Based ( ) Fairness ( ).

Priority Based ( )

.
Fairness ( )

. .  20.5.

Maximize
Bandwidth 
Usage
(

)

 OMNI ADSL 
/

,
. ,

,  ( .  20.6.1),

 ( . Speed ( )).

Back ( ) Back BW Manager (
).

Apply 
( )

Apply ( ) .

Cancel 
( )

Cancel ( ) .

20.9

.
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.  “+” 

 “-“ .

.

,  ( .  20.8 

). .

BW Manager 

( ), Class Setup ( ).

 ( ).

 15 /

,  ( .  20.6.1).

 Administration  Sales USA ,

.  " "

,

 ( .  20.7). 

.20-8 :
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20-14              

.

. 20-3 :

Interface
( )

,
.

Back ( ) Back BW Manager (
).

Add Child-Class 
(

)

Add Child-class ( )
.

Edit
( )

Edit ( ) .
.

Delete ( ) Delete ( )
. .

Statistics
( )

Statistics ( )
.

20.9.1

Class Configuration ( ).

Bandwidth Manager - Summary (  - 

) ,

.

BW Manager (

), Class Setup ( ). Add Child-Class 

( ) .
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. 20-9 :

.

. 20-4 : Class 
Configuration ( )

 20 - ,
.
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. 20-4 : Class 
Configuration ( )

BW Budget 
(

)
( / )

,
, / .

 20 /
20000 / .

Priority ( )  0  7 .
, .  3. 

Borrow bandwidth 
from parent class 
(" "

 " "
, .

.
,  (7) 

.

,
,

 ( .
20.6.1) ,

( . Speed ( ) . 20-2).

Bandwidth Filter ( )

OMNI ADSL 
.

Active ( )
.



 OMNI ADSL LAN 
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. 20-4 : Class 
Configuration ( )

Service (
)

Destination Port ( ),
Source Port ( ) Protocol ID ( )

 . 

 SIP ( ) ,
- ,

 VoIP (
IP). SIP

 SIP. 
 SIP 

.

None
,

Destination Port ( ), Source Port ( )
Protocol ID ( ).

Destination IP 
Address (IP-

)

 IP-
 IP-  - "  IP-

".

Destination Subnet 
Mask (

)

. ,
Destination IP Address (IP- ). .

 IP-
.

Destination Port 
( )

. :
.

Source IP Address 
(IP-

)

 IP- .  IP-
:  IP- .

Source Subnet Mask 
(

)

. ,
Source IP Address (IP- ). .

 IP- .

Source Port (
)

. . .
.

: "
".
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20-18              

. 20-4 : Class 
Configuration ( )

Protocol ID 
(

)

 ( )  ( ),
: 1  ICMP, 6  TCP  17  UDP. 

: " ".

Back ( ) Back BW Manager (
).

Apply ( ) Apply ( ) .

Cancel ( ) Cancel ( ) .

. 20-5 

ECHO 7 

FTP ( ) 21 

SMTP ( ) 25 

DNS ( ) 53 

Finger 79 

HTTP (  WWW, 
Web) 

80

POP3 ( ) 110 

NNTP ( ) 119 

SNMP ( ) 161 

 SNMP 162 

PPTP (  " - ") 1723 

20.9.2

Bandwidth Management Statistics ( ) . 
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Statistics ( ) Class Setup ( )

Statistics .

. 20-10 

.

. 20-6 

Class Name 
( )

, .

Budget (kbps) 
( ,

/ )

,
.

Tx Packets 
(

)

.

Tx Bytes 
(

)
.

Dropped 
Packets
(

)

.
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. 20-6 

Dropped Bytes 
(

)
.

Bandwidth Statistics for the Past 8 Seconds (t-8 to t-1) (
 8  (  t-8  t-1) 

 ( / )
 1  8 . , t-1 : " ".

Update Period 
(seconds) 
(

,
)

.

Set Interval 
(

)

Set Interval ( )
, Update Period 

( ).

Stop Update 
(

)

Stop Update ( )
.

Clear Counter 
(

)

Clear Counter ( )
.

20.10  Configuring Monitor ( )

 OMNI ADSL 

BW Manager ( ),

Monitor ( ). .
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. 20-11 

.

. 20-7 

Interface ( )
,

.

Class Name (
)

.

Budget (kbps) 
( , / )

,
.

Current Usage (kbps) 
(

, / )

,
.

Back ( ) Back BW Manager 
( ).

Refresh ( ) Refresh ( ) .
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Chapter 21

,

 ZyNOS, IP-

.

21.1
,

,  OMNI ADSL.  

21.2
System Status ( ) ,

 OMNI ADSL. ,

.
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21-2 :

. 21-1 

.



 OMNI ADSL LAN 

21-3

. 21-1 

System Status ( )

System Name  OMNI ADSL, 
.

ZyNOS F/W Version  ZyNOS 
. ZyNOS ,

 ZyXEL.  

DSL FW Version  DSL, 
 OMNI ADSL.

Standard ,  OMNI ADSL.

WAN Information ( )

IP Address IP-  WAN. 

IP Subnet Mask  IP-  WAN. 

Default Gateway IP-  ( ), .

VPI/VCI  (VPI)  (VCI), 
- .

LAN Information ( )

MAC Address MAC-  ( )  Ethernet, 
 OMNI ADSL.

IP Address IP-  LAN.

IP Subnet Mask  IP-  LAN. 

DHCP  DHCP  WAN - Server ( ), Relay ( ) (
 OMNI ADSL) None.

DHCP Start IP  IP- .
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21-4 :

. 21-1 

DHCP Pool Size  IP- .

Show Statistics Show Statistics ( )
, ,

.

21.2.1

Show Statistics ( )  System Status ( )

.  " "

.

 (- ) . Poll 

Interval(s) .
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. 21-2 :

.

. 21-2 :

System up Time .

CPU Load .

WAN Port Statistics  WAN. 

Link Status  WAN. 
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21-6 :

. 21-2 :

Transfer Rate / .

Upstream Speed  OMNI ADSL.

Downstream Speed  OMNI ADSL.

Node-Link ,  PPPoA, ENET, RFC 1483 
PPPoE.

LAN Port Statistics  LAN. 

Interface .

Status  WAN: 
,  Ethernet, down (

), idle (  (ppp) ), dial ( ), drop ( ),
 PPPoE. 

 LAN: 
.

TxPkts .

RxPkts .

Errors .

Tx B/s , .

Rx B/s , .

Up Time .

Collisions .

Poll Interval(s)
.

Set Interval ,
Poll Interval.
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. 21-2 :

STOP .

21.3  DHCP  
DHCP (Dynamic Host Configuration - - , RFC 

2131  RFC 2132) 

 TCP/IP . OMNI ADSL  DHCP 

. , OMNI ADSL 

 TCP/IP. None ,

 DHCP ,

.

MAINTENANCE ( ), DHCP Table (

DHCP).  ( )  DHCP. 

DHCP  DHCP ( IP Address (IP- ), Host

Name ( ) MAC Address (MAC- )) ,

 DHCP. 

. 21-3  DHCP 

.

. 21-3  DHCP 
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21-8 :

. 21-3  DHCP 

Host Name - .

IP Address IP- , Host Name ( ).

MAC
Address

 MAC- , .

 Ethernet  MAC- . MAC-
,

, 00:A0:C5:00:00:02. 

21.4  LAN 
 ( )

 OMNI ADSL. 

21.4.1

 MAC-  (- )  LAN, 

. Wireless LAN (  LAN),  Association 

List ( ) .

. 21-4 

.
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. 21-4 

#  LAN.

MAC Address  MAC- .

 Ethernet  MAC- . MAC-

, , 00:A0:C5:00:00:02. 

Association
Time  OMNI ADSL. 

Back Back Wireless LAN (  LAN).

Refresh Refresh ( ) .

21.4.2

 OMNI ADSL. 

Wireless LAN (  LAN),  Channel Usage Table (

) .
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21-10 :

. 21-5 Channel Usage Table ( )

.

. 21-5 

Channel .

IP Address Yes ,  (  OMNI 
ADSL) .

Back ( ) Back ( ) Wireless LAN 
(  LAN).

Refresh
( )

Refresh ( ) .

21.5
 ( ), 

 OMNI ADSL. 

Diagnostic ( ) .
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. 21-6 

21.5.1

Diagnostic ( ),  General ( ) .
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. 21-7 

.

. 21-6 

TCP/IP 
Address

 IP- ,
- .

Ping -  IP- .
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. 21-6 

Reset System 
 OMNI ADSL. 

.
OK .

Back ( ) Diagnostic ( ).

21.5.2  DSL 

Diagnostic ( ),  DSL Line (  DSL) 

.
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21-14 :

. 21-8  DSL 

.

. 21-7  DSL 

Reset ADSL 
Line

 ADSL. 

, :

"Start to reset ADSL 
(  ADSL)
Loading ADSL modem F/W (
ADSL)...

Reset ADSL Line Successfully! ("  ADSL !") 

ATM Status  ATM (
).

ATM Loopback 
Test 

 ATM  " ".
, , ,

 (PVC) 
 (VPIs/VCIs). OMNI ADSL 

OAM F5  DSLAM/ATM  (" ")
 OMNI ADSL.  ATM  " "

 DSLAM  ATM. 

Upstream Noise 
Margin .

Downstream 
Noise Margin .

Back Diagnostic ( ).

21.6
www.zyxel.com ,

( )  "*.bin", , "OMNI 

ADSL.bin".  HTTP (

) .

. .
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,

 FTP/TFTP .

,
 OMNI ADSL. .

 OMNI ADSL. 

Firmware ( ) .

 OMNI ADSL.  

. 21-9 

.

. 21-8 

File Path , ,
Browse... ( ... ) .
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21-16 :

. 21-8 

Browse... 
( ...)

Browse... ( ... )  .bin, 
. ,  zip-
.

Upload Upload ( ) .
.

Reset
 OMNI ADSL, 

. .
OMNI ADSL.

 OMNI ADSL 
!

Firmware Upload in Process (

) ,  OMNI ADSL.  

OMNI ADSL , .

, .

. 21-10 

System Status ( ).

, . Back

Firmware ( ).
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. 21-11 



IX

Part IX: 

 (SMT) 
,  LAN,  LAN, 

, ,  TCP/IP, 
 (NAT). 

. ,  Web-
,

, .
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  22-1 

Chapter 22

,

.

22.1  SMT 

 OMNI ADSL - SMT (System Management Terminal) ,

,

 Telnet- .

22.1.1  SMT 

 OMNI ADSL .

:

 VT100, , 8 , 1 - ,

 - "none",  9600 / .

[ENTER] ( )  - SMT password screen. 

 1234. 

22.1.2  SMT  Telnet 

 OMNI ADSL  Telnet. 

Step 1.  Windows, Start ( , ), Run,

 "telnet 192.168.1.1" (IP- ) OK.

Step 2. Password ( )  “1234”. 

Step 3. .

,  ( , )

, OMNI ADSL 

.  OMNI ADSL  Telnet. 
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22-2  

22.1.3

[ENTER] ,

.

 "1234". 

 "*". 

, OMNI ADSL 

.

. 22-1 

22.1.4  SMT OMNI ADSL 

 SMT  OMNI ADSL LAN 

H/HW-31.  OMNI ADSL SMT .

,  SMT 

OMNI ADSL. 

ENTER Password : **** 
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Menu 3
LAN Setup

Menu 4
Internet Access 

Setup

Menu 12
Static Routing Setup

Menu 11.5
Remote Node Filter

Menu 11
Remote Node Setup

Menu 11.3
Remote Node Network

Layer Options

Menu 3.2
TCP/IP and DHCP

Setup

Prestige 650HW
 Main Menu

Menu 1
General Setup

Menu 15
NAT Setup

Menu 21
 Filter and Firewall Setup

Menu 21.1.x
Filter Rules Summary

Menu 21.1.x.x
TCP/IP Filter Rule

Menu 21.1.x.x
Generic Filter Rule

Menu 12.1
IP Static Route

Menu 15.1
Address Mapping Sets

Menu 15.2
NAT Server Sets

Menu 15.1.x
Address Mapping Rules

Menu 15.1.x.x
Address Mapping Rule

Menu 24.7.1
System Maintenance --

Upload System Firmware

Menu 24.7.2
System Maintenance --

Upload System
Configuration File

Menu 22
SNMP Configuration

Menu 23
System Security

Menu 24
System Maintenance

Menu 24.1
System Maintenance --

Status

Menu 24.3
System Maintenance --

Log and Trace

Menu 24.4
System Maintenance --

Diagnostic

Menu 24.5
System Maintenance --
Backup Configuration

Menu 24.6
System Maintenance --
Restore Configuration

Menu 24.7
System Maintenance --

Upload Firmware

Menu 24.8
Command Interpreter

Mode

Menu 24.3.1
System Maintenance --

View Error Log

Menu 24.3.2
System Maintenance --

UNIX Syslog

Menu 24.2.1
System Maintenance --

Information

Menu 24.2
System Information and 

Console port Speed

Menu 24.10
Time and Date 

Setting 

Menu 26
Schedule Setup

Menu 26.1
Schedule Set Setup

Menu 24.9
Call Control

Menu 24.9.1
Budget Management 

Menu 24.11
Remote Management

Menu 3.5
Wireless LAN 

Setup

Menu 3.5.1
WLAN MAC 

Address Filter

Menu 3.2.1
IP Alias Setup

Menu 23.1
Change Password

Menu 23.2
RADIUS Server

Menu 23.4
IEEE802.1X

Menu 1.1
Configure Dynamic 

DNS

Menu 14
Dial-in User Setup

Menu 3.1
LAN Port Filter

Setup

Menu 11.1
Remote Node Profile

Menu 11.6
Remote Node ATM

Layer Options

Menu 12.1.1
Edit IP Static Route

Menu 12.3
Bridge Static Route

Menu 12.3.1
Edit Bridge Static 

Route

Menu 14.1
Edit Dial-in User

Menu 15.2.x
NAT Server Setup

Menu 25
IP Routing Policy 

Setup

Menu 24.2.2
System Maintenance --

Change Console Port Speed

Menu 25.1
IP Routing Policy 

Setup

Menu 25.1.1
IP Routing Policy 

Menu 11.7
Traffic Redirect

 Setup 

Menu 21.1
Filter Setup

Menu 21.2
Firewall Setup

Menu 21.3
View Firewall Log

Menu 27
VPN/IPSec Setup

Menu 27.1
IPSec Summary

Menu 27.1.1 
IPSec Setup

Menu 27.1.1.2
Manual Setup

Menu 27.1.1.1
IKE Setup

Menu 27.2 
SA Monitor

Menu 27.3 
View IPSec Log

. 22-2  SMT OMNI ADSL P650H/HW-31 
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22-4  

22.2  SMT 

 SMT (System Management Terminal)  OMNI ADSL.  

, , ,

.

. 22-1 

[ENTER] 
 [ENTER]. 

[ESC]
[ESC].

" " [SPACE BAR] ( )
No

Yes,
 [ENTER].  

,  "Edit", 
No.  [SPACE 

BAR] No Yes,
 [ENTER] .

 [ENTER] 

" / ".

,
 [ENTER]. 

" / ".

[SPACE BAR], 

[ENTER].

.
.

.

<? > ChangeMe ,  <?> 
.

.

, ChangeMe,
,

.

 N/A <N/A>  <N/A>. 
, .
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  22-5 

. 22-1 

[ENTER]  "Press ENTER to confirm or 
ESC to cancel"  [ENTER] 

. ,
, .

 SMT  99 
 [ENTER]. 

 SMT 
 99 

 [ENTER]. 

 SMT , .

. 22-3  SMT  P650H/HW-31 

22.2.1  SMT 

. 22-2  P650H/HW-31 

#

1 General Setup (
)

.

3 LAN Setup (
)  LAN (  OMNI ADSL LAN H/HW)  LAN-

.

4 Internet Access Setup (
)

.

             Copyright (c) 1994 - 2003 ZyXEL Communications Corp. 

                         OMNI ADSL LAN H/HW-31 Main Menu 

   Getting Started                      Advanced Management 
     1. General Setup                     21. Filter and Firewall Setup 
     3. LAN Setup                         22. SNMP Configuration 
     4. Internet Access Setup             23. System Security 
                                          24. System Maintenance 
   Advanced Applications                  25. IP Routing Policy Setup 
     11. Remote Node Setup                26. Schedule Setup 
     12. Static Routing Setup             27. VPN/IPSec Setup 
     14. Dial-in User Setup 
     15. NAT Setup                        99. Exit 

                        ENTER Menu Selection Number: 
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22-6  

. 22-2  P650H/HW-31 

#

11 Remote Node Setup (
) ,

.

12 Static Routing Setup (
) .

14 Dial-in User Setup (

)
 OMNI ADSL LAN H/HW. 

15 NAT Setup (  NAT) 
,  NAT .

21 Filter and Firewall Setup 
(

)

, /
 (  OMNI 

ADSL LAN H/HW). 

22 SNMP Configuration 
(  SNMP) 

,
 SNMP 

23 System Security (
)  (  OMNI 

ADSL LAN H/HW) .

24 System Maintenance 
( )

,
,

. .

25 IP Routing Policy Setup 
(

 IP) 
 IP. 

26 Schedule Setup (
)

.

27 VPN/IPSec Setup (
VPN/IPSec)

 VPN-
OMNI ADSL LAN H/HW. 

99 Exit ( )  SMT 
.

22.3

 OMNI ADSL, ,

.
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Step 1.  23 23 - .

Step 2.  1  23.1 -  - ,

.

Step 3. Old Password ( ),

 - “1234”, [ENTER].

. 22-4  23 - 

Step 4.  (  30 ) New Password (

) [ENTER].

Step 5. Retype to confirm (

) [ENTER].

,  "*". 

 23.1 - "  - 
"

           Old Password= ? 
           New Password= ? 
           Retype to confirm= ? 
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Chapter 23

 1 - 

.

23.1

 1 - 

 ( ). System Name , ,

- ,

" " - "Computer Name".  

 Windows 95/98 Start ( ), Settings ( ), Control Panel (

), Network ( ). Identification, ,

Computer Name System Name  OMNI ADSL. 

 Windows 2000 Start ( ), Settings ( ), Control Panel (

), System ( ).

Network Identification ( ), Properties ( ). 

, Computer Name ( )

System Name ( )  OMNI ADSL. 

 Windows XP, Start ( ), My Computer ( ), View system 

information ( ), Computer

Name ( ). , Full Computer Name,

System Name  OMNI ADSL. 

Domain Name ( )  DHCP .

, ,  DHCP -

.  (System Name) ,

 OMNI ADSL  DHCP. 

23.2  1 

 1  1 - ,

.
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23-2  

. 23-1  1 - 

. .

.

. 23-1  1 - 

System Name 
( )

.
 30 - .

,
 “-”  “_”.  

Location (optional) 
(
( ))

 OMNI ADSL (  31 ). MyHouse 

Contact Person's Name 
(optional) (

 (
)) 

 OMNI ADSL  (  30 
).

JohnDoe 

Domain Name (
)

, .
, -

 DHCP. 
 24.8  "sys domainname", 

, .

[SPACE BAR]. , ,
, -

.

zyxel.com.tw

Edit Dynamic DNS 
(

 DNS) 

 [SPACE BAR] Yes No
( ). Yes  1.1 — 

 DNS (
).

No

                     Menu 1 - General Setup 

            System Name= ? 
            Location=
            Contact Person's Name=
            Domain Name= 
            Edit Dynamic DNS= No 

            Route IP= Yes 
            Bridge= No 

Press ENTER to Confirm or ESC to Cancel:
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. 23-1  1 - 

Route IP 
(  IP) 

Yes No - 
 IP. 

 IP .

Yes

Bridge ( ) /
 ( , SNA) 

Route 
IP (  IP). Yes

; No .

No

23.2.1  DNS 

 IP- ,
 DNS .

 DNS  1 — 

Yes Edit Dynamic DNS (  DNS).

[ENTER]  1.1—  DNS,

.

. 23-2  1.1 -  DNS  

 DNS 

.

. 23-2  1.1 -  DNS 

Service Provider 
( )

 DNS. WWW.DynDNS.ORG
( )

Menu 1.1 - Configure Dynamic DNS

Service Provider= WWW.DynDNS.ORG 
Active= Yes 
Host= me.ddns.org 
EMAIL= mail@mailserver 
USER= username 
Password= ********* 
Enable Wildcard= No 

Press ENTER to Confirm or ESC to Cancel: 



 OMNI ADSL LAN 

23-4  

. 23-2  1.1 -  DNS 

Active ( ) Yes  [SPACE BAR], 
 DNS 

 [ENTER]. 

Yes

Host ( ) ,
OMNI ADSL  DNS.

me.dyndns.org 

EMAIL (
)

. mail@mailserver 

USER ( ) .

Password .

Enable (
)

Wildcard

OMNI ADSL  DYNDNS Wildcard. 
 [SPACE BAR],  [ENTER] 

Yes No.  (N/A),

 DDNS. 

No

 "Press ENTER to Confirm…" 
 [ENTER] ,  [ESC] 

.
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Chapter 24

,

.

24.1

 Ethernet  3 

— .  3  3. 

. 24-1  3 - 

24.1.1  Ethernet 

(- ). ,

Ethernet.  Ethernet ; ,

,

.

. 24-2  3.1 - 

Menu 3.1 – LAN Port Filter Setup 

                  Input Filter Sets:
                    protocol filters=
                    device filters= 
                  Output Filter Sets: 
                    protocol filters= 
                    device filters= 

Press ENTER to Confirm or ESC to Cancel: 

Menu 3 - LAN Setup 

                  1. LAN Port Filter Setup 
                  2. TCP/IP  DHCP Setup 

 5. Wireless LAN Setup 

ENTER Menu Selection Number:



 OMNI ADSL LAN 

24-2  

,

, , .

24.2  Ethernet, 

 Ethernet, .

 TCP/IP Ethernet . .

 Ethernet . .

24.3  TCP/IP  DHCP  Ethernet 

 OMNI ADSL  TCP/IP  3.2 . 

 3.2  3  3 -

Ethernet.  3  2, [ENTER]  3.2 — 

 TCP/IP  DHCP  Ethernet, :

. 24-3  3.2  TCP/IP  DHCP  Ethernet 

 DHCP, .

           Menu 3.2 - TCP/IP and DHCP Ethernet Setup 

           DHCP Setup: 
             DHCP= Server 
             Client IP Pool Starting Address= 192.168.1.33
             Size of Client IP Pool= 32 
             Primary DNS Server= 0.0.0.0 
             Secondary DNS Server= 0.0.0.0 
             Remote DHCP Server= N/A 
           TCP/IP Setup: 
             IP Address= 192.68.1.1 
             IP Subnet Mask= 255.255.255.0 
             RIP Direction= Both 
               Version= RIP-1 
             Multicast= None 
             IP Policies= 
             Edit IP Alias= No 

           Press ENTER to Confirm or ESC to Cancel: 

Press Space Bar to Toggle. 

 IP-

 IP-

IP-
 DNS 

IP-  OMNI 
ADSL
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  24-3 

. 24-1  DHCP  Ethernet 

DHCP Setup (  DHCP) 

DHCP Server,  OMNI ADSL 
 IP- , IP-  ( )

 DNS  Windows 95, Windows NT ,
 DHCP. 

None,  DHCP .
Relay ( ), OMNI ADSL 

 DHCP 
 DHCP 

.  Remote 
DHCP Server  IP-

 DHCP. 

 DHCP, 
:

Server
(

)

Client IP Pool Starting 
Address (

IP- )

 IP-
.

192.168.1.33 

Size of Client IP Pool 
(

IP- )
IP- .

32

Primary DNS Server 
(

DNS)

Secondary DNS 
Server

(
 DNS)

 IP-  DNS.  DNS 
 DHCP  IP-

.

Remote DHCP Server 
(

DHSP)

DHCP Relay,
 IP-  DHCP. 

 TCP/IP  Ethernet 

.
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24-4  

. 24-2  TCP/IP  Ethernet 

TCP/IP Setup (  TCP/IP) 

IP Address (IP-
)

 IP-  ( ) OMNI ADSL 
.

192.168.1.1  

IP Subnet Mask 
(  IP) 

OMNI ADSL 
 IP- .

, ,
 OMNI ADSL. 

255.255.255.
0

RIP Direction 
(  RIP) 

 RIP  [SPACE BAR],

: Both ( ), In Only (
), Out Only ( )  None.

Both
(

)

Version ( )  RIP  [SPACE BAR],
: RIP-1, RIP-2B  RIP-2M.

RIP-1
(

)

Multicast
(

)

IGMP (Internet Group Multicast Protocol - 
) - ,

. OMNI ADSL 
 1 IGMP (IGMP-v1),  2 (IGMP-v2).

[SPACE BAR]  IP 
None .

None 
(

)

IP Policies 
(  IP) 

 25 ( .
 IP)  OMNI 

ADSL.  IP (
), .

2,4,7,9

Edit IP Alias 
(

 IP) 

OMNI ADSL  LAN 
 Ethernet, 

OMNI ADSL .

 [SPACE BAR] No Yes

 [ENTER]  3.2.1 

No
(

)



 OMNI ADSL LAN 

 LAN  25-1 

Chapter 25

 LAN 
,  LAN  3.5 

.  OMNI ADSL 

LAN H  OMNI ADSL LAN HW. 

25.1  LAN 

.  LAN . 

25.2  PCMCIA 

 PCMCIA  ZyAIR . 

Step 1.  OMNI ADSL. 

 OMNI ADSL. 

Step 2.  OMNI ADSL Wireless LAN . 

Step 3.  ZyAIR ,

,  . 

,
.

Step 4.  OMNI ADSL. WLAN LED .

25.3  LAN 

 OMNI ADSL  3.5. 

 3.5,  3  3 – 

.  3,  5, [ENTER] 
3.5 –  LAN , .



 OMNI ADSL LAN 

25-2   LAN

. 25-1  3.5 -  LAN 

.

. 25-1  LAN 

ESSID
(

)

ESSID (Extended Service Set IDentifier - 
) ,

. ,
 ESSID. 

 (  32 )
.

Wireless 
(

)

Hide ESSID 
(  ESSID) 

 [SPACE BAR] Yes
ESSID

 ESSID -
.

No

Channel ID 
(

)

 [SPACE BAR] ,
/

.

CH01
2412MHz

Menu 3.5- Wireless LAN Setup 

ESSID= Wireless 
Hide ESSIS = No 
Channel ID= CH01 2412MHz 
RTS Threshold= 2432 
Frag. Threshold= 2432 
WEP= Disable 
     Default Key= N/A 
     Key1= N/A 
     Key2= N/A 
     Key3= N/A 
     Key4= N/A 
Edit MAC Address Filter= No 

Press ENTER to Confirm or ESC to Cancel: 
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 LAN  25-3 

. 25-1  LAN 

RTS Threshold 
(

 RTS)

 RTS ( )
 RTS/CTS. 

RTS/CTS. 
 MSDU (MAC service data unit) 

 RTS/CTS. 

RTS/CTS .  0  2432. 

2432 

Frag. Threshold 
(

)

 ( )
.

, .
 256  2432.

2432

WEP (
WEP)

 WEP (Wired Equivalent Privacy - 
)

,
.

Disable ( )
.

64-  WEP 128-
WEP .

 WEP .

Default Key 
(

)
, .



 OMNI ADSL LAN 

25-4   LAN

. 25-1  LAN 

Key 1 to Key 4 
(  1-4)

64-bit WEP (64-  WEP) 
WEP Encryption (  WEP),  5 

 10  ("0-9", "A-F") 
 0x  (1-4). 

128-bit WEP (128-  WEP) 
WEP Encryption (  WEP),  13 

 26  ("0-9", "A-F") 
 0x  (1-4).

.
,

.

Edit MAC Address 
Filter
(
MAC-

)

 MAC-  [SPACE 
BAR] Yes  [ENTER] 

 3.5.1.  

No

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .

25.3.1  MAC-  LAN 

 MAC- .

 OMNI ADSL,  MAC-

 MAC- .



 OMNI ADSL LAN 

 LAN  25-5 

. 25-2  3.5.1  MAC-  WLAN 

.

. 25-2  3.5.1  MAC-  WLAN 

Active
 MAC-  [SPACE BAR] 

Yes  [ENTER]. 

Filter Action   MAC-
 MAC- .

 OMNI ADSL  [SPACE 
BAR] Deny Association ( )
[ENTER].  MAC- , ,

.

Allowed Association ( ),
 OMNI ADSL.  MAC-

.

MAC Address Filter (  MAC- )

Address 1….  MAC-  (

                      Menu 3.5.1 - WLAN MAC Address Filter 

                    Active= No 
                    Filter Action= Allowed Association 
 ------------------------------------------------------------------------------ 
   1=   00:00:00:00:00:00   13=   00:00:00:00:00:00   25=   00:00:00:00:00:00 
   2=   00:00:00:00:00:00   14=   00:00:00:00:00:00   26=   00:00:00:00:00:00 
   3=   00:00:00:00:00:00   15=   00:00:00:00:00:00   27=   00:00:00:00:00:00 
   4=   00:00:00:00:00:00   16=   00:00:00:00:00:00   28=   00:00:00:00:00:00 
   5=   00:00:00:00:00:00   17=   00:00:00:00:00:00   29=   00:00:00:00:00:00 
   6=   00:00:00:00:00:00   18=   00:00:00:00:00:00   30=   00:00:00:00:00:00 
   7=   00:00:00:00:00:00   19=   00:00:00:00:00:00   31=   00:00:00:00:00:00 
   8=   00:00:00:00:00:00   20=   00:00:00:00:00:00   32=   00:00:00:00:00:00 
   9=   00:00:00:00:00:00   21=   00:00:00:00:00:00 
  10=   00:00:00:00:00:00   22=   00:00:00:00:00:00 
  11=   00:00:00:00:00:00   23=   00:00:00:00:00:00 
  12=   00:00:00:00:00:00   24=   00:00:00:00:00:00 
 ------------------------------------------------------------------------------ 
                     ENTER here to CONFIRM or ESC to CANCEL: 

Press Space Bar to Toggle.



 OMNI ADSL LAN 

25-6   LAN

. 25-2  3.5.1  MAC-  WLAN 

XX:XX:XX:XX:XX:XX) ,
 OMNI ADSL. 

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .
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Chapter 26

 OMNI ADSL .

26.1

. -  Web-  LAN  WAN 

,

.

26.2 IP Policies (  IP) 

, ,

.  IP (IPPR) 

, ,

, .

, ,

.  25 SMT ( .

 IP) /

 OMNI ADSL  3.2 (LAN)  11.3 (WAN). 

26.3  IP 

 IP ,

Ethernet, . OMNI ADSL 

LAN  Ethernet,  OMNI ADSL 

 LAN. 



 OMNI ADSL LAN 

26-2  

               . 26-1 . 26-2 

 IP  OMNI ADSL  3.2.1. 

26.4  IP 

 3.2. Edit IP Alias 

(  IP),  [SPACE BAR]  ,  Yes 

[ENTER] .



 OMNI ADSL LAN 

26-3

. 26-3  3.2  TCP/IP  DHCP  

 [ENTER]  3.2.1 -  IP,

.

. 26-4  3.2.1 -  IP 

 IP. 

Menu 3.2.1 - IP Alias Setup 

                    IP Alias 1= No 
                      IP Address= N/A 
                      IP Subnet Mask= N/A 
                      RIP Direction= N/A 
                      Version= N/A 
                      Incoming protocol filters= N/A 
                      Incoming protocol filters= N/A 
                    IP Alias 2= No 
                      IP Address= N/A 
                      IP Subnet Mask= N/A 
                      RIP Direction= N/A 
                      Version= N/A 
                      Incoming protocol filters= N/A 
                      Incoming protocol filters= N/A 

                     ENTER here to CONFIRM or ESC to CANCEL: 

               Menu 3.2 -  TCP/IP  DHCP  Ethernet 

               DHCP Setup: 
                DHCP= Server 
                Client IP Pool Starting Address= 192.168.1.33 
                Size of Client IP Pool (  IP- )= 32 
                Primary DNS Server= 0.0.0.0 
                Secondary DNS Server (  DNS)= 0.0.0.0 
                Remote DHCP Server= N/A 
               TCP/IP Setup (  TCP/IP): 
                 IP Address= 192.168.1.1 
                 IP Subnet Mask (  IP)= 255.255.255.0 
                 RIP Direction= None 
                   Version= N/A 
                 Multicast= None 
                 IP Policies= 

Edit IP Alias= Yes 

               Press ENTER to Confirm or ESC to Cancel: 

Press Space Bar to Toggle. 
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26-4  

. 26-1  3.2.1 -  IP 

IP Alias (
IP)

Yes  LAN  OMNI 
ADSL.

Yes

IP Address (IP- )  IP-  OMNI ADSL 
.

192.168.1.1 

IP Subnet Mask 
(  IP) 

OMNI ADSL 
 IP- .

, ,
 OMNI ADSL 

255.255.255.0 

RIP Direction 
(  RIP) 

 RIP  [SPACE 
BAR] :None, Both 
( ), In Only ( ) Out Only (

).

None 

Version ( )  RIP  [SPACE BAR], 
: RIP-1, RIP-2B RIP-2M.

RIP-1

Incoming Protocol 
Filters (

)

(- ) ,

OMNI ADSL. 

Outgoing Protocol 
Filters (

)

(- ) ,

OMNI ADSL. 

 "Press ENTER to Confirm…" 

 [ENTER] ,  [ESC]

.

26.5  IP 

 IP  1 - 

.

 1  1  [ENTER]. 

 [SPACE BAR] Yes Route IP .
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. 26-5  1 - 

26.6

 4 . ,  4 

,  11. 

,  OMNI ADSL ,

- .

/ / .

 PPPoA  PPPoE 

, - .  ENET 

ENCAP,  IP-  Ethernet. 

,  4  4 – ,

.

. 26-6  4 - " "

                         Menu 1 - General Setup 

                    System Name= P650HW 
                    Location= location 
                    Contact Person's Name=
                    Domain Name= 
                    Edit Dynamic DNS= No 

Route IP= Yes 
                    Bridge= No 

[ENTER] [ESC]

Menu 4 - Internet Access Setup 

ISP's Name= MyISP 
Encapsulation= ENET ENCAP 
Multiplexing= LLC-based 
VPI #= 8 
VCI #= 35 
ATM QoS Type= UBR 
  Peak Cell Rate (PCR)= 0 
  Sustain Cell Rate (SCR)= 0 
  Maximum Burst Size (MBS)= 0 
My Login= N/A 
My Password= N/A 
ENET ENCAP Gateway= N/A 
IP Address Assignment= Dynamic 
  IP Address= N/A 
Network Address Translation ( )= S
  Address Mapping Set= N/A 

Press ENTER to Confirm or ESC to Cancel:
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 OMNI ADSL 

.

. 26-2  4 - 

ISP’s Name (
-

)

-  (
).

MyISP 

Encapsulation 
( )

 [SPACE BAR] ,

- , :
PPPoE, PPPoA, RFC 1483 ENET ENCAP.

ENET 
ENCAP

Multiplexing 
(

)

 [SPACE BAR]

, -
, : VC LLC.

LLC

VPI # (  VPI) 
 (VPI).

8

VCI # (

)

 (VCI). 
35

ATM QoS Type (

ATM) 

 [SPACE BAR] CBR
 ( )

. UBR
( )

,
 E-Mail. VBR (

)

.

UBR

Peak Cell Rate 
(PCR) (

(PCR))

,
. .

0

Sustain Cell Rate 
(

)
(SCR)= 0 

 (SCR) - 

" - ",
.  SCR, 

 PCR. 

0
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. 26-2  4 - 

Maximum Burst Size 
(

)
(MBS)=0

,
.  MBS, 

  65535. 

0

My Login 
(

)

My Login ( ) My
Password ( )  PPPoA 
PPPoE .

, - .
PPPoE

user@domain,
 PPPoE. 

N/A

My Password 
( )

. N/A 

ENET ENCAP 
Gateway (
ENET ENCAP) 

ENET ENCAP  IP-
, -  . 

N/A

Idle Timeout (
)

,
 OMNI ADSL 

 PPPoE.

0

IP Address 
Assignment
(  IP-

)

 [SPACE BAR] Static
( ) Dynamic ( )

 IP- .

Dynamic 

IP Address (IP-
)

,  IP- ,
- .

N/A

Network Address 
Translation(

)

 [SPACE BAR]

None, SUA Only Full Feature.
 SUA (

) .  NAT.

SUA Only 

Address Mapping 
Set (

)

 (1-8) 
NAT . NAT . 

N/A

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .
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, OMNI ADSL .

, .

.
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Chapter 27

.

27.1

.

.

, .  4 

.

 11-  remote node ( ).

 11.1, 

, ,  IP 

 11.3;  ATM  11.6  11.5. 

27.2

.

27.2.1

:

Step 1.  11  11 - .

Step 2.  11, ,

, .
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27-2  

. 27-1  11 - 

27.2.2

, - .

 LAN-to-

LAN, , ,

- . ,

,

. (- )

(VC) .  ENET ENCAP 

,

. ,

.

 1. ,

PPPoA (RFC-2364)  VC

,

. PPP .

 2. ,  (IP) 

RFC-1483  VC 

 (0 ). ,

 11 - " "

                     1. My ISP (ISP, SUA) 
                     2. ________ 
                     3. ________ 
                     4. ________ 
                     5. ________ 
                     6. ________ 
                     7. ________ 
                     8. ________ 

ENTER Node # to Edit: 
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, PPPoA,

RFC-1483, .

 3. 

 ( )

, RFC-1483  VC.

. 27-2  11.1 - 

11.1 – ,

.

. 27-1  11.1 - 

Rem Node Name 
(

)
( ).

MyISP 

Active ( )  [SPACE BAR]  [ENTER] Yes (
) No ( )

 11 SMT  ("–"). 

Yes

                         Menu 11.1 - Remote Node Profile 

     Rem Node Name= MyISP                 Route= IP 
     Active= Yes                          Bridge= No 

     Encapsulation= ENET ENCAP            Edit IP/Bridge= No 
     Multiplexing= LLC-based              Edit ATM Options= No 
     Service Name=N/A 
     Incoming:                            Telco Option: 
       Rem Login= N/A                       Allocated Budget(min)= N/A 
       Rem Password= N/A                    Period(hr)= N/A 
     Outgoing:                              Schedule Sets= N/A 
       My Login= N/A                        Nailed-Up Connection= N/A 
       My Password= N/A                   Session Options: 
       Authen= N/A                          Edit Filter Sets= No 
                                            Idle Timeout(sec)= N/A 
                                          Edit Traffic Redirect= No 

       Press ENTER to Confirm or ESC to Cancel: 

 IP/Bridge 

 ATM 



 OMNI ADSL LAN 

27-4  

. 27-1  11.1 - 

Encapsulation 
( )

PPPoA  RFC-2364 (  PPP 
5  ATM).  

 RFC-1483 (
 5  ATM) ENET ENCAP,

Rem Login, Rem Password, My Login, My Password Authen -
 (N/A).

ENET
ENCAP 

Multiplexing 
(

)

 [SPACE BAR]  [ENTER] 
-

:  VC  LLC.

LLC-based 

Service Name 
( )

PPPoE
 PPPoE.

N/A

Incoming
( ):

Rem Login 
(

)

,
 OMNI ADSL. 

 (Rem Password)
.

Rem Password 
(

)

,
 OMNI ADSL. 

Outcoming
( ): 

My Login 
(

)

, -
,  OMNI ADSL 

.

My Password 
( )

, - ,
OMNI ADSL 

.

,
.

:

Authen
(

)

CHAP/PAP – OMNI ADSL CHAP PAP 
.
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. 27-1  11.1 - 

CHAP – CHAP (Challenge Handshake 
Authentication Protocol/
" - ").

PAP –  PAP (Password Authentication 
Protocol/ ).

Route ( ) ,
. : IP  None.

IP

Bridge ( ) , OMNI ADSL 
, ,

. , .
Yes No .

No

Edit IP/Bridge 
(
IP/ )

 [SPACE BAR] Yes,
 [ENTER]  11.3 – 

.

No

Edit ATM Options 
(

 ATM) 

Yes,
 [ENTER]  11.6 – 

ATM .

No

Telco Option 
(  Telco) 

Allocated Budget 
(min) (

, )

 ( )

.  - 0, . . .

Period (hr) 
(

,
)

 ( ).
,

 10 , Allocated 
Budget  10 ( ), Period - 1 ( ).

Schedule Sets 
( )

PPPoE
PPPoA. .

. Call Scheduling 
( ).

Nailed up 
Connection 

(
)

PPPoE
PPPoA. ,

.

Session Options  
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27-6  

. 27-1  11.1 - 

(
)

Edit Filter Sets 
(

)

Yes,
 [ENTER]  11.5 

.
. .

No
(

)

Idle Timeout (sec) 
(
, )

 (0-9999), 
,  OMNI ADSL 

 (
),  OMNI ADSL 

. 0 ,
.

Edit Traffic 
Redirect 

(
)

Yes,
 [ENTER]  11.7 

.
. .

.

No
(

)

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .

27.2.3

.

.

, ,

.

, ,

.
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27.3 Metric ( )

 " ".

,  " ".  RIP 

 " ".

 1 .  "1" 

"15".  "15", . ,

 " " .

 OMNI ADSL 

. , OMNI ADSL 

:

1. : -

2.

 IP ,

,

 ( .

 IP ).

,  "1",  - 

"2", , .

,  OMNI ADSL 

.

27.4

 TCP/IP 11.3 

– , .

Step 1.  11.1 , IP Route.
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Step 2. 

Edit IP/Bridge Yes  [SPACE

BAR], [ENTER] - Menu 11.3 –

.

. 27-3  11.3 

 11.3 –

.

. 27-2  11.3 - 

IP Address 
Assignment
(
 IP- )

 [SPACE BAR]  [ENTER] Dynamic,
 IP-

Static,  ( ) IP-
.  ISP (

 4). 
Static.

Dynamic 

Rem IP Addr 
(IP-

)

IP- , .

Menu 11.3 - Remote Node Network Layer Options 

   IP Options:                          Bridge Options: 
      IP Address Assignment= Dynamic      Ethernet Addr Timeout (min)= N/A 
      Rem IP Addr: 0.0.0.0
      Rem Subnet Mask= 0.0.0.0 
      My WAN Addr= 0.0.0.0 
      NAT= Full Feature 
        Address Mapping Set= 2 
      Metric= 2 
      Private= No 
      RIP Direction= None 
         Version= RIP-1 
      Multicast= None 
      IP Policies= 3,4,5,6 

Press ENTER to Confirm or ESC to Cancel:
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. 27-2  11.3 - 

Rem Subnet 
Mask
(

)

, .

My WAN 
Addr (
WAN)

, ,  UNIX, 
WAN  LAN  IP, 

 WAN. ,  IP- ,
 WAN OMNI ADSL. 

:  OMNI ADSL, 
.

NAT   [SPACE BAR]  [ENTER] Full Feature,
 OMNI ADSL  IP-

.

 OMNI ADSL  IP-
, SUA Only.  SMT 

 255 (  15.1 - .  30.3.1).

None  NAT. 

SUA Only 

Address
Mapping Set 
(

)

NAT Full Feature,
 15.1. 

 NAT (2-10)  15.2 (
.

) .

NAT SUA Only,
 NAT 1  15.2  (

.
).

2

Metric
( )

 " "
.  IP 

 " ".
 1 .

,  " "
. ,

 1  15. ,
,  2  3. 

2
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. 27-2  11.3 - 

Private
( )

,  OMNI ADSL 
 RIP. 

Yes,
 RIP. No,

-  RIP. 

No

RIP
Direction 
(

 RIP) 

 [SPACE BAR]  [ENTER] 
 RIP Direction: Both, In Only, Out Only None.

None

Version
( )

 [SPACE BAR]  [ENTER] 
 RIP: RIP-1, RIP-2B  RIP-2M.

RIP-1

Multicast
(

)

IGMP-v1  IGMP  1, IGMP-v2
IGMP  2 None  IGMP. 

None

IP Policies 
(
IP)

 IP (  12) 
, .

 25 ( .
 IP), .

3, 4, 5, 6 

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .

27.4.1  "My WAN Addr":  IP-

 IP- , My Wan

Addr  11.3. ,  IP-

. .

Web-  LAN . My WAN Addr

WAN IP  OMNI ADSL (  172.16.0.1), 

Rem IP Addr  WAN IP (

 172.16.0.2). 
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. 27-4  IP-  TCP/IP 

27.5

Edit Filter Sets  11.1, [SPACE BAR]

Yes. [ENTER] 11.5 – .

 11.5 – (- )

 OMNI ADSL, 

.  4 

, , ., 1, 5, 9, 12, . 

. OMNI ADSL ,

NetBIOS_WAN,  NetBIOS (  = 1). 

, ,  NetBIOS 

.
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27-12  

. 27-5  11.5 -  (RFC 1483  ENET) 

. 27-6  11.5 -  (  PPPoA  PPPoE)

27.5.1  Web-

 Web- Security ( ), .

Apply ( ).

.

Menu 11.5 - Remote Node Filter 

                    Input Filter Sets: 
                      protocol filters= 11, 12
                        device filters= 
                    Output Filter Sets: 
                      protocol filters= 
                        device filters= 
                      Call Filter Sets: 
                      protocol filters= 
                        device filters= 

    ENTER here to CONFIRM or ESC to CANCEL: 

Menu 11.5 - Remote Node Filter 

                    Input Filter Sets: 
                      protocol filters= 11, 12
                        device filters= 
                    Output Filter Sets: 
                      protocol filters= 
                        device filters= 

    ENTER here to CONFIRM or ESC to CANCEL: 
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. 27-7 

 Web- ,  11  12 

protocol filters ( ) Input Filter Sets 

( )  11.5 .

 SMT ,  Web-

Internet Security (

).

 11  12. ,

 1  2  “1, 2, 11, 12”.  

27.5.2  Web-

 Web- ,  11 

 12  21 .

.
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27-14  

. 27-8  21-  (P650R  P650R-E) 

 11  12.

. 27-9  21.11- WebSet 11 

. 27-10  21.12- WebSet 12 

                        Menu 21.11 - Filter Rules Summary 
 # A Type                       Filter Rules                              M m n 
 - - ---- --------------------------------------------------------------- - - - 
 1 Y IP   Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=161                           N D N 
 2 Y IP   Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=162                           N D F 
 3 N 
 4 N 
 5 N 
 6 N 

                  ENTER Filter Rule Number (1-6) to Configure: 

                        Menu 21.12 - Filter Rules Summary 

 # A Type                       Filter Rules                              M m n 
 - - ---- --------------------------------------------------------------- - - - 
 1 Y IP   Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=23                             N D N 
 2 Y IP   Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=21                             N D N 
 3 Y IP   Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=69                            N D N 
 4 Y IP   Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=80                             N D N 
 5 Y IP   Pr=1, SA=0.0.0.0, DA=0.0.0.0, DP=0                              N D N 
 6 N 

                  ENTER Filter Rule Number (1-6) to Configure 

                      Menu 21 - Filter Set Configuration 

    Filter                               Filter 
    Set #        Comments                Set #        Comments 
    ------  -----------------            ------  ----------------- 
      1      NetBIOS_WAN                   7      _______________ 
      2      NetBIOS_LAN                   8      _______________ 
      3      TELNET_WAN                    9      _______________ 
      4      PPPoE                        10      _______________ 
      5      FTP_WAN                      11 WebSet1

      6      _______________              12 WebSet2

                   ENTER Filter Set Number to Configure= 0 
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 11  12. 

 Web- . ,

 11  12, 

 Web- .

27.6  ATM  

,  11.6 - Remote Node ATM Layer 

Options (  ATM ), .

Edit ATM Options  11.1, [SPACE BAR]

Yes. [ENTER]  11.6 – Remote Node ATM 

Layer Options (  ATM ).

 OMNI ADSL  11.6,  11.1 

 -  VC  LLC PPP.

27.6.1  VC (  non-PPP) 

 VC, ,

, , VC1, 

 IP. 

 (VPI)  (VCI). 

. 27-11  11.6  VC 

Menu 11.6 - Remote Node ATM Layer Options 
VPI/VCI (VC-Multiplexing) 

    VC Options for IP: 
      VPI #= 8 
      VCI #= 35 
      ATM QoS Type= UBR 
      Peak Cell Rate (PCR)= 0 
      Sustain Cell Rate (SCR)= 0 
      Maximum Burst Size (MBS)= 0 

VC Options for Bridge: 
  VPI #= 1 
  VCI #= 36 
  ATM QoS Type= N/A 
  Peak Cell Rate (PCR)= N/A 
  Sustain Cell Rate (SCR)= N/A 
  Maximum Burst Size (MBR)= N/A 

Press ENTER to Confirm or ESC to Cancel: 



 OMNI ADSL LAN 

27-16  

27.6.2  LLC  PPP 

 LLC PPP

, .

. 27-12  11.6  LLC  PPP 

 VPI  VCI. 

 VPI -  0  255,  VCI -  32  65535 (  1  31 

 ATM). 

27.7

 OMNI ADSL 

 LAN . . .

. 27-13 

Menu 11.6 - Remote Node ATM Layer Options 
VPI/VCI (LLC-Multiplexing or PPP-Encapsulation) 

                     VPI #= 8 
                     VCI #= 35 
                     ATM QoS Type= UBR 
                     Peak Cell Rate (PCR)= 0 
                     Sustain Cell Rate (SCR)= 0 
                     Maximum Burst Size (MBS)= 0 

ENTER here to CONFIRM or ESC to CANCEL: 
.

 VPI 

VCI.
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 11 Menu 

11.1– , .

. 27-14  11.1 – 

[SPACE BAR]

Yes Edit Traffic Redirect ( ),

 [ENTER]. 

. 27-3  11.1 –  (

" ")

Edit Traffic 
Redirect 
(

)

 [SPACE BAR] Yes
 [ENTER]  11.7 – 

.

Yes

 [ENTER] : Press ENTER to Confirm ..., 
.  [ESC].

27.7.1

 11.7 — , ,

,  OMNI ADSL  WAN ,

                 Menu 11.1 - Remote Node Profile 

     Rem Node Name= MyISP                 Route= IP 
     Active= Yes                          Bridge= No 

     Encapsulation= ENET ENCAP            Edit IP/Bridge= No 
     Multiplexing= LLC-based              Edit ATM Options= No 
     Service Name=N/A 
     Incoming:                            Telco Option: 
       Rem Login= N/A                       Allocated Budget(min)= N/A 
       Rem Password= N/A                    Period(hr)= N/A 
     Outgoing:                              Schedule Sets= N/A 
       My Login= N/A                        Nailed-Up Connection= N/A 
       My Password= N/A                   Session Options: 
       Authen= N/A                          Edit Filter Sets= No 
                                            Idle Timeout(sec)= N/A 

Edit Traffic Redirect= Yes 

                    Press ENTER to Confirm or ESC to Cancel: 
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27-18  

. 27-15  11.7 - 

.

. 27-4  11.7 - 

Active ( )  [SPACE BAR] Yes ( ) No
( ) .

No.

Active Yes,
 PPPoE 

( Check WAN IP Address (IP-  WAN)  Timeout 
( )).

 PPPoE 
,  OMNI ADSL  PPPoE ,

 WAN. 

Configuration 
( ):

Backup Gateway 
IP Address 
(

 IP-
)

 IP-
.

OMNI ADSL  IP- ,
 OMNI ADSL .

               Menu 11.7 - Traffic Redirect Setup 

            Active= No 
            Configuration: 
              Backup Gateway IP Address= 0.0.0.0 
              Metric= 15 

            Press ENTER to Confirm or ESC to Cancel: 



 OMNI ADSL LAN 
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. 27-4  11.7 - 

Metric ( ) ,
 OMNI ADSL.

 " ".
,  " ".

 RIP 
 " ".  1 

.  "1"  "15", 
 "15", . ,

 " " .

 "Press [ENTER] to confirm or [ESC] 
to cancel"  [ENTER] 

 [ESC] .
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Chapter 28

 IP. 

28.1  IP 

 OMNI ADSL ,

. , , .,

 RIP ,

.

,

,  OMNI ADSL . ,

,  OMNI ADSL  N2 

 1. , OMNI ADSL  N3, 

 " ",  1 (

 2).  OMNI ADSL ,

.
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28-2  

. 28-1 

28.2  IP 

Step 1.  IP,  12 -

Static Route Setup, .

. 28-2  12 - 

Step 2.  12  1  12.1 — IP Static Route Setup (

), .

            Menu 12 – Static Route Setup 

                    1. IP Static Route 
                    3. Bridge Static Route 

             Please enter selection: 
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  28-3 

. 28-3  12.1 -  IP (P650H/HW) 

Step 3. , .

. 28-4  12.1.1 -  IP  

 12.1.1 – 

IP.

. 28-1  12.1.1 -  IP 

Route # (
)

,  12.1. 

Menu 12.1 - IP Static Route Setup 

1. ________ 
2. ________ 
3. ________ 
4. ________ 
5. ________ 
6. ________ 
7. ________ 
8. ________ 
9. ________ 
10. ________ 
11. ________ 
12. ________ 
13. ________ 
14. ________ 
15. ________ 
16. ________ 

                         ENTER selection number: 

Menu 12.1.1 - Edit IP Static Route 

                    Route #: 1 
                    Route Name= ? 
                    Active= No 
                    Destination IP Address= ? 
                    IP Subnet Mask= ? 
                    Gateway IP Address= ? 
                    Metric= 2 
                    Private= No 

            Press ENTER to Confirm or ESC to Cancel: 
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28-4  

. 28-1  12.1.1 -  IP 

Route Name (
)

.
.

Active ( ) / .

Destination IP Address 
(IP- )

 IP- .
.

- ,
 255.255.255.255 ,

 ID - .

IP Subnet Mask (
 IP) 

. .
IP Subnet Mask (  IP) .

Gateway IP Address 
(IP- )

 IP- .  OMNI ADSL 
,

. ,
,  OMNI ADSL; 

 IP- .

Metric ( )  " "
.  IP 

 " ".
 1 . ,

 " "
. ,

 1  15. , ,
 2  3. 

Private ( ) ,  OMNI ADSL 
 RIP. 

Yes,
 RIP. No,

-
 RIP. 

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .
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Chapter 29

 OMNI ADSL 

.

29.1

 MAC (Media Access 

Control/ ) ,  - 

 (IP  IPX).  OMNI ADSL 

,  OMNI ADSL , ., SNA. 

, , ,

.

, , ,

,

 IP.  IP, , ;

,  OMNI ADSL .

29.2  Ethernet 

, , ,  WAN. 

 OMNI ADSL  (IPX). 

29.2.1

 11.1 – 

 - , .

, ,  11.3 – 

.

 11.3 – ,

, :



 OMNI ADSL LAN 

29-2  

Step 1.  11.1 , Bridge ( ) Yes.

. 29-1  11.1 - 

Step 2. Edit IP/Bridge,  [SPACE BAR]

Yes [ENTER]  11.3 – 

.

. 29-2  11.3 - 

Menu 11.3 - Remote Node Network Layer Options 

  IP Options:                        Bridge Options: 

    IP Address Assignment= Static Ethernet Addr Timeout (min)= 0
    Rem IP Addr: 0.0.0.0
    Rem Subnet Mask= 0.0.0.0
    My WAN Addr= 0.0.0.0
    NAT= Full Feature 
      Address Mapping Set=2 
    Metric= 2 
    Private= No 
    RIP Direction= Both
      Version= RIP-2B
    Multicast= IGMP-v2 
    IP Policies= 

Press ENTER to Confirm or ESC to Cancel: 

                        Menu 11.1 - Remote Node Profile 

    Rem Node Name= ?                     Route= IP 
    Active= Yes Bridge= Yes

    Encapsulation= ENET ENCAP Edit IP/Bridge= Yes
    Multiplexing= VC-based               Edit ATM Options= No 
    Service Name=N/A 
    Incoming:                            Telco Option: 
      Rem Login= N/A                       Allocated Budget(min)= N/A 
      Rem Password= N/A                    Period(hr)= N/A 
    Outgoing:                              Schedule Sets= N/A 
      My Login= N/A                        Nailed-Up Connection= N/A 
      My Password= N/A                   Session Options: 
      Authen= N/A                          Edit Filter Sets= No 
                                           Idle Timeout(sec)= N/A 
                                         Edit Traffic Redirect= No 

                   Press ENTER to Confirm or ESC to Cancel: 
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  29-3 

. 29-1  11.3 -  : 

Bridge (menu 11.1) 
(  (  11.1)) 

, Yes.

Edit IP/Bridge (menu 
11.1) (
IP/  (  11.1)) 

 [SPACE BAR] Yes
[ENTER]  11.3. 

Ethernet Addr Timeout 
(min.) (menu 11.3) 
(

 Ethernet, 
(  11.3)) 

 ( ),  OMNI ADSL 
 Ethernet ,

. ,  OMNI 
ADSL

.

 "Press [ENTER] to confirm or ESC 
to cancel"  [ENTER] 

 [ESC] .

29.2.2

,

 OMNI ADSL, , .

 12.3.1,  (

 12,  3, ).

. 29-3  12.3 - 

               Menu 12.3 - Bridge Static Route Setup 

             1. ________ 
             2. ________ 
             3. ________ 
             4. ________ 

                      ENTER selection number: 
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29-4  

. 29-4  12.3.1 - 

.

. 29-2  12.3.1 - 

Route # (
)

,  12.3 – 
.

Route Name 
( )  (). 

Active ( ) ,  (Yes)  (No).

Ether Address 
(Ethernet )

 MAC- ,
.

IP Address (IP-
)

,  IP- ,
.

Gateway Node 
(

)

 [SPACE BAR]  [ENTER]  (
1  8), .

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .

Menu 12.3.1 - Edit Bridge Static Route 

Route #: 1 
Route Name= 
Active= No 
Ether Address= ? 
IP Address= 
Gateway Node= 1 

Press ENTER to Confirm or ESC to Cancel:
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NAT 30-1

Chapter 30

 (NAT) 
,

(NAT)  OMNI ADSL.

30.1  NAT 

30.1.1  SUA (
)  NAT 

SUA (Single User Account - )

 ZyNOS  NAT, ,

Many-to-One Server.  NAT  SUA .

 30.3.1 . OMNI ADSL Full Feature NAT 

 IP-

,

,  Web- .

1. SUA Only,  OMNI ADSL 
IP- .

2.  OMNI ADSL  IP- ,
Full Feature.

30.2  NAT 

 NAT  4  11.3, .

,  4  NAT .  4 

 4 - .



 OMNI ADSL LAN 

30-2  NAT 

. 30-1  4 -  NAT 

 NAT  11.1.  

Step 1.  "11". 

Step 2.  11 ,

, .

Step 3. Edit IP/Bridge [SPACE BAR] 
Yes, [ENTER]  11.3 - 

.

                 Menu 4 - Internet Access Setup 

            ISP's Name= MyISP 
            Encapsulation= RFC 1483 
            Multiplexing= LLC-based 
            VPI #= 8 
            VCI #= 35 
            ATM QoS Type= UBR 
              Peak Cell Rate (PCR)= 0 
              Sustain Cell Rate (SCR)= 0 
              Maximum Burst Size (MBS)= 0 
            My Login= N/A 
            My Password= N/A 
            ENET ENCAP Gateway= N/A 
            IP Address Assignment= Static 
              IP Address= 0.0.0.0 

Network Address Translation= SUA Only 
              Address Mapping Set= N/A 

            Press ENTER to Confirm or ESC to Cancel: 
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NAT 30-3

. 30-2  11.3 -  NAT 

.

. 30-1  NAT  4  11.3 

 [SPACE BAR]  [ENTER] Full Feature,
 OMNI ADSL  IP-

.  SMT 
,

Address Mapping Set ( )
(  15.1 - .  30.3.1).

Full Feature 

None  NAT. None

NAT 

SUA Only SMT 
 255 (  15.1 - .  30.3.1).

SUA Only,  OMNI ADSL 
 IP- .

SUA Only

30.3

 LAN. 

 15.1. Set 1 

                  Menu 11.3 - Remote Node Network Layer Options 

     IP Options:                          Bridge Options: 
       IP Address Assignment = Dynamic      Ethernet Addr Timeout(min)= N/A 
       Rem IP Addr = 0.0.0.0 
       Rem Subnet Mask= 0.0.0.0 
       My WAN Addr= N/A 

NAT= SUA Only 
         Address Mapping Set= N/A 
       Metric= 2 
       Private= No 
       RIP Direction= None 
         Version= RIP-1 
       Multicast= None 
       IP Policies= 

                     ENTER here to CONFIRM or ESC to CANCEL: 
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30-4  NAT 

(  1). Set 255 (  255)  SUA. Full Feature  4 

 11.3 SMT Set 1 (  1). SUA Only SMT 

Set 255 (  255) ( ). 

 LAN, .

,

 NAT. .

 NAT Web-  . 

NAT  "15" .

. 30-3  15 -  NAT 

30.3.1

 "1"  15.1 — .

. 30-4  15.1 - 

 SUA 

 "255"  ( .  30.1.1).

.

 Menu 15 — NAT Setup 

1.    Address Mapping Sets 
2.    NAT Server Sets 

ENTER Menu Selection Number: 

                      Menu 15.1 — Address Mapping Sets 

                    1. ACL Default Set 
                    2. 
                    3. 
                    4. 
                    5. 
                    6. 
                    7. 
                    8. 
                  255. SUA (read only) 

                        ENTER Menu Selection Number: 
ENTER Menu Selection Number: 
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. 30-5  15.1.255 -  SUA 

.

 15.1.255 .

. 30-2  SUA 

Set Name (
)

 15.1 
.

SUA

Idx ( ) . 1 

Local Start IP 
(

 IP-
)

Local Start IP -  IP-  (ILA). 0.0.0.0

Local End IP 
(

 IP-
)

Local End IP -  IP-  (ILA). 
 IP- ,

 IP-  - 0.0.0.0,  - 255.255.255.255. 

255.255.255.255 

Global Start IP 
(

 IP-
)

 IP-  (IGA). 
 IP- ,

 0.0.0.0. 

0.0.0.0

Menu 15.1.255 - Address Mapping Rules 

  Set Name= SUA 

 Idx  Local Start IP   Local End IP     Global Start IP  Global End IP    Type 
 ---  ---------------  ---------------  ---------------  ---------------  ------ 
  1.  0.0.0.0          255.255.255.255  0.0.0.0                           M-1 
  2.                                    0.0.0.0                           Server+ 
  3. 
  4. 
  5. 
  6. 
  7. 
  8. 
  9. 
 10. 

                    Press ENTER to Confirm or ESC to Cancel: 
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. 30-2  SUA 

Global End IP 
(

 IP-
)

 IP-  (IGA).  

Type ( ) . Server
.

. .

Server

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .

,

 "1"  15.1.  "1" .

. , Action Select Rule

, . ,

 [?] Set Name ,

.

. 30-6  15.1.1 -  ACL 

Menu 15.1.1 - Address Mapping Rules 

  Set Name= ACL Default Set 

 Idx  Local Start IP   Local End IP     Global Start IP  Global End IP    Type 
 ---  ---------------  ---------------  ---------------  ---------------  ------ 
  1.                                    0.0.0.0                           Serve+ 
  2 
  3. 
  4. 
  5. 
  6. 
  7. 
  8. 
  9. 
 10. 

 Action= Edit          Select Rule= 

                  Press ENTER to Confirm or ESC to Cancel: 
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 Set Name ( ) ,
.

, /  IP-
 15.1.1.1 ( . ), .

, . . OMNI ADSL ,

. , , OMNI ADSL 

, .

,

. ,  1 - 6 

 9. 

 7- ,  9- .

 4,  5  7 ,

,  5-  4- , 6-  5-  7-  - 6- .

. 30-3  15.1.1 - 

Set Name 
( )

.
. ,

.

ACL Default 
Set

Action
( )

Edit. Edit
 ( . ).

Insert Before  "
". , , ,

. Delete
, ,

. None  "
Select Rule".

Edit

Select Rule 
(

)

Edit, Insert Before Delete
,

,
.

1

[ENTER] .
,
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30-8  NAT 

.  [ENTER] ,
.

Edit Action,  - 

15.1.1.1 - ,

Type ( ), Local  Global Start/End IPs (

/  IP- ).

 IP-
 IP- .

. 30-7  15.1.1.1 - /

.

. 30-4  15.1.1.1 - /

Type ( )  [SPACE BAR]  [ENTER] 
.

 NAT Web- .
Server

 NAT . .

One-to-One

                    Menu 15.1.1.1 Address Mapping Rule 

                    Type= One-to-One 

                    Local IP: 
                      Start= 
                      End  = N/A 

                    Global IP: 
                      Start= 0.0.0.0 
                      End  = N/A 

                    Server Mapping Set= N/A 

                    Press ENTER to Confirm or ESC to Cancel: 

Press Space Bar to Toggle. 
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. 30-4  15.1.1.1 - /

30.5.3.

Local IP 
(  IP-

)

 Server  IP-
;  "  IP-

".

Start
(

 IP-
)

 IP-  (ILA). 0.0.0.0 

End (
 IP-

)

 IP-  (ILA). 
 IP- ,

 0.0.0.0,  255.255.255.255. 
 One-to-One  Server. 

N/A

Global IP 
(  IP-

)

Start
(

 IP-
)

 IP-  (IGA). 
 IP-
 0.0.0.0. ,  IP-

 0.0.0.0 Many-to-One
Server.

0.0.0.0

End (

 IP-
)

 IP-  (IGA). 
One-to-One, Many-to-One

Server.

N/A

Server Mapping 
Set (

)

Type Server.
 15.2 

 1  10. 

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .
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30.4  NAT 

:

Step 1.  "15"  15 -  NAT.

Step 2.  2  15.2 -   NAT, .

. 30-8  15.2 -  NAT 

Step 3.  1  15.2.1 -  NAT, .

. 30-9  15.2.1 -  NAT 

                          Menu 15.2.1 - NAT Server Setup 

               Rule   Start Port No.   End Port No.   IP Address 
              --------------------------------------------------- 
                 1.    Default          Default        0.0.0.0 
                 2.      21               25           192.168.1.33 
                 3.      0                0            0.0.0.0 
                 4.      0                0            0.0.0.0 
                 5.      0                0            0.0.0.0 
                 6.      0                0            0.0.0.0 
                 7.      0                0            0.0.0.0 
                 8.      0                0            0.0.0.0 
                 9.      0                0            0.0.0.0 
                10.      0                0            0.0.0.0 
                11.      0                0            0.0.0.0 
                12.      0                0            0.0.0.0 

                    Press ENTER to Confirm or ESC to Cancel: 

                   Menu 15.2 - NAT Server Sets 

             1. Server Set 1 (Used for SUA Only) 
             2. Server Set 2 
             3. Server Set 3 
             4. Server Set 4 
             5. Server Set 5 
             6. Server Set 6 
             7. Server Set 7 
             8. Server Set 8 
             9. Server Set 9 
             10. Server Set 10 

          ENTER Set Number to Edit:
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Step 4. Start Port No.

End Port No. End Port No - 

 .

Step 5. IP Address  IP- .

,  FTP, Telnet  SMTP (  21, 23 

25)  192.168.1.33. 

Step 6. : "Press ENTER to 

confirm …", [ENTER].
[ESC].

. 30-10  NAT 

30.5  NAT 

 NAT. 

30.5.1  1: 

,  ILA 

( )  IGA (

), - .
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. 30-11 NAT -  1 

. 30-12  4 -  NAT 

Network Address Translation  4 SUA Only.

 Many-to-One,  30.5. SUA Only Network 

Address Translation  4  11.3 .

                 Menu 4 - Internet Access Setup 

            ISP's Name= MyISP 
            Encapsulation= RFC 1483 
            Multiplexing= LLC-based 
            VPI #= 8 
            VCI #= 35 
            ATM QoS Type= UBR 
              Peak Cell Rate (PCR)= 0 
              Sustain Cell Rate (SCR)= 0 
              Maximum Burst Size (MBS)= 0 
            My Login= N/A 
            My Password= N/A 
            ENET ENCAP Gateway= N/A 
            IP Address Assignment= Static 
              IP Address= 0.0.0.0 

Network Address Translation= SUA Only 
              Address Mapping Set= N/A 

            Press ENTER to Confirm or ESC to Cancel: 
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30.5.2  2 

. 30-13 NAT -  2 

,  ( SUA
Only),  15.2  NAT, 

.

. 30-14  15.2.1 - 

         Menu 15.2.1 - NAT Server Setup (Used for SUA Only) 

         Rule   Start Port No.   End Port No.   IP Address 
        --------------------------------------------------- 

1.    Default        Default     192.168.1.10 
           2.      0                0            0.0.0.0 
           3.      0                0            0.0.0.0 
           4.      0                0            0.0.0.0 
           5.      0                0            0.0.0.0 
           6.      0                0            0.0.0.0 
           7.      0                0            0.0.0.0 
           8.      0                0            0.0.0.0 
           9.      0                0            0.0.0.0 
          10.      0                0            0.0.0.0 
          11.      0                0            0.0.0.0 
          12.      0                0            0.0.0.0 

               Press ENTER to Confirm or ESC to Cancel: 
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30.5.3  3:  IP-

-  3  (IGA). 

,  FTP. 

.  IGA 

 FTP,  IGA. 

 FTP  IGA,  LAN - 

 IGA.  IGA  Web-

. :

, .

Rule 1.  IGA  FTP-  FTP 

( 1: 1, ,  IP- ). 

Rule 2.  IGA  FTP-  FTP 

( 1 : 1, ,  IP- ). 

Rule 3.  IGA3 (

Many : 1).

Rule 4.  IGA  Web-  LAN. 

Server ,

 NAT .

, , :

 30-15 NAT -  3 
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Step 1.  15.1 - Address Mapping Sets 

 1 . Network Address Translation (  4  11.3) 

Full Feature  ( . .30-16).  

Step 2.  "15" .

Step 3.  "1" .

Step 4.  "1" . , Edit
Action,  "1" Select Rule. [ENTER] .

Step 5. Type One-to-One (
), ,  IP-

192.168.1.10 (IP-  FTP-  1),  IP-  - 10.132.50.1 

(  IGA). ( . .30-17).

Step 6.  2  4.  

Step 7.  15.1.1 , .

.30-16  3:  11.3

,

Menu 11.3 - Remote Node Network Layer Options 

  IP Options:                         Bridge Options: 
    IP Address Assignment= Static        Ethernet Addr Timeout (min)= 0 
    Rem IP Addr: 0.0.0.0
    Rem Subnet Mask= 0.0.0.0
    My WAN Addr= 0.0.0.0

NAT= Full Feature 
      Address Mapping Set= 2 
    Metric= 2 
    Private= No 
    RIP Direction= Both
      Version= RIP-2B
    Multicast= IGMP-v2 
    IP Policies= 

Press ENTER to Confirm or ESC to Cancel: 
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.30-17  3:  15.1.1.1 

.30-18  3:  15.1.1 

 IGA3  web-

.

Step 8.  "15". 

Menu 15.1.1 - Address Mapping Rules 

  Set Name= Example3 

 Idx  Local Start IP   Local End IP     Global Start IP  Global End IP    Type 
 ---  ---------------  ---------------  ---------------  ---------------  ------ 
  1. 192.168.1.10                       10.132.50.1                       1-1 
  2  192.168.1.11                       10.132.50.2                       1-1 
  3. 0.0.0.0           255.255.255.255  10.132.50.3                       M-1 
  4.                                    10.132.50.3                       Server 
  5. 
  6. 
  7. 
  8. 
  9. 
 10. 

 Action= Edit          Select Rule= 

                    Press ENTER to Confirm or ESC to Cancel: 

Menu 15.1.1.1 Address Mapping Rule 

Type= One-to-One 

     Local IP: 

Start= 192.168.1.10 

       End  = N/A 

     Global IP: 

Start= 10.132.50.1 
       End  = N/A 

     Server Mapping Set= N/A 

                    Press ENTER to Confirm or ESC to Cancel: 

Press Space Bar to Toggle. 
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Step 9.  2  15 -  NAT.

Step 10.  1  15.2 -  NAT - .

.

 3:  15.2.1 

30.5.4  4: ,  NAT 

 NAT-

 TCP  UDP. 

Many-to-Many No Overload, Many-to-Many 
No Overload ( One-to-One) . .

                          Menu 15.2.1 - NAT Server Setup 

         Rule   Start Port No.   End Port No.   IP Address 
         --------------------------------------------------- 
            1.    Default          Default        0.0.0.0 
            2.      80               80           192.168.1.21 
            3.      25               25           192.168.1.20 
            4.      0                0            0.0.0.0 
            5.      0                0            0.0.0.0 
            6.      0                0            0.0.0.0 
            7.      0                0            0.0.0.0 
            8.      0                0            0.0.0.0 
            9.      0                0            0.0.0.0 
           10.      0                0            0.0.0.0 
           11.      0                0            0.0.0.0 
           12.      0                0            0.0.0.0 

               Press ENTER to Confirm or ESC to Cancel: 
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 30-19 NAT -  4 

, ,
NAT, .

 NAT 
One-to-One Many-to-Many No Overload.

,  3. 

.30-20  4: Menu 15.1.1.1 Address Mapping Rule 

 15.1.1, .

Menu 15.1.1.1 Address Mapping Rule 

     Type= Many-to-Many No Overload 

     Local IP: 
       Start= 192.168.1.10 
       End  = 192.168.1.12 

     Global IP: 
       Start= 10.132.50.1 
       End  = 10.132.50.3 

     Server Mapping Set= N/A 

                    Press ENTER to Confirm or ESC to Cancel: 
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.30-21  4:  15.1.1 - 

Menu 15.1.1 - Address Mapping Rules 

  Set Name= Example4 

 Idx  Local Start IP   Local End IP     Global Start IP  Global End IP    Type 
 ---  ---------------  ---------------  ---------------  ---------------  ------ 
  1.  192.168.1.10     192.168.1.12     10.132.50.1      10.132.50.3      M:M NO OV 
  2. 
  3. 
  4. 
  5. 
  6. 
  7. 
  8. 
  9. 
 10. 

                    Action= Edit          Select Rule= 

                    Press ENTER to Confirm or ESC to Cancel: 



 (SMT) 

X

Part X: 

 (SMT) 
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II   

, SNMP,  ,

,

, , ,

 IP .

. ,  Web-

,

, .
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Chapter 31

.

31.1

OMNI ADSL 

/ . :

.

. .

, , .

,

, .

 WAN,  Ethernet. 

, .

, .

: ,

. OMNI ADSL ,

, ., RIP- .

, .  OMNI ADSL 

,  - , ,

.
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. 31-1 

 21 

 NetBIOS. 

.

.

Outgoing
Packet

Drop
packet

Built-in
default

Call Filters

User-defined
Call Filters

(if applicable)

Initiate call
if line not up

Active Data

Send packet
and reset
Idle Timer

Or Or

Drop packet
if line not up

Drop packet
if line not up

Send packet
but do not reset

Idle Timer

Send packet
but do not reset

Idle Timer

Match MatchMatch

No
match

No
match No

match
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Start

Fetch First

Filter Set

Fetch First

Filter Rule

Active?

Execute

Filter Rule

Fetch Next

Filter Rule

Next filter

Rule

Available?

Fetch Next

Filter Set

Next Filter Set

Available?

Accept PacketDrop Packet

Yes

No

Yes

No

Yes

Packet

intoFilter

Filter Set

Forward

Drop

No

Check

Next

Rule

. 31-2 
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. ,  24 

.

 OMNI ADSL .

, . ,

.

 OMNI ADSL

.

, .,  NetBIOS, -

.

,  72 .

31.2  OMNI 

ADSL LAN H  OMNI ADSL LAN HW 

.

Step 1.  "21"  21 - 

.

Step 2.  "1"  21.1 – 

.
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. 31-3  21.1 -  (P650H/HW) 

Step 3. ,  (  1  12), 

[ENTER].

Step 4. Edit Comments 

 [ENTER]. 

Step 5. "Press [ENTER] to confirm…" [ENTER]

 21.1.2 - ( ,

 2  21.1).

. 31-4  NetBIOS 

                    Menu 21.1 - Filter Set Configuration 

   Filter                               Filter 
   Set #        Comments                Set #        Comments 
   ------  -----------------            ------  ----------------- 
     1      _______________               7      _______________ 
     2      NetBIOS_WAN                   8      _______________ 
     3      NetBIOS_LAN                   9      _______________ 
     4      IGMP                         10      _______________ 
     5      _______________              11      WebSet2 
     6      _______________              12      WebSet2 

                  Enter Filter Set Number to Configure= 0 

                  Edit Comments= N/A 

                  Press ENTER to Confirm or ESC to Cancel: 

                        Menu 21.1.2 - Filter Rules Summary 

 # A Type                       Filter Rules                              M m n 
 - - ---- --------------------------------------------------------------- - - - 
 1 Y IP   Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=137                            N D N 
 2 Y IP   Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=138                            N D N 
 3 Y IP   Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=139                            N D N 
 4 Y IP   Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=137                           N D N 
 5 Y IP   Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=138                           N D N 
 6 Y IP   Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP=139                           N D F 

                  Enter Filter Rule Number (1-6) to Configure: 
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31-6   

. 31-5  NetBIOS_LAN 

. 31-6  IGMP  

31.3  OMNI 

ADSL LAN R  OMNI ADSL LAN R-E 

.

Step 1.  "21"  21 - 

.

                        Menu 21.1.3 - Filter Rules Summary 

 # A Type                       Filter Rules                              M m n 
 - - ---- --------------------------------------------------------------- - - - 
 1 Y IP   Pr=17, SA=0.0.0.0, SP=137, DA=0.0.0.0, DP=53                    N D F 
 2 N 
 3 N 
 4 N 
 5 N 
 6 N 

                  Enter Filter Rule Number (1-6) to Configure: 

                        Menu 21.1.4 - Filter Rules Summary 

 # A Type                       Filter Rules                              M m n 
 - - ---- --------------------------------------------------------------- - - - 
 1 Y Gen  Off=0, Len=3, Mask=ffffff, Value=01005e                         N D F 
 2 N 
 3 N 
 4 N 
 5 N 
 6 N 

Enter Filter Rule Number (1-6) to Configure:
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. 31-7  21-  (P650R  P650R-E) 

Step 2. ,  (  1  12), 

[ENTER].

Step 3. Edit Comments 

 [ENTER]. 

Step 4. "Press [ENTER] to confirm…" [ENTER] 

 21.4 -  ( ,

 4  21). 

 NetBIOS WAN . . 31-4 . 31-5 -  NetBIOS 

LAN.

. 31-8  Telnet_WAN 

                   Menu 21 - Filter Set Configuration 

  Filter                               Filter 
  Set #        Comments                Set #        Comments 
  ------  -----------------            ------  ----------------- 
    1      NetBIOS_WAN                   7      _______________ 
    2      NetBIOS_LAN                   8      _______________ 
    3      TELNET_WAN                    9      _______________ 
    4      PPPoE                        10      _______________ 
    5      FTP_WAN                      11      WebSet1 
    6      _______________              12      WebSet2 

                 Enter Filter Set Number to Configure= 0 

                 Edit Comments= N/A 

                 Press ENTER to Confirm or ESC to Cancel: 

                        Menu 21.3 - Filter Rules Summary 

 # A Type                       Filter Rules                              M m n 
 - - ---- --------------------------------------------------------------- - - - 
 1 Y IP   Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=23                             N D F 
 2 N 
 3 N 
 4 N 
 5 N 
 6 N 

                  Enter Filter Rule Number (1-6) to Configure: 
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. 31-9  PPPoE 

. 31-10  FTP_WAN 

31.3.1

,  21.1.x. 

. 31-1 ,

# :  1  6. 

A Active: “Y” , . "N" ,
.

Type : “GEN” , “IP”  TCP/IP.  

Filter
Rules

.

                        Menu 21.4 - Filter Rules Summary 

 # A Type                       Filter Rules                              M m n 
 - - ---- --------------------------------------------------------------- - - - 
 1 Y Gen  Off=12, Len=2, Mask=ffff, Value=8863                            N F N 
 2 Y Gen  Off=12, Len=2, Mask=ffff, Value=8864                            N F D 
 3 N 
 4 N 
 5 N 
 6 N 

                  Enter Filter Rule Number (1-6) to Configure: 

                        Menu 21.5 - Filter Rules Summary 

 # A Type                       Filter Rules                              M m n 
 - - ---- --------------------------------------------------------------- - - - 
 1 N 
 2 N 
 3 N 
 4 N 
 5 N 
 6 N 

                  Enter Filter Rule Number (1-6) to Configure:
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. 31-1 ,

M More. 
"Y" , ,

. , ,
.

"N" , . ,
, ., ,

. ,
.

M Action Matched ( )
"F" .
"D" .
"N" .

N Action Not Matched ( )
"F"

.
"D" .
"N" .

, , , :

. 31-2 ,

IP  

Pr Protocol ( )

SA Source Address ( )

SP Source Port Number (
)

DA Destination Address (
)

DP Destination Port Number (
)

GEN ( )

Off Offset ( )

Len Length ( )



 OMNI ADSL LAN 

31-10   

31.4

 21.1.x - 

 - [ENTER],  21.1.x .

: TCP/IP Generic ( ).

. [SPACE BAR] 

, Filter Type, [ENTER]

.

, ,

, , .

.

,  - 

.

, OMNI ADSL .

31.4.1  TCP/IP 

 TCP/IP. 

TCP/IP  IP ,

., UDP  TCP. 

 TCP/IP  TCP/IP Filter Type

[ENTER]  21.x.1 -  TCP/IP, .
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. 31-11  21.1.x.1 -  TCP/IP 

 TCP/IP. 

. 31-3  21.1.x.1 -  TCP/IP 

Filter # (
)

, ., 2, 3 

.

1,1

Filter Type (
)

 [SPACE BAR]  [ENTER] 
. ,

, .
: TCP/IP Filter Rule (

 TCP/IP)  Generic Filter Rule (
).

TCP/IP Filter Rule 

Active ( ) Yes No
.

No
( )

IP Protocol 
(  IP) 

, , TCP - 6, UDP - 
17, ICMP - 1.  0 

 255.  "0"  - ANY 
protocol ( ).

0 to 255 

                         Menu 21.1.1.1 - TCP/IP Filter Rule 

                    Filter #: 1,1 
                    Filter Type= TCP/IP Filter Rule 
                    Active= No 
                    IP Protocol= 0      IP Source Route= No 
                    Destination: IP Addr= 
                                 IP Mask= 
                                 Port #= 
                                 Port # Comp= None 
                         Source: IP Addr= 
                                 IP Mask= 
                                 Port #= 
                                 Port # Comp= None 
                    TCP Estab= N/A 
                    More= No           Log= None 
                    Action Matched= Check Next Rule 
                    Action Not Matched= Check Next Rule 

                    Press ENTER to Confirm or ESC to Cancel: 
Press Space Bar to Toggle. 
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. 31-3  21.1.x.1 -  TCP/IP 

IP Source Route 
(

 IP) 

 IP 
, ,

 IP 
. Yes,

,
 IP.  IP-

.

No
( )

Destination: 
( :)

IP Addr (IP- )  IP-
. ,

 0.0.0.0. 

IP address 

IP Mask (IP- )  IP-  Destination 
IP Addr. 

IP mask 

Port # (
)

.
 0  65535. 

 0 .

0 to 65535 

Port # Comp 
(

)
,

Destination: Port #.  - Equal
( ), Not Equal ( ), Less ( ), Greater
( ) None ( ).

None 

Source ( ):  

IP Addr (IP- )  IP-
.  0.0.0.0, 

.

IP Address

IP Mask (IP- )  IP- Source: IP 
Addr.

IP mask 

Port # (
)

.
 0  65535. 

 0 .

0 to 65535 

Port # Comp 
(

)
,

Source: Port #.  - Equal
( ), Not Equal ( ), Less ( ), Greater
( ) None ( ).

None 
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. 31-3  21.1.x.1 -  TCP/IP 

TCP Estab 
(  TCP) 

 IP Protocol field 
 6 - TCP. Yes, 

,
 ( ) TCP (SYN=1  ACK=0); 

.

No
( )

More
(

)

Yes, ,
,

,
- ;

.

More Yes, Action 
Matched Action Not Matched 
(N/A).

No
( )

Log ( )
:

None - 
.

Action Matched - ,
.

Action Not Matched - ,
.

Both – 
.

None 

Action Matched 
(

)

,
.  - Check Next Rule 

( ), Forward 
( ) Drop ( ).

Check Next Rule  
( )

Action Not Matched 
(

)

,
.  - 

Check Next Rule (
), Forward ( ) Drop ( ).

Check Next Rule  
( )

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .

 IP. 
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Packet

into IP Filter

Matched

Matched

Yes

Action Matched

Action Not Matched

More?

No

Filter Active?

Check

IP Protocol

Drop

Drop Packet Accept Packet

Drop ForwardCheck Next Rule

Check Next Rule

Check Next Rule

Forward

Not Matched

Yes

No

Check Src

IP Addr

Apply SrcAddrMask

to  Src Addr

Matched

Check Dest

IP Addr

Apply DestAddrMask

to  Dest Addr

Not Matched

Not Matched

Check  Src &

Dest Port

Matched

Not Matched

. 31-12  IP 
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31.4.2

.

,  IP.  IP 

 IP. 

 OMNI ADSL , ,

 IP. , , Offset

(  0) Length, . OMNI ADSL  Mask (

 " ")

Value, . Mask ( ) Value ( )

. ,

,  Length  4, 

 8  ( ., FFFFFFFF).  

,  21.1, 

 6. Generic Filter Rule ( ) Filter Type (

) [ENTER]  21.1.6.1 – Generic Filter Rule (

), .

. 31-13  21.1.6.1 - 

.

 21.1.6.1 - 

Filter #: 6,1 
Filter Type= Generic Filter Rule 
Active= No 
Offset= 0 
Length= 0 
Mask= N/A 
Value= N/A 
More= No           Log= None 
Action Matched= Check Next Rule 
Action Not Matched= Check Next Rule 

Press ENTER to Confirm or ESC to Cancel: 

Press Space Bar to Toggle.
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31-16   

. 31-4  21.1.6.1 - 

Filter # 
(

)

, ., 2, 3 
.

6,1

Filter Type 
(

)

 [SPACE BAR]  [ENTER] .
, , .

: Generic Filter Rule (
) TCP/IP Filter Rule (

TCP/IP).

Generic Filter 
Rule

Active
( )

Yes No
.

No
(

)

Offset
(
)

,
.  0 

255.

0
(

)

Length 
( )

,
.  0  8. 

0
(

)

Mask
( )

 ( )
.

Value
(
)

 ( )
.

More
(

)

Yes, , ,
,

- ;
.

More Yes, Action Matched Action 
Not Matched  (N/A).

No
(

)

Log
( )

:

None - .
Action Matched – ,

.
Action Not Matched - ,

.
Both – .

None 

Action , . Check Next 
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Matched
(

)

 - Check Next Rule (
), Forward ( ) Drop ( ).

Rule
(

)

Action Not 
Matched
(

)

,
.  - Check Next Rule (

), Forward ( ) Drop ( ).

Check Next 
Rule
(

)

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .

31.5

: Generic Filter Device rules (

)  Protocol Filter (TCP/IP) (  TCP/IP). 

 LAN  WAN. 

 IP. 

 NAT (Network Address Translation - ) ,

 IP-  " ",

. , OMNI ADSL 

 " " IP-  NAT - 

 NAT . ,  (

), , .

,  OMNI ADSL , ,

.  Ethernet .

.
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. 31-14 

31.6

,  OMNI ADSL 

.

. 31-15  TELNET 
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Step 1.  "1"  21  21.1 — .

Step 2. ,  (  6).

Step 3. Edit Comments 

( ) ( , TELNET_WAN) [ENTER].

Step 4. "Press [ENTER] to confirm or [ESC] to cancel" 

[ENTER]  21.6 – .

Step 5.  "1" .

, .
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[ENTER] .

, .

. 31-16  21.1.6.1 - 

Menu 21.1.6.1 - TCP/IP Filter Rule 

Filter #: 6,1 
Filter Type= TCP/IP Filter Rule 
Active= Yes 
IP Protocol= 6      IP Source Route= No 
Destination: IP Addr= 0.0.0.0 

IP Mask= 0.0.0.0 
Port #= 23 
Port # Comp= Equal 

                 Source: IP Addr= 0.0.0.0 
IP Mask= 0.0.0.0 
Port #=
Port # Comp= Equal 

TCP Estab= No 
More= No             Log= None 
Action Matched= Drop 
Action Not Matched= Forward 

Press ENTER to Confirm or ESC to Cancel: 

 [SPACE BAR] 

.

Yes

.

6 -  TCP. 

,

 Telnet (

 TCP), - 23. .  RFC-

1060,

Equal,

,

.

Drop,

,

T l t
Forward, ,

 Telnet, 

.

Next, .
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. 31-17  21.1.6 - 

.

Step 1.  "11"  11 

.

Step 2. Edit Filter Sets, [SPACE BAR] Yes,

[ENTER].

Step 3.  11.5.  ( ., 

 3) .

Menu 21.6 - Filter Rules Summary 

 # A Type                       Filter Rules                              M m n 
 - - ---- --------------------------------------------------------------- - - - 
 1 Y IP   Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP=23                             N D F 
 2 N 
 3 N 
 4 N 
 5 N 
 6 N 

                 Enter Filter Rule Number (1-6) to Configure: 1 

M = N ,

.

 (m = D),

,

 (n = F),

, ,

,

 (A = Y)

 TCP/IP (Type = IP, Pr = 

6)  Telnet 

 (DP = 23).
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31.7

, (- )  ( ) .  21 

 ( )

.

. 31-5 

Input Filter Sets 
(

):

.

.
. .

Output Filter Sets 
(

):

,  OMNI ADSL. 
.

. .

Call Filter Sets 
(

):

,
.

31.7.1  Ethernet 

 Ethernet ; ,

,

.  3.1 ( )

(- ) (- ) , , .

 ( ) ,

, , 2, 4, 6, 11. , ,

NetBIOS_LAN, protocol filters Input Filter Sets  3.1, 

 DNS  NetBIOS. 
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. 31-18  Ethernet 

31.7.2

 11.5 ( ) (- ) (- ) ,

. ,

. -

 NetBIOS, protocol filters Call Filter Sets  11.5 

 - NetBIOS_WAN. 

. 31-19 

,  PPPoA 

 PPPoE. 

Menu 3.1 – LAN Port Filter Setup 

Input Filter Sets: 
protocol filters= 
device filters= 

Output Filter Sets: 
protocol filters= 
device filters= 

2

            Press ENTER to Confirm or ESC to Cancel:

 2 

                     Menu 11.5 - Remote Node Filter 

                    Input Filter Sets: 
                      protocol filters= 3 
                        device filters= 
                    Output Filter Sets: 
                      protocol filters= 1 
                        device filters= 
                      Call Filter Sets: 
                      protocol filters= 
                        device filters= 

Enter here to CONFIRM or ESC to CANCEL: 

 3 

TEL

 1 

NETBIOS
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Chapter 32

 OMNI 

ADSL.  OMNI ADSL LAN H/HW. 

32.1

 24.11  ( . Remote

Management ( )), :

,

.

 LAN.

32.2

,  OMNI ADSL, 

 Web- .

Web-  ( . ).  SMT 

.

32.3

 "21"  21 - 

.

 "2" .

[SPACE BAR],  [ENTER] Yes Active .

 Denial of Service (DoS, 

).  Web- .
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32-2  

. 32-1  21.2 - 

 Web-

.

32.4

 21  "3" .

.

. 32-2 

Menu 21.2 - Firewall Setup 

      The firewall protects against Denial of Service (DoS) attacks when 
      it is active. The default Policy sets 

          1. allow all sessions originating from the LAN to the WAN and 
          2. deny all sessions originating from the WAN to the LAN 

      You may define additional Policy rules or modify existing ones but 
      please exercise extreme caution in doing so 

Active:

          LAN-to-WAN Set Name: ACL Default Set 
          WAN-to-LAN Set Name: ACL Default Set 

      Please configure the Firewall function through Web Configurator. 

                    Press ENTER to Confirm or ESC to Cancel: 

#   Time       Packet Information                       Reason           Action 
120|Jan 01 00 |From:192.168.17.1    To:192.168.17.255  |default policy  |block 
   | 12:38:44 |UDP src port:00520   dest port:00520    |<2,00>          | 
121|Jan 01 00 |From:192.168.1.1     To:192.168.11.33   |default policy  |forward 
   | 07:39:25 |ICMP        type:00003      code:00001  |<0,00>          | 

Clear Firewall Log (y/n): 
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  32-3 

.

. 32-1 

#
(

)

.
 128  0  127. 

,
, .

Time 
( )

.

 24.10. 

dd:mm:yy ( : : ),
, Jan 01 0; 

hh:mm:ss ( : : ),
, 00:04:28 

Packet
Information
(

)

: IP-
,

.

Reason 
(

)

;
. ., ,

.  (<X, Y>,  X=1,2; 
Y=00~10), .

;  1 (X = 1) 
 LAN - WAN  2 (X = 2) 
 WAN - LAN. Y 

.  10 
 (Y = 01  10).  00 

.

not match 

<1,01> dest IP 

,
 IP-

 1 
 1. 

 (
)

 src IP 
(IP- ),
dest port (

), src port 
(

) .

 DoS. attack land, ip spoofing, 
icmp echo, icmp 

vulnerability, NetBIOS, 
smtp illegal command, 

traceroute, teardrop 
syn flood  
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32-4  

. 32-1 

Action
( )

 ( . . ),
 (Block, Forward None).

None ,
.

Block, Forward 
None

 “y”  “n” .
 21- .



 OMNI ADSL LAN 

 SNMP  33-1 

Chapter 33

 SNMP 
 22 -  SNMP. 

33.1  SNMP 

,

. SNMP 

 TCP/IP. OMNI ADSL  SNMP, 

,  OMNI ADSL .

 OMNI ADSL  SNMP: SNMPv1  SNMPv2c. 

 SNMP.  SNMP 

 TCP/IP. 

. 33-1  SNMP 
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33-2   SNMP 

,  SNMP, :

.

,

(OMNI ADSL). ,

, ,  SNMP. 

,

. .

/ ,

, .

, . . MIB 

(Management Information Base - ) - 

.  SNMP 

.

 SNMP  " - ",

 " / ". ,

:

Get ( ) - .

GetNext ( ) - 

.  1 SNMP (SNMPv1), 

,

 'Get',  'GetNext'.  

Set ( ) - 

.

Trap ( ) - 

.

33.2

OMNI ADSL  RFC-1215  MIB II, 

RFC-1213,  ZyXEL . ,

,

.

33.3  SNMP 

 SNMP  22  22 - 

 SNMP, . "Community"  "Get", "Set"  "Trap" 

 SNMP, .
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 SNMP  33-3 

. 33-2 -  22 -  SNMP 

 SNMP. 

. 33-1  22 -  SNMP 

SNMP:

Get Community 
(
Get)

Get  "Get"  "GetNext" 
.

public 

Set Community 
(
Set)

Set  "Set" 
.

public 

Trusted Host 
(

)

-  (trusted host), OMNI 
ADSL  SNMP 

. , OMNI ADSL 
 SNMP, ,
.

0.0.0.0

Trap 
( ): 

Community (
)

 "Trap", 
 SNMP.

public 

Destination (IP-

)

 IP- ,
 SNMP. 

0.0.0.0

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .

Menu 22 - SNMP Configuration 

SNMP:
  Get Community= public 
  Set Community= public 
  Trusted Host= 0.0.0.0 
  Trap: ( )
    Community= public 
    Destination= 0.0.0.0 

                   Press ENTER to Confirm or ESC to Cancel: 
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33-4   SNMP 

33.4  SNMP 

OMNI ADSL  SNMP, 

- :

. 33-2  SNMP 

#

1 coldStart (  RFC-
1215)

 (
).

2 warmStart (  RFC-
1215)

 (
).

3 linkDown (  RFC-
1215)

,
.

4 linkUp (  RFC-1215) ,
.

5 authenticationFailure 
(  RFC-1215)  get  set SNMP 

.

6 whyReboot (  MIB 
ZYXEL) ,

 (" " ).

6
:

 "System reboot 
by user!" ( )

 ( ,
,

"sys reboot" . .). 

.

. 33-3 

/

 LAN  enet0 

 enet1      
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 SNMP  33-5 

/

 PPPoE PPPoE 

 1483 mpoa 

 Ethernet  ENET 

PPPoA               PPP 
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Chapter 34

System Security ( )
,

 OMNI ADSL. 

OMNI ADSL LAN H  OMNI ADSL LAN HW. 

34.1

 23 ,  RADIUS 

 IEEE802.1x. 

34.1.1

 "1" 23 - .

, . ,

, , . .

 (SMT)
 OMNI ADSL  Web- .

. 34-1  23 - 

34.1.2  RADIUS 

 "2"   23 -  23.2 -  - 

RADIUS.

. 34-2  23 - 

Menu 23 - System Security 

1. Change Password 
                        2. RADIUS Server 

4. IEEE802.1x 

 23 - " "

                        1. Change Password 

2. RADIUS Server 

4. IEEE802.1x 
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34-2  System Security ( )

. 34-3  23.2 - :  RADIUS 

.

. 34-1  23.2 - :  RADIUS 

Authentication Server ( )

Active ( )  [SPACE BAR] Yes
 [ENTER] 

.

No

Server Address 
( )

 IP-
.

10.11.12.13 

Port # ( )  RADIUS-
1812.

.

1812 

Shared Secret 
( )

 (  31 - ),

.

.

 OMNI ADSL.

Accounting Server ( )

             Menu 23.2 - System Security - RADIUS Server 

              Authentication Server: 
                Active= No 
                Server Address= 10.11.12.13 
                Port #= 1812 
                Shared Secret= ******** 

              Accounting Server: 
                Active= No 
                Server Address= 10.11.12.13 
                Port #= 1813 
                Shared Secret= ******** 

Press ENTER to Confirm or ESC to Cancel:
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System Security ( )  34-3 

. 34-1  23.2 - :  RADIUS 

Active ( )  [SPACE BAR] Yes
 [ENTER] 

.

No

Server Address 
( )

 IP-
.

10.11.12.13 

Port # ( )  RADIUS-
1813.

.

1813 

Shared Secret 
( )

 (  31 - ),

.

.

 OMNI ADSL. 

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .

34.1.3  IEEE802.1x 

 IEEE802.1x 

.

 EAP  OMNI ADSL.  

Step 1.  "23"  23 – .

. 34-4  23 - 

Menu 23 - System Security 

                        1. Change Password
                        2. RADIUS Server 

                     4. IEEE802.1x 
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34-4  System Security ( )

Step 2.  "4"  23.4 –  – IEEE802.1x.

. 34-5  23.4 - :  IEEE802.1x 

.

. 34-2  23.4 - :  IEEE802.1x 

Wireless Port 
Control
(

)

 [SPACE BAR] 
 LAN.

No Authentication Required ( )

. .

Authentication Required ( ) ,

.

No Access Allowed ( )
.

ReAuthentica-
tion Timer 
(in seconds) 
(

, )

.

Authentication 
Required Wireless Port Control.

 10  9999 ( ).
1800  (30 ).

Idle Timeout 
(

)

OMNI ADSL 
 . 

, .

Authentication 
Required Wireless Port Control.

3600  (1 ).

                  Menu 23.4 - System Security - IEEE802.1x 

     Wireless Port Control= Authentication Required 
     ReAuthentication Timer (in second)= 1800 
     Idle Timeout (in second)= 3600 

     Authentication Databases= Local User Database Only 

             Press ENTER to Confirm or ESC to Cancel: 
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System Security ( )  34-5 

. 34-2  23.4 - :  IEEE802.1x 

Authentication 
Databases
(

)

Authentication 
Required Wireless Port Control.

.
 OMNI ADSL. RADIUS-

. ,
 ( )  OMNI ADSL 

.

, ,
 ( ) .

Local User Database Only (
)  OMNI ADSL 

,
 OMNI ADSL.

RADIUS Only (  RADIUS- ) ,  OMNI 
ADSL ,

 RADIUS- .

Local first, then RADIUS ( ,
RADIUS- ) ,  OMNI ADSL 

, .
,  OMNI ADSL 

 RADIUS- .

RADIUS first, then Local (  RADIUS- ,
),  OMNI ADSL 

,  RADIUS- .
 RADIUS-

 RADIUS- , OMNI ADSL 

.  RADIUS-
OMNI ADSL,  OMNI ADSL ,

.

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .

,  RADIUS 

 OMNI ADSL .
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34-6  System Security ( )

34.2
OMNI ADSL  

 OMNI 

ADSL  RADIUS- .

, ,

 OMNI ADSL. 

Step 1.  "14"  14 - 

.

. 34-6  14 - 

Step 3. [ENTER]
.

. 34-7  14.1 - 

                      Menu 14 - Dial-in User Setup 

     1. ________        9.  ________        17. ________        25. ________ 
     2. ________        10. ________        18. ________        26. ________ 
     3. ________        11. ________        19. ________        27. ________ 
     4. ________        12. ________        20. ________        28. ________ 
     5. ________        13. ________        21. ________        29. ________ 
     6. ________        14. ________        22. ________        30. ________ 
     7. ________        15. ________        23. ________        31. ________ 
     8. ________        16. ________        24. ________        32. ________ 

                          Enter Menu Selection Number: 

Menu 14.1 - Edit Dial-in User 

                    User Name= test 
                    Active= Yes 
                    Password= ******** 

                    Press ENTER to Confirm or ESC to Cancel: 



 OMNI ADSL LAN 

System Security ( )  34-7 

.

. 34-3  14.1 - 

User Name 
(

)

 (  31 - ),
.

.

Active
( )

 [SPACE BAR] Yes  [ENTER] 
.

Password 
( )

 (  31 ), .

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .
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Chapter 35

,

 SMT  24.1  24.4. 

35.1

, ,

,

. .

 "24"  24 – ,

.

. 35-1  24 - 

35.2

 - " "  - 

, . ,

 OMNI ADSL. ,

 ADSL, .

Menu 24 - System Maintenance 

1.  System Status 
2.  System Information  Console Port Speed 
3.  Log  Trace 
4.  Diagnostic 
5.  Backup Configuration 
6.  Restore Configuration 
7.  Upload Firmware 
8. Command Interpreter Mode 
9. Call Control 
10. Time and Date Setting 
11. Remote Management

Enter Menu Selection Number: 
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35-2  

 "24",  24 –

.  "1" . System Status (

).  24.1  - System Maintenance - Status (  - )

.  "1" ; [ESC]
.

. 35-2  24.1 -  - 

, 24.1 - –

,

.

. 35-1  24.1 -  - 

Node-Lnk . : PPP, ENET, 1483. 

Status .

TxPkts , .

RxPkts , .

                          Menu 24.1 - System Maintenance – Status          hh:mm:ss 
                                                                 Sat. Jan. 01, 2000 

Node-Lnk
  1-ENET 
  2 
  3 
  4 
  5 
  6 
  7 
  8 

Status
  Up 
 N/A 
 N/A 
 N/A 
 N/A 
 N/A 
 N/A 
 N/A 

TxPkts
211
0
0
0
0
0
0
0

RxPkts
0
0
0
0
0
0
0
0

Errors
0
0
0
0
0
0
0
0

Tx B/s
0
0
0
0
0
0
0
0

Rx B/s
0
0
0
0
0
0
0
0

   Up Time 
   0:26:20 
   0:00:00 
   0:00:00 
   0:00:00 
   0:00:00 
   0:00:00 
   0:00:00 
   0:00:00 

My WAN IP (from ISP):

 Ethernet: 
  Status: 10M/Half Duplex 
  Collisions: 0 
CPU Load= 3.8% 

               WAN: 
Tx Pkts: 53      Line Status: Up 
Rx Pkts: 36      Upstream Speed:     0 Kbps 
                 Downstream Speed:     0 Kbps 

Press Command: 
COMMANDS: 1-Reset Counters   ESC-Exit 
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. 35-1  24.1 -  - 

Errors .

Tx B/s .

Rx B/s .

Up Time ,
.

My WAN IP (from 
ISP)

IP- - .

Ethernet .

   Status .

   Tx Pkts ,  LAN. 

   Rx Pkts ,  LAN. 

   Collision .

WAN  WAN. 

   Line Status  xDSL,  "Up" ( )  "Down" 
( ).

   Upstream
Speed 

/ .

   Downstream 
Speed 

/ .

CPU Load 
(  CPU) 

.

35.3

 System Information ( ):

Step 1.  "24"  24 — .

Step 2.  "2"  24.2 — .

Step 3. , .
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35-4  

. 35-3  24.2 - 

35.3.1

 "1"  24.2 .

. 35-4  24.2.1 -  - 

.

. 35-2  24.2.1 -  - 

Name ( )  OMNI ADSL. 
 1 - .

Routing ( ) .

ZyNOS F/W Version (
 ZyNOS) ZyNOS (ZyXEL Network Operating System). ZyNOS 

 ZyXEL Communications 
Corporation. 

                    Menu 24.2 - System Information and Console Port Speed 

 1. System Information 
2. Console Port Speed 

                                Please enter selection: 

        Menu 24.2.1 -  - 

          Name: 
          Routing: IP 
          ZyNOS F/W Version: V3.40(IS.3) | 8/11/2003 
          ADSL Chipset Vendor: Alcatel, Version  3.9.122 
          Standard: Multi-Mode 

          LAN 
            Ethernet Address: 00:a0:c5:8d:dd:dc 
            IP Address (IP- ): 192.168.1.1 
            IP Mask: 255.255.255.0 
            DHCP: Server 

                 Press ESC or RETURN to Exit: 
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  35-5 

. 35-2  24.2.1 -  - 

ADSL Chipset Vendor 
(  ADSL) 

 ADSL  DSL. 

Standard ( ) ,  OMNI 
ADSL  DSLAM (Digital Subscriber Line Access 
Multiplexer/

). 

LAN ( )

Ethernet Address (
Ethernet)

 MAC-  Ethernet (Media Access 
Control/ )  OMNI ADSL. 

IP Address (IP- ) IP-  OMNI ADSL .

IP Mask (IP- )  OMNI ADSL. 

DHCP (Dynamic Host Configuration 
Protocol/

- )

 DHCP (None  Server) 
OMNI ADSL. 

35.3.2

 24.2.2 –  – 

.  OMNI ADSL 

 9600 ( ), 19200, 38400, 57600  115200 / .  [SPACE
BAR] [ENTER]  24.2.2, .

. 35-5  24.2.2 -  - 

 OMNI ADSL, 
,

 OMNI ADSL.  

35.4

OMNI ADSL .  - 

, .  - 

 UNIX .

Menu 24.2.2 – System Maintenance – Change Console Port Speed 

Console Port Speed: 9600 

Press ENTER to Confirm or ESC to Cancel: 
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35-6  

35.4.1

, ,  - 

. /

:

Step 1.  "24"  24 — .

Step 2. 24  "3" 24.3 – –

.

. 35-6  24.3 - :

Step 3.  24.3 - -

. .

 OMNI ADSL .

.

. 35-7 

35.4.2

OMNI ADSL   UNIX  CDR (

) .

 24.3.2 – –

 UNIX, .

     Menu 24.3 - System Maintenance - Log and Trace 

        1. View Error Log 
        2. UNIX Syslog 

                 Please enter selection: 

   1 Sat Jan 01 00:00:02 2000 PP09 -WARN  SNMP TRAP 3: link up 
   2 Sat Jan 01 00:00:02 2000 PP0f -WARN  Last errorlog repeat 1 Times 
   3 Sat Jan 01 00:00:02 2000 PP0f  INFO  LAN promiscuous mode <0> 
   4 Sat Jan 01 00:00:02 2000 PP0f  INFO  LAN promiscuous mode <1> 
   5 Sat Jan 01 00:00:02 2000 PP00  INFO  Starting Connectivity Monitor 
   6 Sat Jan 01 00:00:02 2000 PP1a  INFO  adjtime task pause 1 day 
   7 Sat Jan 01 00:00:02 2000 PP1b  INFO  monitoring WAN connectivity 
   8 Sat Jan 01 00:00:02 2000 PP1b  INFO  conn-mon change 
   9 Sat Jan 01 00:00:22 2000 PP0a  WARN  MPOA Link Down 
  10 Sat Jan 01 00:03:41 2000 PP13  INFO  SMT Password pass 
Clear Error Log (y/n):
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. 35-8  24.3.2 -  - 

 UNIX, , , .

. 35-3  24.3.2 -  - 

UNIX Syslog (  UNIX): 

Active ( ) /
[SPACE BAR]  [ENTER]. 

Syslog IP Address 
(IP-

)

 IP- .

Log Facility 
(

)

 [SPACE BAR]  [ENTER] 
.

. ( .
 UNIX). 

Types ( ):

CDR Yes, CDR ( )
.

Packet Triggered Yes,  48 ,

Menu 24.3.2 - System Maintenance - UNIX Syslog 

 UNIX Syslog: 
  Active= No 
  Syslog IP Address= ? 
  Log Facility= Local 1 

Types: ( :)
  CDR= No 
  Packet Triggered= No 
  Filter log= No 
  PPP log= No 

  Firewall log= No 
  VPN Log= No 

Press ENTER to Confirm or ESC to Cancel: 

Press Space Bar to Toggle
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35-8  

. 35-3  24.3.2 -  - 

, ,
 UNIX. 

Filter Log , No.
,  Log Filter Yes ,

Yes.

PPP Log Yes,  PPP. 

Firewall Log Yes, OMNI ADSL 
.

VPN Log Yes, OMNI ADSL  VPN 
.

 &quot;Press [ENTER] to confirm or 
ESC to cancel&quot;  [ENTER] ,

 [ESC] .

,

 OMNI ADSL: 

1 - CDR 

SdcmdSyslogSend(SYSLOG_CDR, SYSLOG_INFO, String); 

String = board xx line xx channel xx, call xx, str 

board = the hardware board ID 

line = the WAN ID in a board 

Channel = channel ID within the WAN 

call = the call reference number which starts from 1 and increments by 1 for each new call 

str = C01 Outgoing Call dev xx ch xx (dev:device No. ch:channel No.) 

 C01 Incoming Call xxxxBps xxxxx (L2TP, xxxxx = Remote Call ID) 

 C01 Incoming Call xxxx (= connected speed) xxxxx (= Remote Call ID) 

 L02 Tunnel Connected (L2TP) 

 C02 OutCall Connected xxxx (= connected speed) xxxxx (= Remote Call ID) 

 C02 CLID call refused 

 L02 Call Terminated 

 C02 Call Terminated 

Jul 19 11:19:27 192.168.102.2 ZyXEL: board 0 line 0 channel 0, call 1, C01 Outgoing Call dev=2 ch=0 
40002
Jul 19 11:19:32 192.168.102.2 ZyXEL: board 0 line 0 channel 0, call 1, C02 OutCall Connected 64000 
40002
Jul 19 11:20:06 192.168.102.2 ZyXEL: board 0 line 0 channel 0, call 1, C02 Call Terminated 

2 - Packet Triggered 

SdcmdSyslogSend (SYSLOG_PKTTRI, SYSLOG_NOTICE, String); 

 String = Packet trigger: Protocol=xx Data=xxxxxxxxxx…..x 

 Protocol: (1:IP 2:IPX 3:IPXHC 4:BPDU 5:ATALK 6:IPNG) 

 Data: We will send forty-eight Hex characters to the server 

Jul 19 11:28:39 192.168.102.2 ZyXEL: Packet Trigger: Protocol=1, 
Data=4500003c100100001f010004c0a86614ca849a7b08004a5c020001006162636465666768696a6b6c6d6e6f70717273
74
Jul 19 11:28:56 192.168.102.2 ZyXEL: Packet Trigger: Protocol=1, 
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Data=4500002c1b0140001f06b50ec0a86614ca849a7b0427001700195b3e00000000600220008cd40000020405b4
Jul 19 11:29:06 192.168.102.2 ZyXEL: Packet Trigger: Protocol=1, 
Data=45000028240140001f06ac12c0a86614ca849a7b0427001700195b451d1430135004000077600000

3 - Filter Log 

SdcmdSyslogSend(SYSLOG_FILLOG, SYSLOG_NOTICE, String ); 

String = IP[Src=xx.xx.xx.xx Dst=xx.xx.xx.xx prot spo=xxxx dpo=xxxx] S04>R01mD 

IP[…] is the packet header and S04>R01mD means filter set 4 (S) and rule 1 (R), match (m), drop 
(D).

 Src: Source Address 

 Dst: Destination Address 

 prot: Protocol (“TCP”, ”UDP”, ”ICMP”) 

spo: Source port 

dpo: Destination port 

Jul 19 14:43:55 192.168.102.2 ZYXEL: IP [Src=202.132.154.123 Dst=255.255.255.255 UDP spo=0208 
dpo=0208]} S03>R01mF 
Jul 19 14:44:00 192.168.102.2 ZYXEL: IP [Src=192.168.102.20 Dst=202.132.154.1 UDP spo=05d4 
dpo=0035]} S03>R01mF 
Jul 19 14:44:04 192.168.102.2 ZYXEL: IP [Src=192.168.102.20 Dst=202.132.154.1 UDP spo=05d4 
dpo=0035]} S03>R01mF 

4 - PPP Log 

sdcmdSyslogSend( SYSLOG_PPPLOG, SYSLOG_NOTICE, String ); 

String = ppp:Proto Starting / ppp:Proto Opening / ppp:Proto Closing / ppp:Proto Shutdown 

Proto = LCP / ATCP / BACP / BCP / CBCP / CCP / CHAP/ PAP / IPCP / IPXCP 

Jul 19 11:42:44 192.168.102.2 ZyXEL: ppp:LCP Closing 
Jul 19 11:42:49 192.168.102.2 ZyXEL: ppp:IPCP Closing 
Jul 19 11:42:54 192.168.102.2 ZyXEL: ppp:CCP Closing 

35.5

 OMNI ADSL 

.  24.4 

,

.

.

Step 1.  "24"  24 – .

Step 2.  "4"  24.4 -  - 

, .
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35-10  

. 35-9  24.4 -  - 

 OMNI ADSL ,

 24.4. 

. 35-4  24.4 -  - 

Reset xDSL 
(
xDSL) 

 xDSL .

Ping Host ( -

)

- -
 TCP/IP .

Reboot System 
(

)

 OMNI ADSL. 

Command Mode 
(

)

 OMNI ADSL 
.

Host IP Address 
(IP- )

- -  "12", 
, - .

          Menu 24.4 - System Maintenance – Diagnostic 

xDSL
1.  Reset xDSL 

TCP/IP
12. Ping Host 

System
21. Reboot System 
22. Command Mode 

Enter Menu Selection Number: 
Host IP Address= N/A 
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,
.

36.1

 (  "romfile"  "rom-0") 

: ,  DHCP,  TCP/IP . .

,  ZyXEL,  "rom". ,

OMNI ADSL , .

 ZyNOS (ZyXEL Network Operating System,  "ras") 

 "bin".  FTP 

TFTP .

,
 OMNI ADSL. .

 OMNI ADSL. 

ftp> put firmware.bin ras

 FTP,  " firmware.bin"  OMNI 

ADSL. 

ftp> get rom-0 config.cfg

 FTP,  “config.cfg” 

.

 [T]FTP ,

,  OMNI ADSL 

"rom-0"  "ras". , ,

.
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. ,

 OMNI ADSL, 

 OMNI ADSL, ,  FTP- ,

,  ( ) .

. ZyNOS F/W Version  24.2.1 - 

- , ,

.  AT  "Y" 

 SMT.  



 OMNI ADSL LAN 

. 36-1 

Rom-0  OMNI ADSL. 
 rom-0 

,
 OMNI ADSL, ,

 (
),

.

*.rom

Ras
 ZyNOS  OMNI 

ADSL.

*.bin

36.2

OMNI ADSL 
,

 24.5, 24.6, 24.7.1  24.7.2. ,
 -  Telnet. 

 5  24 -  OMNI 

ADSL . ,

 OMNI ADSL. 

 FTP . ,

 24. 

, ,

/  Xmodem, 

.

,  " "  " " . " "

 OMNI ADSL ,  " " -  OMNI ADSL. 
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36-4 

36.2.1

, .

. 36-1 Telnet  24.5 

36.2.2  FTP 

Step 1.  FTP .

Step 2.  "open",  - IP-  OMNI ADSL.  

Step 3. [ENTER].

Step 4.  (  "1234"). 

Step 5.  "bin" .

Step 6.  "get"  OMNI ADSL , ., "get rom-0 

config.rom"  OMNI ADSL 

 "config.rom". . .

Step 7.  "quit"  FTP.  

36.2.3  FTP 

                       Menu 24.5 - Backup Configuration 

  To transfer the configuration file to your computer, follow the procedure 
  below: 

    1. Launch the FTP client on your computer. 
    2. Type "open" and the IP address of your system. Then type "root" and 
       SMT password as requested. 
    3. Locate the 'rom-0' file. 
    4. Type 'get rom-0' to back up the current system configuration to your 
       computer. 

  For details on FTP commands, please consult the documentation of your FTP 
  client program.For details on backup using TFTP (note that you must remain 
 in this menu to back up using TFTP), please see your user manual. 

Press ENTER to Exit: 
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. 36-2  FTP 

36.2.4  FTP  GUI 

 FTP  GUI. 

. 36-2  FTP  GUI 

Host Address (
)

- .

Login Type (
)

.

.
, -

.

.

.

Transfer Type (
) .

 ASCII ( ),
.

Initial Remote Directory 
(

)

 ( ).

Initial Local Directory 
(

)

 ( ).

331 Enter PASS command 
:

230 Logged in 
ftp> bin 
200 Type I OK 
ftp> get rom-0 zyxel.rom 
200 Port command okay 
150 Opening data connection for STOR ras 
226 File received OK 
ftp: 16384 bytes sent in 1.10Seconds 297.89Kbytes/sec. 
ftp> quit 
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36.2.5 ,  TFTP  FTP 

TFTP, FTP  Telnet , :

1.  Telnet  24.11. 

2.  3.1 ( )  11.5 ( )

Telnet.

3. IP- Secured Client IP (  IP)  24.11 

 IP.  OMNI ADSL  Telnet. 

4. .

36.2.6  TFTP 

OMNI ADSL /

 TFTP ( )

LAN.  ( )  WAN. 

 TFTP  Telnet  TFTP. 

:

Step 1.  OMNI ADSL  Telnet .

 TFTP , OMNI ADSL  IP-  Telnet 

 TFTP .

Step 2.  (CI)  "8" 

 24 – .

Step 3.  "sys stdio 0" - ,

 TFTP .  "sys stdio 5" 

-  ( )

.

Step 4.  TFTP  OMNI ADSL. 

.

Step 5.  OMNI ADSL 

 TFTP ( . ). 

 "rom-0" (rom- ,  " "). 

,  TFTP 

 Telnet- ,  CI- .

 TFTP ( . )

 TFTP.  UNIX 
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 "get"  OMNI ADSL  &quot;binary&quot; - 

.

36.2.7  TFTP 

 TFTP: 

TFTP [-i] host get rom-0 config.rom 

 "i"  (

), "host" - IP-  OMNI ADSL, "get"  OMNI ADSL (rom-0 - 

 OMNI ADSL)  config.rom. 

36.2.8  TFTP  GUI 

 TFTP  GUI. 

. 36-3  TFTP  GUI 

Host ( -
)

 IP-  OMNI ADSL. IP-  OMNI ADSL  - 
192.168.1.1. 

Send/Fetch 
( /

)

 "Send"  OMNI ADSL  "Fetch" 
.

Local File 
(

)

 (
*.bin)  (  *.rom) .

Remote File 
(

)

 OMNI ADSL. 
 "ras",  - "rom-0". 

Binary 
(

)

.

Abort ( ) .

,  TFTP  FTP 

, .  36.2.5.
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36.2.9
(  OMNI ADSL LAN H/HW) 

 HyperTerminal. ,

, .

Step 1.  24.5  "Y", .

. 36-3  24.5 -  - 

Step 2. ,  Xmodem .

. 36-4  24.5 -  –  Xmodem 

Step 3.  HyperTerminal, Transfer, Receive File,

.

. 36-5 

Step 4. .

 SMT. 

Ready to backup Configuration via Xmodem. 
Do you want to continue (y/n): 

You can enter ctrl-x to terminate operation any time. 
Starting XMODEM download... 

Browse.

Xmodem.

Receive.
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36.3

.

, ,

;

.

OMNI ADSL  FTP .

, .

!
,

 OMNI ADSL.  

36.3.1  FTP 

 (T)FTP .

 FTP  TFTP .

. 36-7 Telnet  24.6 

** Backup Configuration completed. OK. 
### Hit any key to continue.### 

                       Menu 24.6 - Restore Configuration 

  To transfer the firmware and the configuration file, follow the procedure 
  below: 

    1. Launch the FTP client on your computer. 
    2. Type "open" and the IP address of your system.  Then type "root" and 
       SMT password as requested. 
    3. Type "put backupfilename rom-0" where backupfilename is the name of 
       your backup configuration file on your computer and rom-0 is the 
       remote file name on the system. This restores the configuration to 
       your system. 
    4. The system reboots automatically after a successful file transfer. 

  For details on FTP commands, please consult the documentation of your FTP 
  client program. For details on restoring using TFTP (note that you must 
  remain on this menu to restore using TFTP), please see your user manual. 

Press ENTER to Exit: 
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Step 1.  FTP .

Step 2.  "open",  - IP-  OMNI ADSL.  

Step 3. [ENTER].

Step 4.  (  "1234"). 

Step 5.  "bin" .

Step 6.  "rom" ( ),  OMNI 

ADSL. 

Step 7.  "put"  OMNI ADSL , ., 

"put config.rom rom-0"  "config.rom"  OMNI 

ADSL. . .

Step 8.  "quit"  FTP. 

 OMNI ADSL .

36.3.2  FTP 

. 36-8  FTP 

,  TFTP  FTP 

.  36.2.5.

36.3.3  (
 OMNI ADSL LAN H/HW) 

 HyperTerminal. ,

, .

Step 1.  24.6  "Y", .

ftp> put config.rom rom-0 
200 Port command okay 
150 Opening data connection for STOR rom-0 
226 File received OK 
221 Goodbye for writing flash 
ftp: 16384 bytes sent in 0.06Seconds 273.07Kbytes/sec. 
ftp>quit
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. 36-9  - 

Step 2. ,  Xmodem .

. 36-10  —  Xmodem 

Step 3.  HyperTerminal, Transfer, Send File,

.

. 36-11 

Step 4. .

 OMNI ADSL  SMT. 

. 36-12 

Save to ROM 
Hit any key to start system reboot. 

Browse.

Xmodem.

Send.

Ready to restore Configuration via Xmodem. 
Do you want to continue (y/n): 

Starting XMODEM download (CRC mode) ... 
CCCCCCCCC
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36.4

. , ,

 24.7.2 -  - 

 ( ).

!
,

 OMNI ADSL.  

36.4.1

FTP

. ,

 FTP.  

 OMNI ADSL  Telnet 

 FTP. 

. 36-13 Telnet  24.7.1 - 

36.4.2

 24.7.2  Telnet .

            Menu 24.7.1 - System Maintenance - Upload System Firmware 

  To upload the system firmware, follow the procedure below: 

    1. Launch the FTP client on your workstation. 
    2. Type "open" and the IP address of your system. Then type "root" and 
       SMT password as requested. 
    3. Type "put firmwarefilename ras" where "firmwarefilename" is the name 
       of your firmware upgrade file on your workstation and "ras" is the 
       remote file name on the system. 
    4. The system reboots automatically after a successful firmware upload. 

  For details on FTP commands, please consult the documentation of your FTP 
  client program. For details on uploading system firmware using TFTP (note 
  that you must remain on this menu to upload system firmware using TFTP), 
  please see your manual. 
                              Press ENTER to Exit: 
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. 36-14 Telnet  24.7.2 - 

:

36.4.3  FTP 
 DOS 

Step 1.  FTP .

Step 2.  "open",  - IP-  OMNI ADSL.  

Step 3. [ENTER].

Step 4.  (  "1234"). 

Step 5.  "bin" .

Step 6.  "put"  OMNI ADSL, ., "put 

firmware.bin ras"  (firmware.bin) 

 OMNI ADSL  "ras".  "put 

config.rom rom-0"  (config.rom)  OMNI ADSL 

 "rom-0".  "get rom-0 config.rom" 

 OMNI ADSL  "config.rom". 

. .

Step 7.  "quit"  FTP. 

       Menu 24.7.2 - System Maintenance - Upload System Configuration File 

  To upload the system configuration file, follow the procedure below: 

    1. Launch the FTP client on your workstation. 
    2. Type "open" and the IP address of your system. Then type "root" and 
       SMT password as requested. 
    3. Type "put configurationfilename rom-0" where "configurationfilename" 
       is the name of your system configuration file on your workstation, which 
       will be transferred to the "rom-0" file on the system. 
    4. The system reboots automatically after the upload system configuration 
       file process is complete. 

  For details on FTP commands, please consult the documentation of your FTP 
  client program. For details on uploading system firmware using TFTP (note 
  that you must remain on this menu to upload system firmware using TFTP), 
  please see your manual. 

                              Press ENTER to Exit: 
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OMNI ADSL. 

36.4.4
 FTP 

. 36-15 
 FTP 

 (  FTP  GUI) .

,  TFTP  FTP 

.  36.2.5.

36.4.5  TFTP 

OMNI ADSL 

 TFTP ( )  LAN. 

 ( )  WAN. 

 TFTP  Telnet  TFTP. 

.

Step 1.  OMNI ADSL  Telnet .

 TFTP , OMNI ADSL  IP-  Telnet 

 TFTP .

Step 2.  (CI),  "8" 

24 – .

Step 3.  "sys stdio 0" - ,

 TFTP .  "sys stdio 5" 

-  ( )

.

331 Enter PASS command 
:

230 Logged in 
ftp> bin 
200 Type I OK 
ftp> put firmware.bin ras 
200 Port command okay 
150 Opening data connection for STOR ras 
226 File received OK 
ftp: 1103936 bytes sent in 1.10Seconds 297.89Kbytes/sec. 
ftp> quit 
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Step 4.  TFTP  OMNI ADSL. 

.

Step 5.  OMNI ADSL 

 TFTP ( . ). 

 - "ras". 

,  TFTP 

 Telnet- ,  OMNI ADSL 

.  TFTP ( . )

 TFTP. 

 UNIX  "get"  OMNI ADSL , "put" - 

 "binary" - .

36.4.6  TFTP 

 TFTP: 

TFTP [-i] host put firmware.bin ras 

 "i"  (

), "host" - IP-  OMNI ADSL, "put" 

(firmware.bin – )  (ras - 

 OMNI ADSL). 

 TFTP  GUI .

36.4.7  (
 OMNI ADSL LAN H/HW) 

 OMNI 

ADSL  FTP  TFTP. , ,

 OMNI ADSL .

,  FTP  TFTP 

. ,

, /  Xmodem. 
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36-16 

36.4.8  (
 OMNI ADSL LAN H/HW) 

Step 1.  "1"  24.7 - -

 24.7.1 -  - 

,

, .

. 36-16  24.7.1 

Step 2.  "Starting XMODEM upload" 

Xmodem.  HyperTerminal, .

, , .

36.4.9
Xmodem  HyperTerminal 

Transfer ( ), Send File ( ),

.

             Menu 24.7.1 - System Maintenance - Upload System Firmware 

          To upload system firmware: 
          1. Enter "y" at the prompt below to go into debug mode. 
          2. Enter "atur" after "Enter Debug Mode" message. 
          3. Wait for "Starting XMODEM upload" message before activating 
             Xmodem upload on your terminal. 
          4. After successful firmware upload, enter "atgo" to restart the 
             OMNI ADSL. 

          Warning: Proceeding with the upload will erase the current system 
          firmware. 
                           Do You Wish To Proceed:(Y/N) 
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. 36-17  Xmodem 

 OMNI ADSL, 

 "atgo". 

36.4.10

Step 1.  "2"  24.7 -  - 

 24.7.2 -  - 

. ,

.

. 36-18  24.7.2 

          Menu 24.7.2 - System Maintenance - Upload System Configuration File 

          To upload system configuration file: 
          1. Enter "y" at the prompt below to go into debug mode. 
          2. Enter "atlc" after "Enter Debug Mode" message. 
          3. Wait for "Starting XMODEM upload" message before activating 
             Xmodem upload on your terminal. 
          4. After successful firmware upload, enter "atgo" to restart the 
             system. 

          Warning: 
          1. Proceeding with the upload will erase the current router 
             configuration file. 
          2. The system’s console port speed (Menu 24.2.2) may change 
             when it is restarted; please adjust your terminal's speed 
             accordingly. The password may change (menu 23), also. 
          3. When uploading the DEFAULT configuration file, the console 
             port speed will be reset to 9600 bps and the password to 
             "1234". 
                           Do You Wish To Proceed:(Y/N) 

Xmodem.

Send
( ).
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Step 2.  "Starting XMODEM upload" 

 Xmodem.  HyperTerminal, 

. , ,

.

Step 3.  "atgo"  OMNI ADSL. 

36.4.11  Xmodem 
 HyperTerminal 

Transfer ( ), Send File ( ),

.

. 36-19  Xmodem 

 OMNI ADSL, 

 "atgo". 

Browse.

Xmodem.

Send
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Chapter 37

 SMT  24.8  24.10. 

37.1

 (CI) 

. CI ,  SMT, , ,

.

SMT ,  24.8.  CI 

- ,  Web-  zyxel.com.  "8"  24 

- . , help ?

.  SMT  "exit".  

 37-1  24 

              Menu 24 - System Maintenance 

             1.  System Status 
             2.  System Information  Console Port Speed 
             3.  Log  Trace 
             4.  Diagnostic 
             5.  Backup Configuration 
             6.  Restore Configuration 
             7.  Upload Firmware 

8.  Command Interpreter Mode 
             9.  Call Control 
             10. Time and Date Setting 
             11. Remote Management 

              Enter Menu Selection Number: 



 OMNI ADSL LAN 

37-2  

. 37-2 

37.2

Encapsulation - 

PPPoE  4  11.1. 

OMNI ADSL .

, ,

.

 "9"  24  24.9 - 

 - , .

. 37-3  24.9 - :

37.2.1

 24.9.1 .  "1"  24.9 - 

 - .

Menu 24.9 - System Maintenance - Call Control 

1. Budget Management 

Enter Menu Selection Number: 

Copyright (c) 1994 - 2003 ZyXEL Communications Corp. 
ras> ? 
Valid commands are: 
sys             exit            device          ether 
wan             poe             wlan            ip 
ipsec           ppp             bridge          hdap 
bm              radius          8021x 
ras>
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  37-3 

. 37-4  24.9.1 - 

 - ,

.

.

.  0  0 , . .

. ,

.  "0". 

PPPoE, 

 11.1.  

. 37-1  24.9.1 - 

Remote Node 
( )

 (
)

1

Connection Time/Total 
Budget (

/
)

,
11.1.

5/10 ,
 5 

 10 
.

Elapsed Time/Total 
Period (

/

)

 -  ( ),

 ( .  11.1.) 
 - ,

.

0.5/1 ,
 30 

 1 .

 "0"  [ESC] 
.

Menu 24.9.1 - Budget Management 

Remote Node 
1. MyISP 
2.--------
3.--------
4.--------
5.--------
6.--------
7.--------
8.--------

Connection Time/Total Budget 
No Budget 

---
---
---
---
---
---
---

Elapsed Time/Total Period 
No Budget 

---
---
---
---
---
---
---

Reset Node (0 to update screen): 
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37.3

 OMNI ADSL .

 OMNI ADSL.  24.10 

 OMNI ADSL.

OMNI ADSL. 

 "24"  24 - ,

.

. 37-5  24 - 

 "10"  24.10 -  - 

 OMNI ADSL, .

. 37-6  24.10 -  :  - 

             Menu 24.10 - System Maintenance - Time and Date Setting 

          Use Time Server when Bootup= None 
          Time Server Address= N/A 

          Current Time:                         00 : 00 : 00 
          New Time (hh:mm:ss):                  11 : 23: 16 

          Current Date:                         2000 - 01 - 01 
          New Date (yyyy-mm-dd):                2001 - 03 - 01 

          Time Zone= GMT 

          Daylight Saving= No 
          Start Date (mm-dd):                           01 – 00 
          End Date (mm_dd):                             01 – 00 

Press ENTER to Confirm or ESC to Cancel:

Menu 24 - System Maintenance 

1. System Status 
2. System Information 
3. Log and Trace 
4. Diagnostic
5. Backup Configuration 
6.  Restore Configuration 
7.  Upload Firmware 
8.  Command Interpreter Mode 
9. Call Control 

10. Time and Date Setting 
11. Remote Management 

Enter Menu Selection Number: 
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. 37-2  24.10 -  - 

,
OMNI ADSL. ,

- /
.

 - .

Daytime (RFC 867) - / / /
.

Time (RFC-868)  4- ,
,  0:0:0 1 

 1970 .

NTP (RFC-1305) , Time (RFC-868).

Use Time Server 
when Bootup 
(

)

 None. - . .

Time Server 
Address (

)

 IP- .
, -

.

Current Time 
(

)
.

New Time 
( )

, .

Current Date 
( )

 (
).

New Date 
( )

 " , , ".

Time Zone 
( )

 [SPACE BAR]  [ENTER] 

 (GMT).  

Daylight Saving 
( )

, Yes.

Start Date (
)

,
.

End Date (

)

,
.
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 “Press ENTER to Confirm or ESC to 
Cancel“,  [ENTER]  [ESC] 

.

37.3.1

OMNI ADSL :

i.  24.10 .

ii.  OMNI ADSL, ,  24.10 .

iii.  24 .
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Chapter 38

 SMT 24.11. 
.

38.1

:

, /  ( )

 OMNI ADSL. 

38.2

, Disable
Server Access.

 "11"  24  24.11 – .

38.2.1

 OMNI ADSL: 

 (WAN only), (LAN only), ALL  -  LAN  WAN 

Disable ( ).

 WAN only (Internet)  ALL (LAN and WAN) 

 LAN only  Disable (Neither) 

,
,

.

 "11"  24  24.11 — 

( ).
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38-2  

. 38-1  24.11- 

.

. 38-1  24.11 - 

Telnet Server 
FTP Server 
Web Server 
(  Telnet, 
FTP  Web) 

 ( )
,

OMNI ADSL. 

Server Port (
) .

, ,

.

23

Server Access 
( )

 ( )
 [SPACE BAR]. : LAN only, WAN 

only, ALL Disable.  - LAN only.

LAN only 

Secured Client IP 
(  IP-

)

 0.0.0.0 

 OMNI ADSL. -  IP-
,  IP-

, .

0.0.0.0

 "Press ENTER to Confirm or ESC to Cancel", 
 [ENTER]  [ESC] 

.

                     Menu 24.11 - Remote Management Control 

     TELNET Server: 
       Server Port = 23                   Server Access = LAN only 
       Secured Client IP= 0.0.0.0 

     FTP Server: 
       Server Port = 21                   Server Access = LAN only 
       Secured Client IP= 0.0.0.0 

     Web Server: 
       Server Port = 80                   Server Access = LAN only 
       Secured Client IP= 0.0.0.0 

                    Press ENTER to Confirm or ESC to Cancel: 
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  38-3 

38.2.2

:

1.  3.1 ( )  11.5 ( )

 Telnet, FTP  Web.  

2.  24.11. 

3. IP- Secured Client IP (  24.11)  IP- .

 OMNI ADSL  Telnet. 

4.  (Web, FTP  Telnet). 

.

5.  Web  Telnet. 

 Web-  Telnet ; Telnet-

 Web- .

38.3

 NAT :

 IP-  OMNI ADSL 

;

 IP-  OMNI ADSL 

.

38.4

 Telnet/Web/FTP  (300 ). 

OMNI ADSL ,

,  24.1

sys stdio .
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Chapter 39

 IP 
 IP, 

.

39.1  IP 

, ,

.  IP (IPPR) 

, ,

, .

, ,

.

39.2  IP 

  - 

 IP-

.

 (QoS) – 

 IP-  TOS (Type of Service/ )

.

 - IPPR 

,  - 

.

 -  IPPR 

.

39.3

 IPPR. 

, ,

. , .

,  IP (ICMP, UDP, TCP . .), 

, TOS  (  IP- ), .
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39-2   IP 

.

, ., telnet, ,

, ., , - .

, , :

 ( , )

 TOS  IP- .

 IPPR  RAS. 

, .

, ,

, .  12 .

39.4  IP 

 25 .

. 39-1  25 -  IP 

:

Step 1.  "25"  25 – 

 IP.

Step 2. , ,

 25.1 –  IP.

Menu 25 - IP Routing Policy Setup 

     Policy                               Policy 
     Set #         Name                   Set #         Name 
     ------  -----------------            ------  ----------------- 
       1      test                          7      _______________ 
       2      _______________               8      _______________ 
       3      _______________               9      _______________ 
       4      _______________              10      _______________ 
       5      _______________              11      _______________ 
       6      _______________              12      _______________ 

                 Enter Policy Set Number to Configure= 0 

                 Edit Name= N/A 

                 Press ENTER to Confirm or ESC to Cancel:
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 IP  39-3 

 25.1 ,

, , .

.  - ,  - .  "|", 

, , ,

 "=" - .

. 39-2  25.1 -  IP 

. 39-1  25.1 -  IP 

Criterion        SA IP-

     SP 

     DA IP-

     DP 

     p  4 
(TCP=6,UDP=17…) 

     T 

     Pr 

Action           GW IP-

     T 

     p 

Service          NM 

Menu 25.1 - IP Routing Policy Setup 

 # A                         Criteria/Action 
 - - -------------------------------------------------------------------------- 
 1 Y SA=1.1.1.1-1.1.1.1,DA=2.2.2.2-2.2.2.5 
     SP=20-25,DP=20-25,P=6,T=NM,PR=0              |GW=192.168.1.1,T=MT,PR=0 
 2 N __________________________________________________________________________ 
     __________________________________________________________________________ 
 3 N __________________________________________________________________________ 
     __________________________________________________________________________ 
 4 N __________________________________________________________________________ 
     __________________________________________________________________________ 
 5 N __________________________________________________________________________ 
     __________________________________________________________________________ 
 6 N __________________________________________________________________________ 
     __________________________________________________________________________ 

Enter Policy Rule Number (1-6) to Configure: 
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39-4   IP 

     MD 

     MT 

     MR 

     MC 

 1  6  25.1.1 –  IP ( .

). .

. 39-3  25.1.1 -  IP 

.

. 39-2  25.1.1 -  IP 

Policy Set Name (
)

,  25 – 
 IP.

Active ( )  [SPACE BAR]  [ENTER] Yes ( )
 No ( ) .

 25 SMT  "–". 

Criteria ( ):

Menu 25.1.1 - IP Routing Policy 

          Policy Set Name= test  
          Active= Yes  
          Criteria:  
            IP Protocol    = 6  
            Type of Service= Normal Packet length= 40 
            Precedence     = 0   Len Comp= N/A 
            Source:  
              addr start= 1.1.1.1 end= 1.1.1.1 
              port start= 20 end= 20 
            Destination:  
              addr start= 2.2.2.2 end= 2.2.2.2 
              port start= 20 end= 20 
          Action= Matched  
            Gateway addr   = 192.168.1.1 Log= No 
            Type of Service= Max Thruput  
            Precedence     = 0  

Press ENTER to Confirm or ESC to Cancel: 

Press Space Bar to Toggle. 
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 IP  39-5 

. 39-2  25.1.1 -  IP 

IP Protocol (
IP)

 4, : UDP, TCP, ICMP, . .

Type of Service (
) Don’t Care ( ), Normal ( ), Min Delay 

( ), Max Thruput (
), Min Cost ( ) Max Reliable 

( ).

Precedence 
( )

.  [SPACE 
BAR]  [ENTER] 0 7 Don’t Care 
( ).

Packet Length (
)

 ( ). Len 
Comp ( ) .

Len Comp 
(

)

 [SPACE BAR]  [ENTER] 
: Equal ( ), Not Equal ( ), Less ( ), Greater 

( ), Less or Equal ( ) Greater or Equal 
( ).

Source ( ):

addr start / end  IP- .

port start / end ;
 TCP/UDP. 

Destination ( ):

addr start / end  IP- .

port start / end ;
 TCP/UDP. 

Action ( ) ,
Matched Not Matched .

Gateway addr (
)

.
,  OMNI ADSL,  LAN, 

 IP- .
 0.0.0.0. 

Type of Service (
)

 TOS .
No 

Change ( ), Normal ( ), Min Delay (
), Max Thruput ( ), Max



 OMNI ADSL LAN 

39-6   IP 

. 39-2  25.1.1 -  IP 

Reliable ( ) Min Cost (
).

Precedence 
( )

.
0 7 No Change ( ).

Log ( )  [SPACE BAR]  [ENTER] Yes
.

 "Press [ENTER] to confirm or ESC to 
cancel"  [ENTER] ,

 [ESC] .

39.5  IP 

 IP .

39.5.1  IP  Ethernet 

 3 –  Ethernet  "2"  3.2 –  TCP/IP 

DHCP  Ethernet.

 IP (  12), , ., 2, 4, 7, 9. 

. 39-4  3.2 -  TCP/IP  DHCP  Ethernet 

Menu 3.2 - TCP/IP and DHCP Ethernet Setup 

DHCP Setup: 
  DHCP= None 
  Client IP Pool Starting Address= N/A 
  Size of Client IP Pool= N/A 
  Primary DNS Server= N/A 
  Secondary DNS Server= N/A 
  Remote DHCP Server= N/A 
TCP/IP Setup: 
  IP Address= 192.168.1.1 
  IP Subnet Mask= 255.255.255.0 
  RIP Direction= Both 
    Version= RIP-2B 
  Multicast= IGMP-v2 
  IP Policies= 2,4,7,9 
  Edit IP Alias= No 

Press ENTER to Confirm or ESC to Cancel: 

IP
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 IP  39-7 

 11.3 ( ) (- ) (- )  IP 

. ,

.

. 39-5  11.3 - 

39.6  IP 

,

 Web- , ,  FTP-

, . . .

Menu 11.3 - Remote Node Network Layer Options 

  IP Options:                        Bridge Options: 
    IP Address Assignment= Static      Ethernet Addr Timeout (min)= 0 
    Rem IP Addr: 0.0.0.0
    Rem Subnet Mask= 0.0.0.0
    My WAN Addr= 0.0.0.0
    NAT= Full Feature 
      Address Mapping Set= 2 
    Metric= 2 
    Private= No 
    RIP Direction (  RIP)= Both
      Version= RIP-2B
    Multicast= IGMP-v2 
    IP Policies= 2,4,7,9 

Press ENTER to Confirm or ESC to Cancel: 

 IP. 
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39-8   IP 

. 396  IP

 Web- ,  IP-  192.168.1.33 

192.168.1.64,  WAN OMNI ADSL, 

.

Step 1.  25. 

Step 2.  25.1.1 -  IP,

.
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 IP  39-9 

. 39-7  IP 

Step 3.  25.1 -  IP ,

.

Step 4.  25. 

Step 5.  25.1 ,

-  (IP=0.0.0.0 - )

 TCP  FTP  (192.168.1.100). 

                          Menu 25.1.1 - IP Routing Policy 

          Policy Set Name= set1  
          Active= Yes  
          Criteria ( ):
            IP Protocol    = 6  
            Type of Service= Don't Care Packet length= 10 
            Precedence     = Don't Care   Len Comp= N/A 
            Source: ( )    

              addr start= 192.168.1.2 end= 192.168.1.64 
              Port Start= 0               End= N/A 
            Destination: ( :)
              addr start= 0.0.0.0               End= N/A 
              port start= 80                    end= 80 
          Action= Matched  
            Gateway addr   = 192.168.1.1        Log= No 
            Type of Service= No Change  
            Precedence     = No Change  

                    Press ENTER to Confirm or ESC to Cancel: 
Press Space Bar to Toggle. 
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39-10   IP 

. 39-8-  IP 

Step 6.  25.1 -  IP ,

.

Step 7.  3.2, .

. 39-9   IP 

Menu 3.2 - TCP/IP and DHCP Ethernet Setup 

                    DHCP Setup 
                      DHCP= Server 
                      Client IP Pool Starting Address= 192.168.1.33 
                      Size of Client IP Pool= 64 
                      Primary DNS Server= 0.0.0.0 
                      Secondary DNS Server= 0.0.0.0 
                      Remote DHCP Server= N/A 
                    TCP/IP Setup: 
                      IP Address= 192.168.1.1 
                      IP Subnet Mask= 255.255.255.0 
                      RIP Direction= Both 
                        Version= RIP-1 
                      Multicast= None 

IP Policies= 1,2 
                      Edit IP Alias= No 

                    Press ENTER to Confirm or ESC to Cancel: 

Press Space Bar to Toggle.

Menu 25.1.1 - IP Routing Policy 

          Policy Set Name= set2  

          Active= Yes  
          Criteria ( ):
            IP Protocol    = 6  
            Type of Service= Don't Care Packet length= 10 
            Precedence     = Don't Care   Len Comp= N/A 
            Source ( ):     
              addr start= 0.0.0.0 End= N/A 
              Port Start= 0                       End= N/A 
            Destination:  
              addr start= 0.0.0.0                 End= N/A 
              Port Start= 20                      end= 21 
          Action= Matched  

Gateway addr  =192.168.1.100 Log= No 

            Type of Service= No Change  
            Precedence     = No Change  

                    Press ENTER to Confirm or ESC to Cancel: 
Press Space Bar to Toggle. 
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Chapter 40

 (  PPPoA 
PPPoE) .

40.1

 OMNI ADSL 

,

. -

 ( ,

).  11.1 - 

. ,  "26" 

26 - , .

. 40-1  26 - 

,

. .,

 1, 2, 3  4,  1  2, 3  4, 

OMNI ADSL .  2 

 3  4 .

 12 ,

.

Menu 26 - Schedule Setup 

Schedule
Set # 
------

1
2
3
4
5
6

Name
-----------------

AlwaysOn
______________
______________
______________
______________
______________

 Schedule 
Set # 
------

7
8
9
10
11
12

Name ( )
------------------

______________
______________
______________
______________
______________
______________

Enter Schedule Set Number to Configure= 

Edit Name=

Press ENTER to Confirm or ESC to Cancel: 
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40-2  

Edit Name 
( ) [SPACE BAR] [ENTER] (

).

 26 (1-12) [ENTER] 
 26.1 — , .

. 40-2  26.1 - 

, OMNI ADSL .

, ,

Duration ( ).

. 40-1  26.1 - 

Active
( )

 [SPACE BAR] Yes No.
Yes  [ENTER] 

.

Yes

Start Date 
(

)

 " - -
".  5 

 2036 .

2000-01-01 

 26.1 - Schedule Set Setup 

Active= Yes 
Start Date(yyyy/mm/dd) = 2000 – 01 - 01 
How Often= Once 
Once:
  Date(yyyy/mm/dd)= 2000 – 01 - 01 
Weekdays:
  Sunday= N/A 
  Monday= N/A 
  Tuesday= N/A 
  Wednesday= N/A 
  Thursday= N/A 
  Friday= N/A 
  Saturday= N/A 
Start Time (hh:mm)= 00 : 00 
Duration (hh:mm)= 00 : 00 
Action= Forced On 

                   Press ENTER to Confirm or ESC to Cancel: 
       Press Space Bar to Toggle 
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  40-3 

. 40-1  26.1 - 

How Often 
(

)
?  [SPACE BAR] 

[ENTER] : Once 
( ) Weekly ( ).

. Once,
 (N/A). Once ,

.

Once 
( )

Once
(

):     

Date
( )

How Often Once,
- -

.

2000-01-01 

Weekday 
(

):

Day 
( )

How Often Weekly,  ( )
 ( )

 ( )  [SPACE 
BAR] Yes,  [ENTER]. 

Yes

No

N/A 

Start Time 
(

)

 " -
".

09:00

Duration 
(

)

 " - ".
08:00
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40-4  

. 40-1  26.1 - 

Action
( )

Forced On ( ) ,
-

,
Duration.

Forced Down ( ) ,
-

.

Enable Dial-On-Demand ( )
, - .

Disable Dial-On-Demand ( )
, -

.

Forced On 

 “Press ENTER to confirm or ESC to cancel" 
 [ENTER]  -  [ESC] 

.

( ). "11", .

[SPACE BAR] Encapsulation ( ) ,

PPPoE PPPoA [ENTER]  ( . ). 
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  40-5 

. 40-3 
(PPPoE)

,

. .

                         Menu 11.1 - Remote Node Profile 

     Rem Node Name= ChangeMe             Route= IP 
     Active= Yes Bridge= No 

     Encapsulation= PPPoE                Edit IP/Bridge= No 
     Multiplexing= VC-based Edit ATM Options= No 
     Service Name= Telco Option: 

   Allocated Budget(min)= 0 
       Rem Login=   Period(hr)= 0 
       Rem Password= ********   Schedules= 1,2,3,4
     Outgoing=                             Nailed-Up Connection= No 
       My Login=? 
       My Password= ******** Session Options: (

)
       Authen= CHAP/PAP   Edit Filter Sets= No 
                                          Idle Timeout(sec)= 100 

Edit Traffic Redirect= No 

Press ENTER to Confirm or ESC to Cancel:



: VPN/IPSec (  IPSec)  Internal 
SPTGEN ( )

XI

Part XI: 

: VPN/IPSec (

 IPSec)  Internal 

SPTGEN (

)

 VPN/IPSec (

 IPSec)  Internal SPTGEN (

)  OMNI ADSL. 



: VPN/IPSec (  IPSec)  Internal 
SPTGEN ( )

XII

. ,  Web-

,

, .
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Chapter 41

 VPN/IPSec 
 SMT .

41.1  VPN/IPSec 
 SMT-  VPN/IPSec :

1.  27.1  VPN, , IP-

, IP- .

2.  27.2 - SA Monitor ( )

( ) SA- .

 VPN. 

. 41-1  SMT VPN 

 "27"  VPN, .
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41-2   VPN/IPSec 

. 41-2  27 —  VPN/IPSec 

41.2  IPSec 
 27  "1" [ENTER]  27.1 —  IPSec.

 ( )  ( )

IPSec.  IPSec ,

.

. 41-3  27.1 —  IPSec 

Menu 27.1 – IPSec Summary 

# Name A Local Addr Start - Addr End / Mask Encap IPSec Algorithm 

 Key Mgt  Remote Addr Start - Addr End / Mask  Secure GW Addr 
--- -------- - ------------------ ------------------ ------ ------------------ 
001 Taiwan Y 192.168.1.35 192.168.1.38 Tunnel ESP DES MD5 
 IKE  172.16.2.40 172.16.2.46  193.81.13.2 
002 zw50 N 1.1.1.1 1.1.1.1 Tunnel AH SHA1 
 IKE  4.4.4.4 255.255.0.0  zw50test.zyxel. 
003 China N 192.168.1.40 192.168.1.42 Tunnel ESP DES MD5 

 IKE  N/A N/A  0.0.0.0 
004       
       
005       
       

                Select Command= None Select Rule= N/A 
Press ENTER to Confirm or ESC to Cancel: 

                     Menu 27 - VPN/IPSec Setup 

             1. IPSec Summary 
             2. SA Monitor 
             3. View IPSec Log 

                   Enter Menu Selection Number: 
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 VPN/IPSec  41-3

.

. 41-1  27.1 —  IPSec 

# ( )  VPN. 1 

Name ( )
 VPN.  32 ,

.

Taiwan 

A ( ) Y ,  VPN . Y

Local Addr 
Start (

 IP-
)

Addr Type  27.1.1 -  IPSec 
Single,  IP-

 OMNI ADSL. 

Addr Type  27.1.1 -  IPSec 
Range,  IP-  ( )

 OMNI ADSL.  

Addr Type  27.1.1 -  IPSec 
SUBNET,  IP-

 OMNI ADSL. 

192.168.1.35

Addr End / 
Mask
(  IP-

/
)

Addr Type  27.1.1 -  IPSec 
Single,  IP-  ( ),

Local Addr Start.
Addr Type  27.1.1 -  IPSec 

Range,  IP-  ( )
 OMNI ADSL.

Addr Type  27.1.1 -  IPSec 
SUBNET,

 OMNI ADSL. 

192.168.1.38

Encap Tunnel ( ) Trunsport 
( ) . . .

???,
 VPN  27.1.1.1  27.1.1.2. 

Tunnel 
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41-4   VPN/IPSec 

. 41-1  27.1 —  IPSec 

IPSec
Algorithm
(

)

,
 SA. ESP

 IP. : 56-
DES  168- 3DES.

NULL .

AH (Authentication Header/
)

 IP- .
 IP- .

. AH
MD5 (  - 128 ) SHA -

1(160 ).

AH, ESP
 OMNI ADSL 

( ).

???,
 VPN  27.1.1.1  27.1.1.2. 

ESP DES MD5 

Key Mgt 
(

)
SA (IKE Manual ( )).

IKE

Remote Addr 
Start (

 IP-
)

Addr Type  27.1.1 -  IPSec 
Single,  IP-  ( ) ,

 IPSec- .

Addr Type  27.1.1 -  IPSec 
Range,  IP-  ( )

,  IPSec- 
.

Addr Type  27.1.1 -  IPSec 
SUBNET,  IP-  ( ) ,

 IPSec- .

Secure Gateway Addr  SMT 27.1.1 
0.0.0.0,  (N/A.)

172.16.2.40
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. 41-1  27.1 —  IPSec 

Remote Addr 
End
(

)

Addr Type  27.1.1 -  IPSec 
Single,  IP-  ( ),

Remote Addr Start.

Addr Type  27.1.1 -  IPSec 
Range,  IP-  ( )

,  IPSec- 
.

Addr Type  27.1.1 -  IPSec 
SUBNET, ,

 IPSec- .

Secure Gateway Addr  SMT 27.1.1 
0.0.0.0,  (N/A)

172.16.2.46 

Secure GW 
Addr (IP-

)

 IP-
 (  15 )  IPSec, 

 VPN- . Secure 
Gateway Addr  SMT 27.1.1  0.0.0.0, 

0.0.0.0.

193.81.13.2 

Select
Command
(

)

 [SPACE BAR] None,
Edit, Delete, Go To Rule, Next Page  Previous Page,

 [ENTER]. Edit, Delete Go To
.

 “Press ENTER to Confirm…” 
None [ENTER]. 

Edit.
 Delete.

, ,
.  VPN 

.

Go To Rule.

Next Page Previous Page, .

None 

Select Rule  VPN, 
,  [ENTER]. 

3
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41-6   VPN/IPSec 

. 41-1  27.1 —  IPSec 

 "Press Enter to Confirm…" 
 [ENTER] ,  [ESC] 

.

41.3  IPSec 
Select Command ( ) Edit ( );

Select Rule ( ) [ENTER]
 VPN .

 VPN, 
 27.1.1.1  27.1.1.2.. 
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. 41-4  27.1.1 —  IPSec 

.

. 41-2  27.1.1 —  IPSec 

Index  VPN, . 1

Name ( )  VPN. 
 32 ,  27.1 -  IPSec 

 10. 

Taiwan 

Active
( )

 [ 
SPACE BAR] Yes No.
VPN, Yes  [ENTER]. 

 VPN , .

Yes

Keep Alive 
(

)

 [SPACE BAR] : Yes
No. Yes  [ENTER], 

 OMNI ADSL 
 SA  SA, 

.  IPSec 
.

No

                     Menu 27.1.1 – IPSec Setup 

  Index= 1         Name= Taiwan 
  Active= Yes      Keep Alive= No     
 Local ID type= IP       Content= 
  My IP Addr= 0.0.0.0 
 Peer ID type= IP        Content= 
  Secure Gateway Address= zw50test.zyxel.com.tw 
  Protocol= 0             DNS Server= 0.0.0.0 
 Local:     Addr Type= SINGLE  
  IP Addr Start= 1.1.1.1 End/Subnet Mask= N/A 
     Port Start= 0 End= N/A 
 Remote:     Addr Type= SUBNET  
  IP Addr Start= 4.4.4.4 End/Subnet Mask= 255.255.0.0 
     Port Start= 0 End= N/A 
  Enable Replay Detection = No 
  Key Management= IKE 
  Edit Key Management Setup= No 

                  Press ENTER to Confirm or ESC to Cancel: 
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41-8   VPN/IPSec 

. 41-2  27.1.1 —  IPSec 

Local ID type 
(

)

 [SPACE BAR] IP, DNS, E-mail
 [ENTER].  

IP  OMNI 
ADSL  IP- .

DNS  OMNI 
ADSL .

E-mail  OMNI 
ADSL  E-Mail .

Content 
( )

Local ID Type IP,  IP-
,

 OMNI ADSL 
 IP- .

Local ID Type DNS,
 (  31 )

 OMNI ADSL.

Local ID Type E-mail,  E-
Mail  (  31 )
OMNI ADSL.

 E-Mail , Content,

.

My IP Addr 
(IP-
OMNI ADSL) 

 IP-  OMNI ADSL. 
0.0.0.0,  VPN OMNI ADSL 

 IP-  (
).

 IP-  VPN .

0.0.0.0

Peer ID type 
(

)

 [SPACE BAR] IP, DNS, E-mail
 [ENTER].  

IP
IPSec  IP- .

DNS
 IPSec .

E-mail
 E-Mail .



 OMNI ADSL LAN 

 VPN/IPSec  41-9

. 41-2  27.1.1 —  IPSec 

Content 
( )

Peer ID Type IP ,  IP-
,  VPN, 

,  OMNI ADSL 
Secure Gateway 

Address.

Peer ID Type DNS,
 (  31 )

 IPSec 
.

Peer ID Type E-mail,  E-
Mail  (  31 )
IPSec.

 E-Mail , Content,

.  IP-
Secure 

Gateway Address.

Secure
Gateway 
Address (IP-

)

 IP-
(  31 )  IPSec, 
VPN- .

 IPSec  IP-
,  0.0.0.0 (

Key Management IKE, . ).

Zw50test.com.
tw

Protocol
( )

 "1"  ICMP, "6" -  TCP, "17" -  UDP, . .. "0" - 
 " ". 

0

DNS Server 
(  DNS) 

 DNS,  VPN, 
 IP- . OMNI ADSL 

 DNS  DHCP  OMNI ADSL,  IP-
,

IPSec.

 DNS  VPN 
 VPN  ( ) .



 OMNI ADSL LAN 

41-10   VPN/IPSec 

. 41-2  27.1.1 —  IPSec 

Local
( )

 IP-
 IP-  IPSec. 

 SA 
 IP-  ( ) .

 SA 
IP- , .

 SA  IP-
,

.

Addr Type 
(  IP-

)

 [SPACE BAR] SINGLE, RANGE
SUBNET  [ENTER].  IP-
SINGLE. RANGE.

 IP- ,
SUBNET.

SINGLE

IP Addr Start 
(  IP-

)

Addr Type Single,
 IP- ,

Perstige.

Addr Type Range,
 IP-  ( )

,  OMNI ADSL.

Addr Type SUBNET,
 IP-  ( ) ,

 OMNI ADSL. 

192.168.1.35

End/Subnet 
Mask

(
IP-

/
)

Addr Type Single,  (N/A). 

Addr Type Range,
 IP-  ( )

,  OMNI ADSL.

Addr Type SUBNET,
,

OMNI ADSL. 

192.168.1.38
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. 41-2  27.1.1 —  IPSec 

Port Start 
(

)

"0" .
 (  0  65535).  VPN, 

,
,

.

: 21 - FTP; 53 - 
DNS; 23 - Telnet; 80 - HTTP; 25 - SMTP; 110 - POP3 

0

End
(

)

, .
.

Port Start  "0",  (N/A).

N/A

Remote
(
IP- )

 IP-
 IP-  IPSec. 

Secure Gateway Address  0.0.0.0, 
 (N/A).

 SA 
 IP-  ( ) .

 SA 
IP- , .

 SA  IP-
,

.

Addr Type 
(  IP-

)

 [SPACE BAR] SINGLE, RANGE
SUBNET  [ENTER].  IP-
SINGLE. RANGE.

 IP- ,
SUBNET.

SUBNET



 OMNI ADSL LAN 

41-12   VPN/IPSec 

. 41-2  27.1.1 —  IPSec 

IP Addr Start 
(  IP-

)

Addr Type Single,
 IP- ,

 IPSec. 

Addr Type Range,
 IP-  ( ) ,

 IPSec. 

Addr Type SUBNET,  IP-
 ( ) ,

 IPSec. 

Secure Gateway Address  0.0.0.0, 
 (N/A)

4.4.4.4

End/Subnet 
Mask

(
IP-

/
)

Addr Type Single,  (N/A). 

Addr Type Range,
 IP-  ( ) ,

 IPSec.

Addr Type SUBNET,
,

 IPSec. 

Secure Gateway Address  0.0.0.0, 
 (N/A)

255.255.0.0 

Port Start 
(

)

"0" .
 (  0  65535). -

 IPSec ,

,  VPN. 

: 21 - FTP; 53 - 
DNS; 23 - Telnet; 80 - HTTP; 25 - SMTP; 110 - POP3. 

0

End
(

)

, .
.

Port Start  "0",  (N/A).
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. 41-2  27.1.1 —  IPSec 

Enable Replay 
Detection 
(

)

 VPN 
,  "

" (DoS). ,
IPSec, , ,

,
, .

Yes .

 [SPACE BAR] Yes No.
Yes

 [ENTER]. 

No

Key 
Management 
(

)

 [SPACE BAR] IKE
Manual,  [ENTER]. 

, - IKE.

IKE

Edit Key 
Management 
Setup
(

)

 [SPACE BAR] No
Yes,  [ENTER] 

 ( ). Key Management
IKE,  27.1.1.1 –  IKE.

Key Management  Manual,
 27.1.1.2 – .

No

 "Press Enter to Confirm…" 
 [ENTER] ,  [ESC] 

.

41.4 IKE Setup 
Key Management ( )  27.1.1 – 

IPSec  IKE. Edit Key Management Setup 

( )  27.1.1 –  IPSec; [SPACE
BAR] Yes, [ENTER]  27.1.1.1 –  IKE.
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. 41-5  —  IKE 

.

. 41-3  27.1.1.1 -  IKE

Phase 1

Negotiation 
Mode (

)

 [SPACE BAR] Main Aggressive, 
 [ENTER]. . .

 SA 
.

Main

PSK (Pre-
Shared Key) 

(

)

 OMNI ADSL  VPN 
.

.
;  31 

. , ,
.

 VPN 
.

,  “PYLD_MALFORMED” (
).

Menu 27.1.1.1 - IKE Setup 

          Phase 1 
            Negotiation Mode= Main 
            PSK= 123456789
            Encryption Algorithm= DES 
            Authentication Algorithm= SHA1 
            SA Life Time (Seconds)= 28800 
            Key Group= DH1 

          Phase 2 
            Active Protocol  = ESP 
            Encryption Algorithm  = DES 
            Authentication Algorithm  = SHA1 
            SA Life Time (Seconds)= 28800 
            Encapsulation  = Tunnel 
            Perfect Forward Secrecy (PFS)= None 

                    Press ENTER to Confirm or ESC to Cancel: 
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 VPN/IPSec  41-15

. 41-3  27.1.1.1 -  IKE

Encryption 
Algorithm
(

)

DES ,
,

,
. DES  OMNI ADSL  56-

.

 Triple DES (3DES) -  DES, 
168- . , 3DES
DES. ,

.

 [SPACE BAR] 3DES DES,
 [ENTER]. 

DES

Authentication 
Algorithm

(

)

MD5 (Message Digest 5 (  5)) SHA1
(Secure Hash Algorithm ( )).
SHA1 , MD5, .

 [SPACE BAR] SHA1 MD5,
 [ENTER]. 

SHA1 

SA Life Time 
(Seconds) 

(
SA, )

, ,

.  60  3000000 
(  35 ).

SA Life Time ,  VPN 
.

 VPN 
, ,

.

28800 
(

)

Key Group 
(

)

.
DH1 ( ) -  1: 768-

. DH2 -  2: 1024-

.

DH1

Phase 2 (  2) 

Active Protocol 
(

)

 [SPACE BAR] ESP AH, 
 [ENTER]. . .

ESP
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41-16   VPN/IPSec 

. 41-3  27.1.1.1 -  IKE

Encryption 
Algorithm

(
)

 [SPACE BAR] NULL, 3DES DES,
 [ENTER]. 
NULL.

DES

Authentication 
Algorithm

(

)

 [SPACE BAR] SHA1 MD5,
 [ENTER]. 

MD5

SA Life Time 
(Seconds) 

(
SA, )

, ,

.  60  3000000 
(  35 ).

28800 
(

)

Encapsulation 
(

)

 [SPACE BAR] Tunnel ( )
Transport ( ),  [ENTER]. 

. .

Tunnel 

Perfect
Forward 

Secrecy (PFS) 
(

)

 SA-  IPSec  Perfect 
Forward Secrecy (PFS)  (None).

 IPSec, .
 [SPACE BAR] : DH1 DH2

 PFS. DH1 -  1: 
768- . DH2 -  2: 
1024-  (1 )  ( ,

).

None 

 "Press Enter to Confirm…" 
 [ENTER] ,  [ESC] 

.

41.5
 27.1.1.2 – 

Key Management  27.1.1 –  IPSec Manual.

, -

IKE.
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 VPN/IPSec  41-17

41.5.1 Active Protocol 

,

VPN. .  Web-  VPN 

.

. 41-4 :

MODE

Tunnel ( ) ESP 

Transport ( ) AH 

41.5.2  (Security Parameter Index, SPI) 

Edit Manual Setup  27.1.1 – 

 IPSec, [SPACE BAR] Yes, [ENTER]
 27.1.1.2 – .

. 41-6  27.1.1.2 - 

.

. 41-5  27.1.1.2 - 

Active Protocol 
(

)

 [SPACE BAR] ESP Tunnel, ESP
Transport, AH Tunnel AH Transport,  [ENTER]. 

ESP, AH Setup -  (N/A)

ESP Tunnel 

                 Menu 27.1.1.2 – Manual Setup 
     Active Protocol= ESP Tunnel 

 ESP Setup 
   SPI (Decimal)=  
   Encryption Algorithm= DES 
     Key1= 
     Key2= N/A 
     Key3= N/A 
   Authentication Algorithm= MD5  
     Key= N/A 
      
 AH Setup 
   SPI (Decimal)= N/A 
   Authentication Algorithm= N/A 
     Key= 

                  Press ENTER to Confirm or ESC to Cancel: 
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41-18   VPN/IPSec 

. 41-5  27.1.1.2 - 

ESP Setup 
(
ESP)

AH,
ESP -  (N/A).

SPI (Decimal) 
(SPI

( )) 

 1  999999 
 SPI ( ).

1234

Encryption 
Algorithm

(
)

 [SPACE BAR] NULL, 3DES DES,
 [ENTER]. Key1 ( )

DES Key1 - Key3 3DES.
NULL. NULL

.

DES

Key1 (  1) .
, , .

DES, Key1, 3DES - 
Key1 - Key3.

89abcde 

Key2 (  2) .
, , .

Key3 (  3) .
, , .

Authentication 
Algorithm

(

)

 [SPACE BAR] MD5 SHA1, 
 [ENTER].

MD5

Key ( ) ,
 IPSec. .  16 

MD5  20 - SHA-
1. , ,

.

123456789a
bcde

AH Setup 
(
AH)

ESP,
AH  (N/A).

SPI (Decimal) 
(SPI

( )) 

 1  999999 
 SPI ( ).

N/A 
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 VPN/IPSec  41-19

. 41-5  27.1.1.2 - 

Authentication 
Algorithm

(

)

 [SPACE BAR] MD5 SHA1, 
 [ENTER]. 

N/A 

Key ( ) ,
 IPSec. .  16 

MD5  20 - SHA-
1. , ,

.

N/A 

 "Press Enter to Confirm…" 
 [ENTER] ,  [ESC] 

.
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 SA  42-1

Chapter 42

 SA 

 SA  SMT 27.2. 

42.1  SA 
Security Association (SA - ) - 

 VPN.  ( . )  VPN.  

 SA 
.

 " "

 SA. .  Web-

 OMNI ADSL 
, .

42.2  SA 
1.  VPN 

Refresh.

2. Disconnect.

 27 -  VPN/IPSec  "2" [ENTER] 
27.2 -  SA.
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42-2   SA 

. 42-1  27.2 -  SA 

.

. 42-1  27.2 -  SA 

# ( )  " ".

Name ( )
 VPN. 

,  IP 
 IP- .

 IP-  0.0.0.0 ( .
),

VPN.  IP- ,
 27.1.1. –  IPSec.

,  VPN, 
,

.

Taiwan 

Encap. Tunnel ( ) Transport 
( ) . . .

Tunnel 

IPSec ALgorithm 
(

)

,
 SA. ESP

 IP. : 56-
DES  168- 3DES.

NULL .

ESP DES 
MD5

Menu 27.2 - SA Monitor 

 # Name   Encap. IPSec ALgorithm 
--- -------------------------------- --------- ---------------- 
001 Taiwan : 3.3.3.1 – 3.3.3.3.100 Tunnel ESP DES MD5 
002    
003    
004    
005    
006    
007    
008    
009    
010    
 Select Command= Refresh 
 Select Connection= N/A 

Press ENTER to Confirm or ESC to Cancel: 
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 SA  42-3

. 42-1  27.2 -  SA 

 SA AH ESP.

 IP. 
 IP- .

.
AH MD5 (  - 128 

) SHA -1(160 ).

AH, ESP
 OMNI ADSL 

( ).

Select Command 
( )

 [SPACE BAR] 
Refresh, Disconnect, None, Next Page Previous Page,

 [ENTER]. Disconnect
. Refresh 
 VPN. None

 “Press ENTER to Confirm…”. 

Next Page Previous Page, .

Refresh 

Select
Connection 

(
)

 VPN, ,
 [ENTER]. 

1

 "Press Enter to Confirm…" 
 [ENTER] ,  [ESC] 

.

42.3  IPSec 
 IPSec  IKE  "3"  27 

[ENTER],  IPSec, .

 VPN- .
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42-4   SA 

. 42-2  IPSec  VPN-

42.3.1  IPSec  VPN-

 VPN-

.

 42-1  IPSec  VPN-

;

, .

 (!!) 
.

Index:    Date/Time:               Log: 
------------------------------------------------------------
 001    01 Jan 08:02:22    Send Main Mode request to <192.168.100.101> 
 002    01 Jan 08:02:22    Send:<SA> 
 003    01 Jan 08:02:22    Recv:<SA> 
 004    01 Jan 08:02:24    Send:<KE><NONCE> 
 005    01 Jan 08:02:24    Recv:<KE><NONCE> 
 006    01 Jan 08:02:26    Send:<ID><HASH> 
 007    01 Jan 08:02:26    Recv:<ID><HASH> 
 008    01 Jan 08:02:26    Phase 1 IKE SA process done 
 009    01 Jan 08:02:26    Start Phase 2: Quick Mode 
 010    01 Jan 08:02:26    Send:<HASH><SA><NONCE><ID><ID> 
 011    01 Jan 08:02:26    Recv:<HASH><SA><NONCE><ID><ID> 
 012    01 Jan 08:02:26    Send:<HASH> 
 Clear IPSec Log (y/n): 

Index:    Date/Time:               Log: 
------------------------------------------------------------
 001    01 Jan 08:08:07    Recv Main Mode request from <192.168.100.100> 
 002    01 Jan 08:08:07    Recv:<SA> 
 003    01 Jan 08:08:08    Send:<SA> 
 004    01 Jan 08:08:08    Recv:<KE><NONCE> 
 005    01 Jan 08:08:10    Send:<KE><NONCE> 
 006    01 Jan 08:08:10    Recv:<ID><HASH> 
 007    01 Jan 08:08:10    Send:<ID><HASH> 
 008    01 Jan 08:08:10    Phase 1 IKE SA process done 
 009    01 Jan 08:08:10    Recv:<HASH><SA><NONCE><ID><ID> 
 010    01 Jan 08:08:10    Start Phase 2: Quick Mode 
 011    01 Jan 08:08:10    Send:<HASH><SA><NONCE><ID><ID> 
 012    01 Jan 08:08:10    Recv:<HASH> 
 Clear IPSec Log (y/n): 
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 (Internal SPTGEN)  

Chapter 43

 (Internal 
SPTGEN)

43.1

 SPTGEN (System Parameter Table Generator - )

,

 OMNI ADSL.  SPTGEN 

,

,

 OMNI ADSL.  

43.2
 SPTGEN :

<field identification number ( ) = field name (
) = parameter values allowed (

)= input>, 

<input> <parameter values allowed (

)>.

 SPTGEN. 



 OMNI ADSL LAN 

43-2  
 (Internal SPTGEN) 

. 43-1 :

,
Input.

. :  SPTGEN.

43.2.1  SPTGEN -  - 

 “=” .

. , Configured  1 

( . . 43-1) .

Input, OMNI ADSL 

, Field Identification Number (

). . 43-2, , ,

/ Menu 1 General Setup

  10000000 = Configured                 <0(No)| 1(Yes)>       = 1     
  10000001 = System Name                <Str>                 = OMNI ADSL 
  10000002 = Location                   <Str>                 =      
  10000003 = Contact Person’s Name      <Str>                 =      
  10000004 = Route IP                   <0(No)| 1(Yes)>       = 1     
  10000005 = Route IPX                  <0(No)| 1(Yes)>       = 0              
  10000006 = Bridge                     <0(No)| 1(Yes)>       = 0              

Field Name ( ).
,

. : Configured 

 “=” 
,

.

.

Field
Identification Number 
(

).

Field 
Name ( )

.
: 10000000 

Input 
(

) . 

 “=”. 
,

Parameter Values Allowed 
( ).

.
,

 (<Str> ,
).

Input.
: <0(No) | 1(Yes)>
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 (Internal SPTGEN)  

 OMNI ADSL, ,  “0”  “1”, Input

Field Identification Number ( ) 1000000 ( . . 43-1).  

. 43-2 :

 OMNI ADSL .

. 43-3 :

43.3  SPTGEN  FTP 

. 43-4  SPTGEN  FTP

field value is not legal error:-1 
ROM-t is not saved, error Line ID:10000000 
reboot to get the original configuration 
Bootbase Version: V2.02 | 2/22/2001 13:33:11 
RAM: Size = 8192 Kbytes 
FLASH: Intel 8M *2 

Please wait for the system to write SPT text file(ROM-t)... 
Bootbase Version: V2.02 | 2/22/2001 13:33:11 
RAM: Size = 8192 Kbytes 
FLASH: Intel 8M *2 

 c:\ftp 192.168.1.1 
 220 PPP FTP version 1.0 ready at Sat Jan 1 03:22:12 

2000
 User (192.168.1.1:(none)): 
 331 Enter PASS command 

:
 230 Logged in 
 ftp> bin 
 200 Type I OK 
 ftp> get rom-t 
 ftp>bye 
 c:\edit rom-t 
 (edit the rom-t text file by a text editor and save 

it)

1.  FTP- .

2.  "bin". 
 “bin” 

.

3. Get "rom-t" file. 
 “get” 

OMNI ADSL .
“rom-t” 

OMNI ADSL

4.  "rom-t"  (
) FTP
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43-4  
 (Internal SPTGEN) 

 “rom-t” 
,  “rom-t” 

OMNI ADSL. 

43.4  SPTGEN  FTP 

. 43-5  SPTGEN  FTP 

 c:\ftp 192.168.1.1 
 220 PPP FTP version 1.0 ready at Sat Jan 1 03:22:12 

2000
 User (192.168.1.1:(none)): 
 331 Enter PASS command 

:
 230 Logged in 
 ftp> bin 
 200 Type I OK 
 ftp> put rom-t 
 ftp>bye 

1.  FTP- .

2.  "bin".  “bin” 

3. Upload your “rom-t” file from your 
computer to the OMNI ADSL using the 
“put” command. computer to the OMNI 
ADSL

4.  FTP- .



XII

Part XII: 

,
.
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   A-1 

Appendix A

.

A.1

.

A.1.1

PWR ( ) .

 A-1 

1 ,  OMNI ADSL  OMNI ADSL 
. .

2  OMNI ADSL , ,
OMNI ADSL .

3  OMNI ADSL. 

4 , , .
.

A.1.2  LAN 

 LAN ( ) .

 A-2  LAN 

1  Ethernet  OMNI ADSL, 
.

2  Ethernet .
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A-2

 A-2  LAN 

3 ,  Ethernet .

4 ,
.

A.1.3  DSL 

 DSL ( ) .

 A-3  DSL 

1  DSL  OMNI 
ADSL .

2 ,
 DSL. 

3  ADSL 
DSLAM. .  (Web-

)  "  (SMT)". 

4 ,
.

A.2

 OMNI ADSL .

 A-4 

1 ,  OMNI ADSL .
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   A-3 

 A-4 

2 ,

.

:

 VT100. 

,
 - 9600 / . ,

,
.

, 8 , 1 - ,
 None. 

3 , .
1234.  

, .  A.5.

A.3 Telnet  

 OMNI ADSL  Telnet. 

 A-5  Telnet 

1  LAN  Ethernet. 

2 ,  IP-  OMNI ADSL. 
 IP-  OMNI ADSL. 

3  OMNI ADSL - .

 OMNI ADSL ,  IP- ,
 OMNI ADSL . ,

 IP- . ,
IP- , ,  OMNI ADSL.  

4 , .
1234. 

, .  A.5.

5 , .

A.4 Web-

 Web- .
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A-4

 A-6  Web-

1 ,  IP-  OMNI ADSL. 
 IP-  OMNI ADSL. 

2 , .

3 ,  Web. 
 IP- ,  IP-

. .
.

4  WAN ,
 WAN ( ).

5  LAN IP-  OMNI ADSL 
.

6  IP-  OMNI ADSL  LAN,  URL. 

7  SMT 3.1 (LAN)  11.5 (WAN), 
 Web. 

8 .  A.9.

 Web- .

 A-7 -

1 ,  Internet Explorer 5.0 
.

2  web- .

 Internet Explorer Tools ( ), Internet Options ( ),
Delete Files ... ( ).

Delete Files ( ) Delete all offline content (
 offline) OK. (

- .)
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   A-5 

A.5

/ .

 A-8 

1 , ,
.

, .

2 RESET ,
. SYS , ,

,  OMNI ADSL. . Resetting the OMNI 
ADSL (  OMNI ADSL)

.

3 , , - “admin”. 
1234. Password Username . ,

.

4 ,
. ,

.

A.6

 OMNI ADSL  LAN -

 LAN. 

 A-9  LAN 

1  Ethernet .
,  LAN .

10M/100M , .  A.1.2.

2 ,  IP-  OMNI ADSL 
.

A.7

 ADSL. 
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A-6

 A-10  ADSL 

1  ADSL .
DSL  OMNI ADSL .

2 ,  VPI, VCI, 
- .

3  OMNI ADSL. ,
VPI, VCI, 

- .

-  IP- .

 A-11  WAN 

1 -  IP-
.

, MAC- .

2  PPPoE  PPoA . 
, Service Type ( ), User Name 

( ) Password ( ) ( ).
. "  WAN",  "Web- ", "

"(SMT). 

A.8

.

 A-12  Internet 

1 ,  OMNI ADSL .

2  DSL, .  A.1.3.

3  WAN. . "  WAN",  "Web-
", " ",  "

".

4 , .
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   A-7 

 A-12  Internet 

5 : ,  OMNI ADSL 
( )  ESSID,  WEP (

 WEP ).

.

 A-13 

1 . .  (SMT). 

2  PPPoA  PPPoE, 
. . WAN (Web- )

 (SMT). 

3 - .

A.9

 OMNI ADSL  LAN  WAN. 

 A-14 

1 .
 (SMT) 

, .

2  IP-
OMNI ADSL .

 IP-  OMNI ADSL 
.

3 .  A.6  LAN. 

.  A.7  WAN. 

4 .  A.4.
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A-8

A.10

- .

 A-15 
-

1  4  WAN ,
.

2  11.1 .

3 ,
- .
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Appendix B

 IP 
 IP  

. ,

,

.

 IP 

IP-  ( ), 

, , 192.168.1.1. IP- .

.

 “A”  0 .  “A” 

, .

 “B”  1  0 .

 “B” ,  - .

 “C”  ( )  1 1 0.  “C” 

, .

 “D”  1 1 1 0.  “D” 

. (  “E”, ).

 B-1  IP-

IP- :  1  2  3  4 

 A 0 

 B 10 

 C 110 

.

:



 OMNI ADSL LAN 

B-2  IP  

 “C” (8 - )  28 –2  254 .

 “B” (16 - )  216 –2  65534 .

 “A” (24 - )  224 –2  (  16 . ).  

 IP-  “A”  “0”, 

 “A”  0  127.  

,  “B”  “10”, ,

 “B”  128  191.  “C” 

 “110” , ,  192  223.  

 B-2  IP-

 ( )  ( )

 A 00000000 01111111  0  127 

 B 10000000 10111111  128  191 

 C 11000000 11011111  192  223 

 D 11100000 11101111  224  239 

, ,

 -  (  AND). 

 - 32 ;  IP- .  “1”, 

 IP- .

“0”,  IP- .

,  IP- .

" "  IP-  A, B  C .

 B-3 “ ”

CLASS NATURAL MASK 

A 255.0.0.0 

B 255.255.0.0 

C 255.255.255.0 
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 IP  B-3 

 IP- . ,

 C  24  8  - .

. ,

,

 32 .

, ,

 32- ,

, .

 “/”, .

, 192.1.1.0 /25  192.1.1.0  255.255.255.128.  

 “C” 

.

 B-4 

 IP-

255.255.255.0 /24 0000 0000 

255.255.255.128 /25 1000 0000 

255.255.255.192 /26 1100 0000 

255.255.255.224 /27 1110 0000 

255.255.255.240 /28 1111 0000 

255.255.255.248 /29 1111 1000 

255.255.255.252 /30 1111 1100 

 " "  “C”. , ,

,  " ". 

:

 “C” 192.168.1.0  255.255.255.0.  

IP-  192.168.1. 0 

IP-  ( ) 11000000.10101000.00000001. 00000000 

 255.255.255. 0 
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B-4  IP  

 ( ) 11111111.11111111.11111111. 00000000 

 (  “C”). 

.

 192.168.1.0  IP-

. “ ”  “0”, 

“1”, , , ; 192.168.1.0  255.255.255.128 

192.168.1.128  255.255.255.128. 

,
( ) ,

" "
.  " "

, .
 (  “ ”) 

, .

 B-5  1 

IP-  192.168.1. 0 

IP-  ( ) 11000000.10101000.00000001. 00000000 

 255.255.255. 128 

 ( ) 11111111.11111111.11111111. 10000000 

: 192.168.1.0 
: 192.168.1.1

: 192.168.1.127 
: 192.168.1.126 

 B-6  2 

IP-  192.168.1. 128 

IP-  ( ) 11000000.10101000.00000001. 10000000 

 255.255.255. 128 
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 IP  B-5 

 ( ) 11111111.11111111.11111111. 10000000 

: 192.168.1.128 
: 192.168.1.129

: 192.168.1.255 
: 192.168.1.254 

 7 , .

, ,

,

 27 – 2  126 

.

192.168.1.0  255.255.255.128 ,  192.168.1.127 

255.255.255.128 .

 IP- ,

,  192.168.1.1,  - 192.168.1.126. 

 192.168.1.129  192.168.1.254. 

:

 25-

 “C” . ,

 “C” ,  “ ”

: 00, 01, 10  11.  26 

(11111111.11111111.11111111.11000000)  255.255.255.192.  6 

,  26-2  62  (  "0" 

,  "1" - ).  

 B-7  1 

IP-  192.168.1. 0 

IP-  ( ) 11000000.10101000.00000001. 00000000 

 ( ) 11111111.11111111.11111111. 11000000 

: 192.168.1.0 
: 192.168.1.1

: 192.168.1.63 
: 192.168.1.62 
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B-6  IP  

 B-8  2 

IP-  192.168.1. 64 

IP-  ( ) 11000000.10101000.00000001. 01000000 

 ( ) 11111111.11111111.11111111. 11000000 

: 192.168.1.64 
: 192.168.1.65

: 192.168.1.127 
: 192.168.1.126 

 B-9  3 

IP-  192.168.1. 128 

IP-  ( ) 11000000.10101000.00000001. 10000000 

 ( ) 11111111.11111111.11111111. 11000000 

: 192.168.1.128 
: 192.168.1.129

: 192.168.1.191 
: 192.168.1.190 

 B-10  4 

IP-  192.168.1. 192 

IP-  ( ) 11000000.10101000.00000001. 11000000 

 ( ) 11111111.11111111.11111111. 11000000 

: 192.168.1.192 
: 192.168.1.193

: 192.168.1.255 
: 192.168.1.254 
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 IP  B-7 

,  27-  8  (001, 010, 011, 100, 101, 110).  

 IP-  C .

 B-11 

SUBNET

1 0 1 30 31 

2 32 33 62 63 

3 64 65 94 95 

4 96 97 126 127 

5 128 129 158 159 

6 160 161 190 191 

7 192 193 222 223 

8 224 223 254 255 

 “C”. 

 B-12  C 

" "

1 255.255.255.128 (/25) 2 126 

2 255.255.255.192 (/26) 4 62 

3 255.255.255.224 (/27) 8 30 

4 255.255.255.240 (/28) 16 14 

5 255.255.255.248 (/29) 32 6 

6 255.255.255.252 (/30) 64 2 

7 255.255.255.254 (/31) 128 1 

 A  B.

 “A”  “B” ,

,  - .
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B-8  IP  

 “B” ,

,  “A” -  ( .  B-1).

 “B”.  

 B-13  B 

" "

1 255.255.128.0 (/17) 2 32766 

2 255.255.192.0 (/18) 4 16382 

3 255.255.224.0 (/19) 8 8190 

4 255.255.240.0 (/20) 16 4094 

5 255.255.248.0 (/21) 32 2046 

6 255.255.252.0 (/22) 64 1022 

7 255.255.254.0 (/23) 128 510 

8 255.255.255.0 (/24) 256 254 

9 255.255.255.128 
(/25)

512 126 

10 255.255.255.192 
(/26)

1024 62 

11 255.255.255.224 
(/27)

2048 30 

12 255.255.255.240 
(/28)

4096 14 

13 255.255.255.248 
(/29)

8192 6 

14 255.255.255.252 
(/30)

16384 2 

15 255.255.255.254 
(/31)

32768 1 
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 IEEE 802.11  

Appendix C

 IEEE 802.11 

 (WLAN) 

,  ( ,

, . .)

.  LAN 

.

1. ,

, , , , ,

, .

2. ,

, , .

3.

.

4.

 - ,

 " ".

5. ,

,

.

 IEEE 802.11 

 1997  IEEE 802.11  (WLANs) 

.

.

 IEEE 802.11 ,

.

 -  - Direct 

Sequence Spread Spectrum  (DSSS)) 
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C-2  IEEE 802.11

 - Frequency-Hopping Spread Spectrum  (FHSS)  2,4  2,4825  - 

 ISM (Industrial, Scientific and Medical - ,

).

.

 LAN 

 LAN  LAN, 

 (STA), 

 Basic Service Set  (BSS). 

 LAN 

. ,

, ,

 (Independent Basic Service Set - IBSS). 

. ,  LAN. 

 C-1 

 LAN 

 LAN  (AP) 

, .

,
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 IEEE 802.11  

.

.

.

 (Extended Service Set - (ESS), ., 

 BSS ( ), 

,  (Distribution System - DS). 

DS ,  Ethernet 

LAN. ,

.

 C-2 ESS 
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PPPoE  D-1 

Appendix D

PPPoE
 PPPoE 

 ADSL  PPP  Ethernet (PPP  Ethernet, RFC 2516) 

 ATM (Permanent Virtual Circuit (PVC)), 

 xDSL,  PPP  ( . ).

 PVC  PPP  LAN.  PPPoE 

,

 PPP. 

 PPPoE 

PPPoE :

1.

 (DUN). 

2. , -

.  GSTN (PTSN  ISDN) 

.

3. -

 ( )

.

,

.



 OMNI ADSL LAN 

D-2  PPPoE 

 D-1 

 PPPoE 

 PPPoE  Ethernet ;

 PPP,  Ethernet  (Access 

Concentrator (AC)). ,  PPP 

- ,  (LAC) 

2 (L2TP).  L2TP  PPP. 

 PPPoE ,

,

- .  PPP  PC - .

OMNI ADSL  PPPoE 

 OMNI ADSL  PPPoE,  LAN 

" "  Ethernet  PPPoE. 

 PPPoE .
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PPPoE  D-3 

 D-2 OMNI ADSL  PPPoE 
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Appendix E

ATM , ,

, .

:

 ATM 

    

 E-1 

,  - , .

,

.  ATM VPI (Virtual Path Identifier - )

, , VCI (Virtual Channel Identifier - 

) .

VPI  VCI ,  ATM. 

.

 VPI/VCI .
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Appendix F

 IP-

 Ethernet 10M  100M  TCP/IP.  

Windows 95/98/Me/NT/2000, Macintosh OS 7 ,

 UNIX  LINUX ,

 TCP/IP .  Windows 3.1 

 TCP/IP .

TCP/IP  Windows NT/2000/XP, 

Macintosh OS 7 .

 TCP/IP 

TCP/IP  " " .

 IP- ,

, ,  IP- ,

,  LAN  OMNI ADSL. 

Windows 95/98/Me 



 OMNI ADSL LAN 

F-2   IP-

Start ( ), Settings ( ), Control 

Panel ( )

Network ( ) Network ( ).

Configuration Network 

. ,  TCP/IP  Microsoft. 

:

a. Add Network.

 b. Adapter Add.

 c. OK

 TCP/IP: 

a. Add Network.

 b. Protocol Add.

 c. Microsoft manufactorers ( ).

 d. TCP/IP OK.

 Microsoft: 

a. Add.

 b. Client Add.
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 c. Microsoft .

 d. Client for Microsoft Networks 
OK.

 e. .

1. Network ( ) Configuration ( ),
 TCP/IP Properties ( ).

2. IP Address.

 IP- ,
Obtain an IP address automatically 

(  IP- ).

 IP- ,
Specify an IP address

IP
Address (IP- ) Subnet Mask (

).



 OMNI ADSL LAN 

F-4   IP-

3. DNS Configuration 
(  DNS).

DNS, Disable DNS.

 DNS, 
Enable DNS 

 (
).

4. Gateway ( ).

 IP- ,
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.

 IP- ,
New gateway ( )

Add.

5. OK , TCP/IP Properties 
(  TCP/IP).

6. OK, Network ( ).
-  Windows. 

7.  OMNI ADSL  (
)

1. Start, Run.

2. Run  "winipcfg", OK IP Configuration 
(  IP).

3. .  IP-
, .



 OMNI ADSL LAN 

F-6   IP-

Windows 2000/NT/XP  

1.  Windows XP Start, Control
Panel ( ).  Windows 
2000/NT, Start, Settings
( ), Control Panel (

).

2.  Windows XP Network 
Connections ( ).
Windows 2000/NT Network 
and Dial-up Connections (

).

3.
Local Area Connection (

), Properties 
( ).
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4. Internet Protocol (TCP/IP) (
General ( )  Win XP) 

Properties ( ).
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F-8   IP-

5. Internet Protocol TCP/IP 
Properties ( General  Windows XP). 

 IP- ,
Obtain an IP address 

automatically (  IP-
).

 IP- ,
Use the following IP Address 

(  IP- )
IP address (IP- ), Subnet 

mask ( ) Default gateway 
( ).

Advanced ( ).
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6.  IP- ,

IP Settings (  IP) 
OK.

,
 IP- :

IP Settings (  IP)  IP 
addresses (IP- ) Add.

TCP/IP Address  IP-
IP address 

Subnet mask, Add.

IP- , .

IP Settings 
(  IP), Add ( )
Default gateways ( ).

TCP/IP Gateway Address (
TCP/IP)  IP-

Gateway ( ).

(
) Automatic metric 

( )
Metric ( ).
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F-10   IP-

Add. 

, .

OK.

7. Internet Protocol TCP/IP Properties 
( -  TCP/IP)
( General ( )  Windows XP): 

Obtain DNS server automatically 
(  IP-  DNS-

),  IP- ( )
(- ) DNS. 

-  IP- (- )  DNS (-
), Use the following DNS 

server addresses (
 DNS)

Preferred DNS server (
 DNS) Alternate DNS server 

(  DNS).

 DNS 
, Advanced,
DNS .

8. OK Internet Protocol (TCP/IP) Properties (
-  (TCP/IP).

9. OK, Local Area Connection Properties (
).
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 IP-   F-11 

10.  OMNI ADSL  (
).

1. Start, All Programs, Accessories Command Prompt.

2. Command Prompt  "ipconfig",  [ENTER]. 
Network Connections, ,

Status, Support.

Macintosh OS 8/9  
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F-12   IP-

1. Apple, Control Panel (
), TCP/IP,

TCP/IP Control Panel (
 TCP/IP).

2. Ethernet built-
in Connect via 
( ).

3. Using DHCP Server
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 IP-   F-13 

Configure.

4. :

Configure Manually.

 IP- IP Address.

Subnet mask.

 IP-  OMNI ADSL Router address ( ).

5. TCP/IP Control Panel.

6. Save
.

7.  OMNI ADSL  (
).

 TCP/IP TCP/IP Control Panel.

Macintosh OS X 

1. Apple System Preferences 
( )
System Preferences ( ).
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F-14   IP-

2.

Network ( ).

- Automatic ( )
Location ( ).

- Built-in Ethernet (
Ethernet) Show ( ).

- TCP/IP.

3. Using DHCP Server Configure

4. :

Configure ( ) Manually ( ).

 IP- IP Address.

Subnet mask.

 IP-  OMNI ADSL Router address ( ).

5. Apply Now .

6.  OMNI ADSL  ( ).

 TCP/IP Network ( ).
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Appendix G

 POTS (

) .

 POTS 

 Full Rate  (G.dmt) ADSL,  POTS (Plain 

Old Telephone Service/ )

ADSL. 

.

, .

 POTS ,

.

 G-1  POTS 

Step 1.  "Phone" .

Step 2.  "Modem"  OMNI ADSL. 

Step 3.  "Line" .

 (0 - 4 ), 

 ADSL  (  4 ). 

,
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G-2  

 ADSL , .

.

Step 1. , ,  Y-

.

Step 2. ,  Y- ,  " "

.

Step 3. ,  Y- ,

OMNI ADSL. 

Step 4.  " " ,

.

 G-2 

OMNI ADSL  ISDN 

,  OMNI ADSL  ADSL  ISDN 

( ).  OMNI 

ADSL  ISDN. 



 OMNI ADSL LAN 

  G-3 

 G-3 OMNI ADSL  ISDN 
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Appendix H

 OMNI 

ADSL1.

 H-1 

Time calibration is 
successful

,
, .

Time calibration 
failed .

DHCP client gets %s  DHCP  IP-  DHCP. 

DHCP client IP 
expired

 IP-  DHCP. 

DHCP server assigns 
%s

 DHCP  IP- .

SMT Login 
Successfully

-  SMT .

SMT Login Fail -  SMT 
.

WEB Login 
Successfully

-  Web-
.

WEB Login Fail -  Web-
.

TELNET Login 
Successfully

-  telnet. 

TELNET Login Fail -

                                                          

1  OMNI ADSL 

.
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H-2  

 H-1 

telnet.

FTP Login 
Successfully

-  ftp. 

FTP Login Fail -
ftp.

 H-2  UPnP 

UPnP pass through 
Firewall

 UPnP .

 ( , TCP  UDP), 

.

 H-3 

attack (Protocol) .
 ( , TCP  UDP). 

land Protocol)  land. 
 ( , TCP  UDP). 

icmp echo ICMP 
(type:%d, code:%d) 

 ICMP echo. .
 ICMP 

.

syn flood TCP  "TCP syn flood". 

ports scan TCP  "
TCP". 

teardrop (Protocol)  "teardrop".  

illegal command TCP  "
TCP SMTP". 

NetBIOS TCP  "TCP NetBIOS". 
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  H-3 

 H-3 

ip spoofing - no 
routing entry 
(Protocol)

 "IP spoofing", 
 OMNI ADSL , .

 ( , TCP 
UDP).

vulnerability ICMP 
(type:%d, code:%d) 

 "ICMP vulnerability"; .
 ICMP 

.

traceroute ICMP 
(type:%d, code:%d) 

 "ICMP traceroute"; .
 ICMP 

.

:

(Protocol) - ,  ( , TCP  UDP), 

.

(Direction) - ,  ( , LAN - WAN 

 WAN - LAN) 

(Rule) - , .

 H-4 

Firewall default 
policy (Protocol, 
Direction)

, ,  OMNI 
ADSL

,
.

Firewall rule match 
(Protocol, Direction, 
Rule)

,  OMNI ADSL 

.

Firewall rule NOT 
match: (Protocol, 
Direction, Rule) 

,  OMNI 
ADSL .

dest port (Protocol, 
Direction) ,  OMNI ADSL .
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H-4  

 H-4 

src port (Protocol, 
Direction) ,  OMNI ADSL .

dest IP (Protocol, 
Direction)

 IP-
,  OMNI ADSL .

src IP (Protocol, 
Direction)

 IP-
,  OMNI ADSL .

protocol (Protocol, 
Direction) ,  OMNI ADSL .

Triangle route packet 
forwarded (Protocol)  " ".

ICMP Source Quench OMNI ADSL  ICMP 
.

ICMP Time Exceed OMNI ADSL  ICMP 
,  " "

- Time To Live (TTL) .

ICMP Destination 
Unreachable

 OMNI ADSL 
ICMP  " ", -

.

Packet without a NAT 
table entry blocked 
(Protocol)

, ,
 NAT.

Out of order TCP 
handshake packet 
blocked (Protocol) 

 TCP, 

Unsupported/out-of-
order ICMP (Protocol) 

OMNI ADSL  ICMP 
:

1. OMNI ADSL 
ICMP.

2.  ICMP  " ",
.

Router reply ICMP 
packet

 ICMP. 
.
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 H-4 

Remote access denied .

 H-5  TCP 

 TCP

 TCP. 

 H-6  ICMP 

0  " "

 0  " "

3

 0 

 1 

 2 

 3 

 4 , , ,
 Don't Fragment (  - DF) 

 5 

4

 0 ,

.

5

 0 
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H-6  

 H-6  ICMP 

 1 

 2 

 3 

8

 0  " "

11

 0 " "

 1 

12

 0 

13

 0 

14

 0 

15

 0 

16

 0 
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Appendix I

I.1  ADSL OMNI ADSL LAN R-E1/-E3/-E7 

 DV-121AACS 

 120 /60 /23
( )

 12 /1

 8 

 UL, CUL (UL 1310, CSA C22.2  223) 

 AA-121A 

 120 /60 /18
( )

 12 /1

 8 

 UL, CUL (UL 1310, CSA C22.2  223) 

-

 DV-121AACCP-5720  

 220 /50 /18

 12 /1

 8 

 CCEE (GB8898)  

-

 BH-48 (AA-121AP) 

 220 /50



 OMNI ADSL LAN 

I-2

 12 /1

 8 

 CCEE (GB8898)  

 DV-121AACCP-5716 

 230 /50 /100

 12 /1

 8 

 TUV-GS, CE (EN 60950) 

 AA-121ABN 

 230 /50 /140

 12 /1

 8 

 ITS-GS, CE (EN 60950) 

 AA-121AD 

 230 /50 /140

 12 /1

 8 

 ITS-GS, CE (EN 60950, BS 7002) 

I.2  ADSL OMNI ADSL LAN R-11  

 DV-121AACS 

 120 /60 /23

 12 /1

 10 



 OMNI ADSL LAN 

  I-3 

 UL, CUL (UL 1310, CSA C22.2  223) 

-

 DV-121AACCP-5720  

 220 /50 /18

 12 /1

 10 

 CCEE (GB8898)  

 DV-121AACUP-5716 

 230 /50 /19

 12 /1

 10 

 TUV, CE (EN 61558) 

I.3  ADSL Ethernet OMNI ADSL LAN R-13/-17 

 DV-121AACS  

 120 /60 /23
( ).

 12 /1

 12 

 UL, CUL (UL 1310, CSA C22.2  223) 

 AA-121A 

 120 /60 /18
( )

 12 /1

 12 

 UL, CUL (UL 1310, CSA C22.2  223) 



 OMNI ADSL LAN 

I-4

-

 DV-121AACCP-5720  

 220 /50 /18

 12 /1

 12 

 CCEE (GB8898) 

 AA-121ABN  

 230 /50 /140

 12 /1

 12 

 ITS-GS, CE (EN 60950) 

I.4  ADSL  ISDN OMNI ADSL LAN R-31/-
33

 DV-121AACS 

 120 /60 /23
( ).

 12 /1

 8 

 UL, CUL (UL 1310, CSA C22.2  223) 

 AA-121A 

 120 /60 /18
( )

 12 /1

 8 

 UL, CUL (UL 1310, CSA C22.2  223) 
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  I-5 

-

 DV-121AACCP-5720  

 220 /50 /18

 12 /1

 8 

 CCEE (GB8898) 

 AA-121ABN 

 230 /50 /140

 12 /1

 8 

 ITS-GS, CE (EN 60950) 

 DV-121AACCP-5716 

 230 /50 /100

 12 /1

 8 

 TUV-GS, CE (EN 60950) 

 AA-121AD 

 230 /50 /140

 12 /1

 8 

 ITS-GS, CE (EN 60950) 

I.5  ADSL  4-
Ethernet OMNI ADSL LAN H-11/-13 



 OMNI ADSL LAN 

I-6

 DV-1215A 

 120 /60 /30

 12 / 1,25 

 12 

 UL, CUL, CSA (UL 1310, CSA C22.2 No.223) 

 AA-121A25 

 120 /60 /19

 12 / 1,25 

 12 

 UL, CUL (UL 1310, CSA C22.2  223) 

AA-121A3BN

 230 /50 /140

 12  /1,3 

 12 

 ITS-GS, CE (EN 60950) 

I.6  ADSL c 4-
Ethernet/  LAN OMNI ADSL LAN HW-11/-13/ 

 DV-1215A 

 120 /60 /30

 12 / 1,25 

 13 

 UL, CUL, CSA (UL 1310, CSA C22.2 No.223) 

 AA-121A25 



 OMNI ADSL LAN 

  I-7 

 120 /60 /19

 12 / 1,25 

 13 

 UL, CUL (UL 1310, CSA C22.2  223) 

 AA-121A3BN 

 230 /50 /140

 12 /1,3

 13 

 ITS-GS, CE (EN 60950) 

I.7  OMNI ADSL LAN H-31/-33/-37 
OMNI ADSL LAN HW-31/-33/-37  ADSL  4-

 LAN

 DV-1215A 

 120 /60 /30

 12 / 1,25 

 15 

 UL, CUL, CSA (UL 1310, CSA C22.2 No.223) 

 AA-121A25 

 120 /60 /19

 12 / 1,25 

 15 

 UL, CUL (UL 1310, CSA C22.2  223) 

 AA-121A3BN 



 OMNI ADSL LAN 

I-8

 230 /50 /140

 12 /1,3

 15 

 ITS-GS, CE (EN 60950) 

 AA-121A3D 

 230 /50 /140

 12 /1,3

 15 

 ITS-GS, CE (EN 60950) 

I.8  ADSL  4-  OMNI 
ADSL LAN H-E1/3/7 

 DV-121AACS 

 120 /60 /23
( ).

 12 /1

 10 

 UL, CUL (UL 1310, CSA C22.2  223) 

 AA-121A 

 120 /60 /18
( )

 12 /1

 10 

 UL, CUL (UL 1310, CSA C22.2  223) 

-

 DV-121AACCP-5720   



 OMNI ADSL LAN 

  I-9 

 220 /50 /18

 12 /1

 10 

 CCEE (GB8898)  

-

 BH-48 (AA-121AP) 

 220 /50

 12 /1

 10 

 CCEE (GB8898) 

 DV-121AACUP-5716 

 230 /50 /100

 12 /1

 10 

 TUV-GS, CE (EN 60950) 

 AA-121ABN 

 230 /50 /140

 12 /1

 10 

 ITS-GS, CE (EN 60950) 

 AA-121AD 

 230 /50 /140

 12 /1

 10 

 ITS-GS, CE (EN 60950, BS 7002) 



 OMNI ADSL LAN 

I-10  

AA-121AE

 240 /50 /140

 12 /1

 10 

  (AS/NZS 60950: 2000) 


